Troubleshoot TETRA Definitions Update Failure
with 3000 Error
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This document describes steps to troubleshoot TETRA Definitions failure with error 3000 error.
Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

 Cisco Secure Endpoint
Components Used

The information in this document is based on:

* Cisco Secure Endpoint connector (any version)
» Wireshark (any version)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Problem

1. On endpoint, TETRA Definitions update fail with "Unable to install updates.Please try again
later" error message.
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Unable to install updates. Please try again later. |updute TETRA |Sync Policy

2. On Cisco Secure Endpoint Console, mentioned failure error is observed:

"Update failed because of a network timeout. Check your network, firewall or proxy settings to
verify connectivity between endpoints and the update server. Contact Cisco support if the issue
persists.”

2-08-24 18:11:15 IST

Update failed because of a network timaout.

Definitions Last Updated Check your network, firewall or proxy sattings to

verify connectivity between endpoints and the
update sarver. Contact Cisco support if the issue

persists.

3. Indebug sfc.exe.log, definitions updated failed with error 3000 error is observed, which stands
for Unknown_Error as documented.
<#root>

(978223515, +0 ms) Aug 04 07:30:23 [11944]: TETRAUpdatelInterface::update updateDir: C:\Progr
(978223515, +0 ms) Aug 04 07:30:23 [11944]: ERROR: TETRAUpdateInterface::update

Update failed with error -3000

(978223515, +0 ms) Aug 04 07:30:23 [11944]: PipeSend: sending message to user interface: 26,
(978223515, +0 ms) Aug 04 07:30:23 [860]: PipeWrite: waiting on pipe event handle
(978223515, +0 ms) Aug 04 07:30:23 [11944]: TETRAUpdaterInit defInit: 0, bUpdate: O
(978223515, +0 ms) Aug 04 07:30:23 [11944]: TETRAUpdaterInit bUpdate: 0, bReload: 0
(978223515, +0 ms) Aug 04 07:30:23 [11944]: FASharedPtr<class TETRAUpdateInterface>::Release
(978223515, +0 ms) Aug 04 07:30:23 [11944]: PerformTETRAUpdate: bUpdated = FALSE, state: 20,



(978223515, +0 ms) Aug 04 07:30:23 [11944]:
(978223515, +0 ms) Aug 04 07:30:23 [11944]:
(978223515, +0 ms) Aug 04 07:30:23 [11944]:
(978223515, +0 ms) Aug 04 07:30:23 [11944]:

Solution

PerformTETRAUpdate: sig count: 0, version: 0
Config::IsUploadEventEnabled: returns 1, 1
AVStat::CopyInternal : engine - 2, defs - 0, fir
AVStat::CopyInternal : engine - 2, defs - 0, fir

1. Please enable Allow user to update TETRA definitions optionin AMP Policy > Client User
I nter face on the Console. With this parameter you can trigger TETRA update as required

during troubleshooting.
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2. Also, enable debug Connector and Tray-level log on the endpoint or via AMP Policy.

3. Please take packet captures on both TETRA update successful and failed endpoint for TETRA
Definitions while you click Update TETRA on endpoint.

4. On TETRA update successful endpoint, in packet-capture filter the packets with http.host ==
" tetra-defs.amp.cisco.com:443" and then " follow thetcp.stream” of each packetsto analyse

the related traffic.

5. In Server Hello packet, you can see the Server accepts
"TLS ECDHE _RSA_WITH_AES 256 GCM_SHA384" cipher in Server Hello packet.



| Source Lengtk| Info
169 17:54:13.581878 68 68649 - 6058 [SYN, ECN, CWR] Seq=8 Win=8192 Len=8 M55=146@ W5=256 SACK_PERM=1
’— 17@ 17:54:13.501185 68 6858 - 68649 [SYN, ACK, ECN] Seq=@ Ack=1 Win=2920@ Len=@ M55=146@ SACK_PERM=1 WS=128
171 17:54:13.501321 62 60649 - 6058 [ACK] Seq=1 Ack=1 Win=2182272 Len=8
172 17:54:13.501438 141 COMMECT tetra—defs.amp.cisco.com:443 HTTP/1.1
173 17:54:13.581449 56 6058 - 68649 [ACK] Seq=1 Ack=86 Win=29312 Len=8
174 17:54:13.519661 HTTP 155 HTTP/1.1 288 Connection established
175 17:54:13.52010@ TLSv1. 255 Client Hello
176 17:54:13.559831 TCP 56 6050 - 60649 [ACK] Sequléd Acks=285 Win=3@336 Lens@
181 17:54:17.326736 TLSvl. 7356 Server Hello
182 17:54:17.326748 TLSv1. 1343 Certificate, Server Key Exchange, Server Hello Done
183 17:54:17.327138 TCP 62 60649 - 6050 [ACK] Seq=285 Ack=B687 Win=2102272 Len=@
184 17:54:17.329911 TLSvi. 182 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
185 17:54:17.329925 TP 56 6050 - 60649 [ACK] Seq=8687 Ack=411 Win=30336 Len=0
1B6 17:54:17.784930 TLSv1.. 346 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
1B7 17:54:17.785988 TLSV1.. 355 Application Data
1BB 17:54:17.785921 TCP 56 6050 - 68649 [ACK] Seq=8977 Ack=71@ Win=3136@ Len=@
189 17:54:18.134677 TLSv1l. 7356 Application Data
198 17:54:18.134689 TcP 6924 6058 - 6@649 [PSH, ACK] Seq=16277 Ack=710 Win=3136@ Len=6868 [TCP segment of a reassembled POU]
191 17:54:18.135276 TP 62 68649 - 6050 [ACK] Seq=718 Ack=23145 Win=2182272 Len=0@
192 17:54:18.370029 TLSv1l. 9689 Application Data [TCP segment of a reassembled POU]
193 17:54:18.370461 TCP 62 68649 - 6050 [ACK] Seq=718 Ack=32769 Win=2182272 Len=8
194 17:54:18.378471 TCP 4688 60508 - 62649 [PSH, ACK] Seq=32769 Ack=718 Win=31368 Len=4544 [TCP segment of a reassembled PDU]
195 17:54:18.3707@3 TCP 62 60649 - 6050 [ACK] Seq=710 Ack=35680 Win=2102272 Len=8
196 17:54:18.370839 TCP 62 60649 - 6050 [ACK] Seq=710 Ack=37313 Win=2102272 Len=8
197 17:54:18.640107 TLSvl. 2799 Application Data, Encrypted Alert

LONNecT-FOrt: 443)
- Transport Layer Security
- TLSv1.2 Record Layer: Handsha
Content Type: Handshake (
Version: TLS 1.2 (ex@3e3)
Length: 65
- Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 61
Version: TLS 1.2
> Random:
Session ID Length: @
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@8xcela)
Compression Method: null (@)

6. Cisco Secure Endpoint TETRA server accepts only mentioned Ciphers:

rver Helle

[LECELEY]

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_AES_128_GCM_SHA256

7. On TETRA update failed endpoint, in packet-capture, afatal error in SSL handshake is seen

N [tep.stream eq 11
No.

| Time Destination
16:57:17.390368 TP
16:57:17.390400 TP

| Protocol | Lengtt| Info
68 51771 - 6858 [SYN,
68 6050 - 51771 [SYN,

ECN, CWR] Seq=8 Win=8192 Len=0 MSS=1468 WS=256 SACK_PERM=1
ACK] Seq=8 Ack=1 Win=29200 Len=8 MSS=1460 SACK_PERM=1 WS=128

247 16:57:17.399587 TP 62 51771 - 6858 [ACK] Seg=1 Ack=1 Win=2182272 Len=8
248 16:57:17.399766 HTTP 141 CONNECT tetra-defs.amp.cisco.com:4a3 HTTP/1.1
249 16:57:17.399785 TP 56 6058 -+ 51771 [ACK] Seq=1l Ack=BE Win=29312 Len=@

258 16:57:17.396776 HTTP
16:57:17.397250 TLSV1.
163 TP

TLSV.

155 HTTP/1.1 288 Connection established
233 Client Hello
56 6058 - 51771 [ACK] Seq=188 Ack=263 Win=38335 Len=8
63 Alert (Lew

16:57:17.984759
16:57:18.023828
16:57:18.933241

62 51771 - 6058 [F
56 6058 - 51771 [ACK] Seq=187 Ack=264 Win=38336 Len=®
56 6058 + 51771 [FIN, ACK] Seq=187 Ack=264 Win=38336 Len=e

16:57:18.833589 62 51771 -+ 6858 [ACK] Seq=264 Ack=188 Win=2182272 Len=8

> Frame 257: 63 bytes on wire (564 bits), 63 bytes captured (564 bits)
Transmission Control Protac
tPr nnect-Port: 443
Fatal, Description: Handshake Failure)
Content Type: Alert (21)
- Alert Message

> Linux cocked capture v1
I
Hypertext Transfer Protocol
~ Transport Layer Security
Version: TLS 1.2 (0xe383)
Fatal (2)

Internet Protocol Version 4,
Pre Connect-Hostname: tetra-defs.amp.cisco.com)
v TLSv1.2 Record Layer: Alert {
Lengt| 2
after Client Hello packet_ ption: Handshake Failure (40)

8. Inthe Client Hello packet, you can see the offered Ciphers from the endpoint.
9. In addition, you can cross-verify the enabled Ciphers on endpoint with the Get-
TIsCipher Suite | ft name PowerShell command.



EXN Calect Administrater Windows PowerShell

PS CrAWINDOWS\system32> Get-TlsCipherSuite

Hane

TLS_AES_ 256 GCHM_SHA3EA

TLS AES 128 GCM SHA2SE

TLS ECDHE ECDSA WITH AES 256 GCM SHA3Z
TLS ECDHE ECDSA WITH AES 128 GCM SHA2ESE
TLS_ECDHE _RSA_WITH_AES 256 _GCM _SHA3B4
TLS_ECDHE_RSA_WITH_AES_128_GCH_SHA2S56
LS DHE RK5A WITH_RES 256 GLM SHAZO4
TLS DHE _RSA WITH_AES 128 GCM SHA2S6
TLS_ECDHE_ECDSA_WITH_AES_256 CBLC_SHA3B4
LS ECDHE ECDSHA WLTH RES 128 CBL SHAZSH
TLS ECDME RSA WITH_AES 256 CBC SHA3ZES
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
LS ECDHE ECDSHA WITH RAES 256 CBL SHA
TLS_ECDHE_ECDSA _WITH_AES 128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
LS ECDHE R5A WITH AES 1326 CBEL SHA
TLS _R5A WITH AES 256 GCH SHAZEA
TLS_RSA_WITH_AES_128 GCM_SHA2S6

LS H5A WITH AES 256 (BL SHAZSH

TLS _RSA WITH AES 128 CBC SHA2SE
TLS_RSA WITH_AES_256 CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA

TLS RSA WITH 3DES EDE_CBC_SHA
TLS_RSA_WITH _MULL_SHA2SE
TLS_RSA_WITH_MULL_SHA

LS F5K WilTH _AES Z£56 GLH SHAZES

TLS _PSK_WITH_AES_ 128 GCM_SHAZ56
TLS_PSK_WITH_AES_256_ CBC_SHA3B4

LS F5K WilTH AES 128 CBL SHALSH

TLS PSK_WITH MULL_SHA3E4
TLS_PSK_WITH_MULL_SHA256

10. In case the ciphers mentioned in Step 6 are not listed here, that is the reason for the SSL
handshake failure
11. Tofix this, please verify the SSL Cipher Suite Order in the Group Policy:

Run -> gpedit.msc -> Local Computer Policy -> Computer Configuration -> Administrative Templ




4] Local Group Policy Editor
File Action View Help

e nm = HBml Y

1 Local Computer Policy
~ & Computer Configuration
3 7] Software Settings
» 2] Windows Settings
w [ Administrative Templates
» [ Centrel Panel
v [ Network
| Background Intelligent Transfer Service (BITS),
| BranchCache
| Directhccess Client Experience Settings
) DNS Client
=] Fonts
7| Hotspot Authentication
2 Lanman Server
1 Lanman Workstation
1 Link-Layer Topelogy Discovery
> ] Microsoft Peer-to-Peer Networking Services
3 7] Metwork Connections
) Netwerk Connectivity Status Indicator
3 Network Isclation
] Network Provider
| Offline Files
> () QoS Packet Scheduler
) SNMP
| 5L Configuration Settings
» [ TCPIP Settings
| Windows Connect Mow
=1 Windows Connection Manager

SSL Cipher Suite Order

Setting State Comment
[ SSL Cipher Suite Order Enabled Ne
Edlt palicy aetting |E] ECC Curve Order MNot configured Ne
Requirements:
At least Windows Vista
Description:

This pelicy setting determines the
cipher suites used by the Secure
Socket Layer (S5L).

If you enable this policy setting, S5L
cipher suites are prioritized in the
order specified.

If you disable or do not configure this
policy setting, default cipher suite
order is used.

Link for all the cipherSuites:
http://go.microsoft.com/fdink/?
Linkld=517265

12. The Cipher Suite Order must be Not Configured or Disabled and if set to Enabled, add the
ciphers mentioned in Step 6 in the list.

B 55 Cipheer Sutte Ovder

=] S5L Cipheer Swite Crder

O ;e

O Mot Configured Lo
8 Enabied
() Dissbled .
RPPOTEd O | 2 lagis Windows Vista
Options: Helge

Bl Ciphes Suites

TI.‘]_#.ES_.ES-IE-_G(H_W.I!‘-'JL‘S;HSJE!-!

This peficy setting determines thee cipher suites used by the
Sesung Sedkont Layer (55L)

if you enabile this policy sething, 551 ciplver suites ane prioritized
in thee gerdier specified,

If you driable or da not confagute the policy tetteng default
Capiher duste prder i wied.

Link for all the cpberiuites: hitpe!gomicrotolt. comsfadink T
Lnkdd= 507265

Cancel Hppdy

=]

13. Apply these changes and reboot the endpoint to bring these changes available for applications.
14. Please retry Update TETRA once the reboot is completed.
15. In case the TETRA Definitions issue persists, please analyze the logs and captures again.



Related | nfor mation

» Cisco Technical Support & Downloads



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

