Install Secure Web Appliance on Microsoft Hyper -
V
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This document describes the steps required to install the Secure Web Appliance (SWA) on Microsoft Hyper-
V.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

* SWA administration.
» Fundamental networking principles.
* Microsoft Hyper-V administration.

Cisco recommends that you have:

* Microsoft Hyper-V Installed.
* Administrative Accessto the Microsoft Hyper-V.
» Valid Cisco Account to Download the SWA Imagefile.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Microsoft Hyper-V

Hyper-V isapowerful virtualization platform developed by Microsoft that allows usersto create and
manage virtual machines (VMs) on a Windows operating system. It provides a robust environment for



running multiple operating systems simultaneously on a single physical host, making it an ideal choice for
businesses |ooking to optimize their I T infrastructure.

In this article, we guide you through the essential stepsto install SWA on Hyper-V. Cisco SWA isa
dedicated web security solution designed to protect organizations from cyber threats by monitoring and
controlling Internet traffic. Our step-by-step instructions help you configure and deploy Cisco SWA
efficiently on your Hyper-V environment, ensuring enhanced security and performance for your network.

Download the Image

To download the desired and latest SWA Images, use these steps:

Step 1. Navigate to https://software.cisco.com/.

Step 2. Log in with your Cisco Account

Step 3. Choose Access Downloads.
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Step 4. Search for " Secure Web Appliance Virtual".
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Step 5. Choose AsyncOS for WSA.
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Step 6. Choose your desired version.
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Step 7. Download the Virtual Disk Image (.vhdx) file associated with the model you would like to install.
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Use these stepsto install the SWA on Hyper-V:
Step 1. Open your Hyper-V Manager console.
Step 2. Click New from the right menu.
Step 3. Choose Virtual Machine.
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Image - Create a New Virtual Machine

Step 4. Click Next in the Before Y ou Begin Page.



Step 5. Choose aName for your Virtual Machine.

Step 6. (Optional) If you would like to change the path to store the Virtual Machine files, Select the Check
box next to "Store the virtual machine in a different location" and Browse to the new path.

EH New Virtual Machine Wizard X

= Specify Name and Location

Before You Begin Choose a name and location for this virtual machine,
The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory [ Name:  WSA15-2| ] @
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
ConnectVictual Hard Dick folder, the virtual machine is stored in the default folder configured for this server.
Installation Options () Store the virtual machine in a different location
Summary ocation: C:\ProgramData\Microsoft\Windows\Hyper-V\ @

< Previous Finish Cancel

Image - Specify Name and Location

Step 7. On the Specify Generation page, Choose Gener ation 2, then click Next.



EH New Virtual Machine Wizard

Specify Generation

Before You Begin Choose the generation of this virtual machine.
Spedify Name and Location () Generation 1
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
e virtual hardware which has been available in all previous versions of Hyper-V.
Configure Networking © Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based

Connect Virtual Hard Disk firmware, and requires a supported 64-bit guest operating system.

Installation Options
Summary

A\ Once a virtual machine has been created, you cannot change its generation.

More about virtual machine generation support

< Previous Finish Cancel

Image - Choose Generation 2

@

Step 8. Assign memory as recommended in Supported Virtual Appliance Models and AsyncOS Releases for

Hyper-V Deployments .

Step 9. To have a better performance, uncheck Use Dynamic Memory for thisvirtual machine, then click

Next.
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EH New Virtual Machine Wizard

- Assign Memory

Before You Begin Spedify the amount of memory to allocate to this virtual machine. You can spedfy an amount from 32
. ) MB through 251658240 MB. To improve performance, specify more than the minimum amount
Specify Name and Location recommended for the operating system.
Spedfy Generation [ Startup memory: 4096 MB ]
_ [D Use Dynamic Memory for this virtual machine. ] @
Configure Networking
) o When you dedde how much memory to assign to a virtual machine, consider how you intend to
Connect Virtual Hard Disk use the virtual machine and the operating system that it will run.
Installation Options
Summary

< Previous Finish Cancel

Image - Assign Memory

Step 10. Choose your desired Virtual Switch, then click Next.



EH New Virtual Machine Wizard X

- Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

Spedify Name and Location virtual switch, or it can remain disconnected.

Specify Generation [ Connection:  Default Switch — I ]
Assign Memory
Connect Virtual Hard Disk

Installation Options

Summary

< Previous Finish Cancel

Image - Choose the Virtual Switch

Step 11. Extract the Virtual Disk Image file that you have downloaded previously.
p Tip: To extract a .tgz file you can use 7zip application.

Step 12. Copy the extracted files to the path you would like to host the virtual machine disk.

Step 13. Choose Use an Existing Virtual Hard Disk, then select the path to the virtual disk file (.vhdx).



EH New Virtual Machine Wizard X

[ Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can spedify the
storage now or con e it later by modifying the virtual machine’s properties.

Specify Name and Location Bge now or configure | ¥ modifying the virtual m proper

e et () Create a virtual hard disk

Frer Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Networking Name: WSA15. 2.vhdx

Connect Virtual Hard Disk Location: C:\ProgramData\Microsoft\Windows\Virtual Hard Disks),

Summary

Size: 127 GB (Maximum: 64 TB)

© Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: C:\ProgramData\Microsoft\Windows\Virtual Hard Disksﬁl Browse... :

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Next Finish Cancel

Image - Use an Existing Virtual Hard Disk

Step 14. Click Next.

Step 15. Review the Configuration summary, then click Finish.

% Note: Wait for the Virtual Machine to get ready before Starting the VM. Y ou must modify the
Settings.

Step 16. Right-click on the virtual Machine name, then select Settings.
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Image - Edit Virtual Machine Settings

Step 17. From the left menu ,choose Security.

Step 18. Uncheck Enable Secure Boot.

E% Settings for WSA15.2 on DESKTOP-L677PTG

WSA15.2 v (3]
2 Hardware . Security
l" Add Hardware
= Firmware Secure Boot
Boot from Hard Drive Use Secure Boot to help prevent unauthorized code from running at boot time
@ Security (recommended).
Secure Boot disabled [ () Enable Secure Boot J
Wl Memory Template:
4096 MB

1 Processor
1 Virtual processor
= &4 SCSI Controller
[+] o Hard Drive

Network Adapter
Default Switch
Management
1] Name
WSA15.2
[] Integration Services
Some services offered
(¥, Checkpoints

Standard

.

»

H-ﬂ Smart Paging File Location
C:'\ProgramDataMicrosoft\Windo. ..
[ Automatic Start Action
Restart if previously running
[ Automatic Stop Action

Save

Image - Disable the Secure Boot

Microsoft Windows

Encryption Support
(] Enable Trusted Platform Module

A Trusted Platform Module (TPM) is a spedial purpose microprocessor which
provides cryptoaraphic services to a compute platform.

Enaryption support requires a key protector (KP) configuration for the virtual
machine. If not already present, selecting one of these options will generate a
KP that allows running the virtual machine on this host.

Security Policy
Spedify additional protection options for the virtual machine.
(] Enable Shielding
This affects additional settings.

Learn more t virtual machini

Cancel Apply

Step 19. From the settings window, choose Pr ocessor .

Step 20. Increase the number of processors as recommended in Supported Virtual Appliance Models and
AsyncOS Releases for Hyper-V Deployments
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Boot from Hard Drive the physical computer. You can .also modify othq resource control settings.
@ security Number of virtual processors: | 5%
Secure Boot disabled
Wl Memory Resource control
e -, You can use resource controls to balance resources among virtual machines.
B Processor -
A 0
et D
=1l cect Contralior 4 Percent of total system resources: 0
(#] o Hard Drive
coeus-15-2-0-164-5100V-disk-... Virtual machine limit (percentage): 100
+
9 @ Ne_hfmkf_ f:lapter Percent of total system resources: 250
Default Switch
A Management Relative weight: 100
1] Name e
WSA15.2 ]
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Image - Increase the Number of Processors

Step 21. From the settings window, choose Add Har dware.

Step 22. Select "Network Adapter” and click Add.



7 Settings for WSA15.2 on DESKTOP-L6TTPTG = X

WSA15.2 v 4 pr B
2_Hardware B* Add Hardware
@ | B* Add Hardware ]
B Frmware You can use this setting to add devices to your virtual machine.
Boot from Hard Drive Select the devices you want to add and dick the Add button.
@ security '
Secure Boot disabled [ Network Adapter
Wl Memory
4096 MB
[ processor

5 Virtual processors

= &8 5¢SI Controller Add
== Hard Drive
coeus-15-2-0-164-5 100V -disk-... Virtual machines are created with one network adapter. You can add additional network
@ Network Adapter adapters as needed.

Default Switch
% Management
1] Name
WSA15.2
H Integration Services
Some services offered
h Chedkpoints
Standard
& Smart Paging File Location
C:\ProgramData\Microsoft\Windo. ..
) Automatic Start Action
Restart if previously running
% Automatic Stop Action
Save

Image - Add Network Adapters

Step 23. Select the virtual switch.
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& Hardware U Network Adapter
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B Firmware Specify the configuration of the network adapter or remove the network adapter.
Boot entry changes pending Virtual switch:
@ Security Default Switch e
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Image - Select the Virtual Switch

(] Enable virtual LAN identification

]

Bandwidth Management
() Enable bandwidth management

i ]

To remove the network adapter from this virtual machine, dick Remove,

(o ]

Remove

Cancel Apply

Step 24. Repeat Steps 21 to 23 until you have atotal of five network interfaces.

_& Caution: Even if you do not plan to use al five interfaces on the SWA, it is still necessary to add
them to the virtual machine. Failing to do so can result in unexpected behavior.

Step 25. Apply.

Step 26. Start the virtual Machine.

p Tip: To setup the SWA kindly visit: Configure Secure Web Appliance Initial Setup

Related I nfor mation

o User Guide for AsyncOS 15.2 for Cisco Secure Web Appliance

» Cisco Secure Email and Web Virtual Appliance Installation Guide
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Configure Custom URL Cateqgories in Secure Web Appliance - Cisco

Use Secure Web Appliance Best Practices
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Configure SCP Push Logs in Secure Web Appliance with Microsoft Server
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Understand HTTPS Accesslog Format in Secure Web Appliance

Access Secure Web Appliance Logs

Bypass Authentication in Secure Web Appliance

Block Traffic in Secure Web Appliance

Bypass Microsoft Updates Traffic in Secure Web Appliance
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