DHCP Snooping Interactionswith GIADDR and
Option 82 on CAT9000
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Summary

| ntroduction

This document describes the DHCP snooping interactions with GIADDR and option 82 on CAT9000.
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

Cisco |IOS® XE proficiency in configuration and operational commands.

Familiarity with the Cisco Catalyst 9000 series switch hardware and architecture.

A solid understanding of DHCP protocol operations and DHCP snooping mechanisms.
A conceptual understanding of DHCP option 82 and the role of the relay agent.

Components Used

The information in this document is based on these software and hardware versions:



Core/Distribution switch:Cisco Catalyst 9600X series
Access switch:Cisco Catalyst 9300 series

DHCP client:End-host device

DHCP server:Centralized network service provider

Background I nfor mation

This document explores various configurations of DHCP snooping on Core/Distribution switches, integrated
with DHCP option 82 implementations on Access switches. Through practical configuration examples and
analysis of corresponding packet captures, this guide illustrates the interaction between these features within
a Cisco Catalyst 9000 series environment.

Network Diagram
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Test Cases

Core Switch DHCP Snooping Enabled

Access Switch Option 82 Disabled

Core switch:

<#root>

int fif2/1/0/4 ——> Downlink to Access Switch
ip dhcp snooping trust
!



ip dhcp snooping vlan 1-2048

i p dhcp snoopi ng

Access switch:

<#root>

!
int gigl/0/1 —> uplink to Core
ip dhcp snooping trust

switchport mode trunk
|

ip dhcp snooping vlan 1-1400

no i p dhcp snooping information option

ip dhcp snooping
|

int gigl/0/3 —---> End device connected port
switchport mode access
switchport access vlan 287

!
Result:

Successful.

End device gets the IP address without an issue.

Explanation:

Access switch option 82 is disabled and it sends the packet to the core without option 82. Core switch option
82 is enabled by default and it adds the option 82 with | P address of the relay agent in the packet and sends
it to the DHCP server.

Packet on link between Client and Access switch:



No. Time Source Destination Protoco Lengt Info

r 1 0.000000 0.0.0.0 255.255.255.255 DHCP 379 DHCP Discover - Transaction ID 0x1604
2 0.000156 0.0.0.0 255.255.255.255 DHCP 379 DHCP Discover - Transaction ID 0x1604
3 2.002663 10.88.39.254 255.255.255.255 DHCP 363 DHCP Offer — Transaction ID 0x1604
4 2.002977 10.88.39.254 255.255.255.255 DHCP 359 DHCP Offer — Transaction ID 0x1604
5 2.004966 0.0.0.0 255.255.255.255 DHCP 397 DHCP Request - Transaction ID 0x1604
- 6 2.005228 0.0.0.0 255.255,255,.255 DHCP 397 DHCP Request - Transaction ID 0x1604
7 2.007080 10.88.39.254 255.255.255.255 DHCP 363 DHCP ACK — Transaction ID 0x1604

Frame 1: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interface /tmp/epc_\
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: ©
Transaction ID: 0x00001604
Seconds elapsed: @
Bootp flags: ©@x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: @
Next server IP address: 0.0.
Relay agent IP address: 0.0.
Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (255) End

Note: The packet captures are taken multiple times and at multiple capture points for the same
client; so ignore the transaction id.

Packet on link between Access switch and Distribution/Core switch:

The access switch does not have snooping information option insertion, so the same packet coming from
client is being forwarded to the distirubution switch.



). Time Source Destination Protoco Lengt Info

5 11.360258 ©0.0.0.0 255.255.255.255 DHCP 379 DHCP Discover
6 12.858224 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover
7 12.858519 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover
8 13.362861 10.88.39.254 255.255.255.255 DHCP 359 DHCP Offer

9 13.364854 0.0.0.0 255.255.255.255 DHCP 397 DHCP Request

— Transaction
- Transaction
- Transaction
- Transaction
— Transaction

10 13.469795 10.88.39.254 255.255.255.255 DHCP 358 DHCP ACK - Transaction

Frame 5: Packet, 379 bytes on wire (3@32 bits), 379 bytes captured (3032 bits) on interface /tmp/epc_ws
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: @
Transaction ID: 0x00001147
Seconds elapsed: @
Bootp flags: ©x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0
Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (255) End

.0

Packet between CORE switch and the DHCP server:

D
D
D
ID
1D
ID

0x1147
0x8478fad8
0x8478fad8
0x1147
0x1147
0x1147

Asthe DHCP snooping is enabled and relay configured, the CORE switch unicasting the packet to the

DHCP server 10.88.2.63 with relay agent IP isinserted asits own IP.



No. Time Source Destination Protoco Lengt Info

1 0.000000 10.88.39.254 10.88.2.63 DHCP 379 DHCP Discover - Transaction ID @x5df
2 0.000069 10.88.2.63 10.88.39.254 DHCP 359 DHCP Offer - Transaction ID @x5df
3 0.128743 10.88.39.254 10.88.2.63 DHCP 397 DHCP Request - Transaction ID @x5df
4 0.128997 10.88.2.63 10.88.39.254 DHCP 359 DHCP ACK - Transaction ID @x5df

Frame 1: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interface /tmp/epc_
Ethernet II, Src: Cisco_de:46:05 (08:f3:fb:de:46:05), Dst: Cisco_f3:6c:e4 (00:aa:6e:f3:6c:ed)
Internet Protocol Version 4, Src: 10.88.39.254, Dst: 10.88.2.63
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (@x@1)

Hardware address length: 6

Hops: 1

Transaction ID: ©0x000005df

Seconds elapsed: @

Bootp flags: @0x8000, Broadcast flag (Broadcast)

Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 10.88.39.254

Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)

Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Option: (57) Maximum DHCP Message Size

Option: (61) Client identifier

Option: (12) Host Name

Option: (55) Parameter Request List

Option: (6@) Vendor class identifier

Option: (124) V-I Vendor Class

Option: (255) End

Access Switch Option 82 Enabled

Core switch:

<#root>

int fif2/1/0/4 ——> Downlink to Access Switch
ip dhcp snooping trust
1

ip dhcp snooping vlan 1-2048

i p dhcp snoopi ng
!

Access switch:

<#root>



int gigl/0/1 —> uplink to Core
ip dhcp snooping trust
switchport mode trunk

|

ip dhcp snooping vlan 1-1400

i p dhcp snooping information option

ip dhcp snooping
|

int gigl/0/3
switchport mode access
switchport access vlan 287

!
Result:
Successful.

End device gets the | P address without an issue.

Explanation:

Access switch option 82 is enabled but this switch does not have the SVI created and it sends the packet to
the core without option 82. Core switch option 82 is enabled by default and it adds the option 82 with IP
address of the relay agent in the packet and sends it to the DHCP server.

Packet from client to the Access switch:



Time Source Destination Protoco Lengt Info
1 0.000000 0.0.0.0 255.255.255.255 DHCP 379 DHCP Discover
2 0.000161 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover
3 1.110008 Cisco_9e:c8:c6 Broadcast ARP 64 Who has 10.88.
4 2.002486 10.88.39.254 255.255.255.255 DHCP 383 DHCP Offer
5 2.002871 10.88.39.254 255.255.255.255 DHCP 379 DHCP Offer
6 2.004750 0.0.0.0 255.255.255.255 DHCP 397 DHCP Request
7 2.004994 0.0.0.0 255.255.255.255 DHCP 417 DHCP Request
8 2.006887 10.88.39.254 255.255.255.255 DHCP 383 DHCP ACK
9 2.108976 10.88.39.254 255.255.255.255 DHCP 379 DHCP ACK

0

I

Transaction ID
Transaction ID

.2547 Tell 10.8¢

Transaction ID
Transaction ID
Transaction ID
Transaction ID
Transaction ID
Transaction ID

Frame 1: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interf:
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ffiff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67

Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)
Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: @

Transaction ID: @0x00000121

Seconds elapsed: @

Bootp flags: ©x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 0.0.0.0

Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)

Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier

Option: (12) Host Name

Option: (55) Parameter Request List
Option: (60) Vendor class identifier
Option: (124) V-I Vendor Class

Option: (255) End

The packet from Access switch to the CORE/Distribution switch:

As'ip dhcp snooping information option' is enabled by default on the Access switch, Access switch inserts

option 82 with relay 1P as 0.0.0.0.

As per DHCP snooping world, thisis arogue packet and must be dropped by the CORE switch. But as
CORE switch has the interface trusted, the packet will get processed to relay towards DHCP server.



Time Source Destination

2 0.000129 0.0.0.0 255.255.255.255
3 0.002398 10.88.39.254 255.255.255.255
4 0.005010 0.0.0.0 2552555255255

Frame 2: Packet, 399 bytes on wire (3192 bits),

Protoco Lengt Info

DHCP 399 DHCP Discover - Transaction I
DHCP 379 DHCP Offer — Transaction I
DHCP 397 DHCP Request - Transaction I

399 bytes captured (3192 bits) on interf:

Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Internet Protocol Version 4, Src: 0.0.0.0, Dst:
User Datagram Protocol, Src Port: 68, Dst Port:
Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: @

Transaction ID: @x000026a5

Seconds elapsed: @

255.255.255.255
67

Bootp flags: ©0x8000, Broadcast flag (Broadcast)

Client IP address: 0.0.0.0
Your (client) IP address:
Next server IP address: 0.

IS

:0.0.0
.0.0

0.
0.
0.

Relay agent IP address: 0.0.0.0

Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000

Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (82) Agent Information Option
Length: 18
Option 82 Suboption: (1) Agent Circuit ID
Length: 6
Agent Circuit ID: 0004011f0103
Option 82 Suboption: (2) Agent Remote ID
Length: 8
Agent Remote ID: 000690eb5000eb80

Option: (255) End
Nntinn Fnd: 28K%

Packet between CORE switch and the DHCP server:

Asthe downlink intertface is trusted, CORE switch replaces the relay agent from 0.0.0.0 to 10.88.39.254

and sendsit to uplink.

Further the DORA process completes |legitimate and the client gets the I|P address.



Time Source Destination Protoco Lengt Info

1 0.000000  10.88.39.254 10.88.2.63 DHCP 399 DHCP Discover - Transaction ID @x9fc
2 2.000064 10.88.2.63 10.88.39.254 DHCP 379 DHCP Offer — Transaction ID @x9fc
3 2.003716  10.88.39.254 10.88.2.63 DHCP 417 DHCP Request - Transaction ID @x9fc
4 2.003963  10.88.2.63 10.88.39.254 DHCP 379 DHCP ACK — Transaction ID ©@x9fc

Frame 1: Packet, 399 bytes on wire (3192 bits), 399 bytes captured (3192 bits) on interface /1
Ethernet II, Src: Cisco_de:46:05 (08:f3:fb:de:46:05), Dst: Cisco_f3:6c:e4 (00:aa:6e:f3:6c:e4)
Internet Protocol Version 4, Src: 10.88.39.254, Dst: 10.88.2.63
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: 1
Transaction ID: @x@00009fc
Seconds elapsed: @
Bootp flags: ©0x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (82) Agent Information Option
Length: 18
Option 82 Suboption: (1) Agent Circuit ID
Length: 6
Agent Circuit ID: 00040110103
Option 82 Suboption: (2) Agent Remote ID
Length: 8
Agent Remote ID: 000690eb5000eb80
Option: (255) End

Core Switch DHCP Snooping Disabled

Access Switch Option 82 Enabled

Core switch:

<#root>

Int fif2/1/0/4 ——> Downlink to Access Switch

no Ip dhcp snooping trust
|

no ip dhcp snooping vlan 1-2048



no i p dhcp snooping

Access switch:

<#root>

!
int gigl/0/1 —> uplink to Core
ip dhcp snooping trust

switchport mode trunk
|

ip dhcp snooping vlan 1-1400

i p dhcp snooping information option

ip dhcp snooping
|

int gigl/0/3
switchport mode access
switchport access vlan 287

!
Result:
Failure.
End device does not get the | P address.

Explanation:

Access switch option 82 is enabled but this switch does not have either SVI or Relay agent. So it sends the
packet to the CORE with option 82 and Relay 1P as 0.0.0.0. As DHCP snooping is disabled on the CORE
switch; verification, editing, and insertion of option 82 is disabled there. So CORE switch fails to add the
relay and drops the packet.

Client DHCP discovers packet coming from client and going to Access switch:



Time Source Destination Protoco Lengt Info

1 0.000000 0.0.0.0 255.255.255.255 DHCP 379 DHCP Discover - Transaction IL
2 0.000187 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover - Transaction IC
3 3.223897 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover - Transaction IC
4 7.224730 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover - Transaction IL

Frame 1: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interfe
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: ©@
Transaction ID: 0x00001617
Seconds elapsed: @
Bootp flags: 0x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address:
Next server IP address: 0.
Relay agent IP address: 0.0.
Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
> Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@8) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (255) End

Packet flow from Access switch to CORE/Distribution switch:

* The Access switch has the command ip dhcp snooping infor mation option enabled, which causes it to
insert option 82 into DHCP packets. In this case, the relay agent |P address in option 82 is set to 0.0.0.0.

*» The Access switch operates purely at Layer 2 for vVLAN 287.

 From the CORE switch perspective, the packet with option 82 inserted by the Access switch is considered
illegitimate. However, since the downlink interface on the CORE switch is configured as trusted, the CORE
switch processes the packet instead of dropping it at the interface level.

» The CORE switch has DHCP snooping disabled, so it does not forward packets containing option 82.
CORE switch behavior with DHCP discover packets:

» The CORE switch attempts to unicast the DHCP discover packet to the configured helper address
10.88.2.63.

* Inorder to do this, the CORE switch must set the relay |P address (GIADDR) in the DHCP packet.

» Since option 82 is already present with data inserted by the Access switch, the CORE switch must
verify option 82 before setting the relay IP.

» Since DHCP snooping is disabled on the CORE switch, it cannot verify option 82.



» Dueto thisinability to verify and modify option 82, the CORE switch has no choice but to drop the

DHCP discover packet.
Time Source Destination Protoco Lengt Info
1 0.000000 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover - Transaction ID @
2 3.974135 0.0.0.0 255.255.255.255 DHCP 399 DHCP Discover - Transaction ID ¢
23 7 NTELDE L T T | DECE QEC CE 2EC nurn AN NUCD NG s emvem e Teramear~rtanm TH @

Frame 1: Packet, 399 bytes on wire (3192 bits), 399 bytes captured (3192 bits) on interfa
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (@0x01)

Hardware address length: 6

Hops: @

Transaction ID: 0x000018bl

Seconds elapsed: @

Bootp flags: 0x8000, Broadcast flag (Broadcast)

Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0

Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: ©0000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (82) Agent Information Option
Length: 18
Option 82 Suboption: (1) Agent Circuit ID
Length: 6
Agent Circuit ID: 0004011f0103
Option 82 Suboption: (2) Agent Remote ID
Length: 8
Agent Remote ID: 000690eb5000eb80
Option: (255) End

The discover packet will not be relayed from CORE switch towards the DHCP server.

Debugs on CORE switch for non-working scenario:

DHCPD: Reload workspace interface V1an287 tableid O.
DHCPD: tableid for 10.88.39.254 on V1an287 is 0
DHCPD: client's VPN 1is .

DHCPD: No option 125

DHCPD: Option 124: Vendor Class Information



DHCPD: Enterprise ID: 9

DHCPD: Vendor-class-data-Ten: 13

DHCPD: Data: 43~~~~~ 58

DHCPD: inconsistent relay information.

DHCPD: relay information option exists, but giaddr is zero.

Access Switch Option 82 Disabled

Core switch:

<#root>

int fif2/1/0/4 ——> Downlink to Access Switch

no ip dhcp snooping trust
|

no ip dhcp snooping vlan 1-2048

no i p dhcp snooping

Access switch:

!

int gigl/0/1 —> uplink to Core
ip dhcp snooping trust
switchport mode trunk

!

ip dhcp snooping vlan 1-1400

no ip dhcp snooping information option
ip dhcp snooping

!

int gigl/0/3

switchport mode access

switchport access vlan 287
!

Result:
Successful.

End device getsthe | P address.



Observation:

Access switch option 82 is disabled and it sends the packet to the core without option 82 and CORE switch
has the SVI present with Relay configured. The CORE switch adds the Relay agents | P address to the packet

and sends it to

the DHCP server.

Client DHCP discovers packet hitting Access switch:

Time

11.127914
12.467192
12.467511
13.130633
13.132841
13.236938

I
R ® oo

Source Destination

0.0.0.0 255.255.255.255
0.0.0.0 PN 2SN AR S
0.0.0.0 255.255.255.255
10.88.39.254 255.255.255.255

0.0.0.0 255.255.255.255
10.88.39.254 255.255.255.255

Protoco Lengt Info

DHCP
DHCP
DHCP
DHCP
DHCP
DHCP

379
342
342
359
397
359

Frame 6: Packet, 379 bytes on wire (3032 bits), 379 bytes

Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst:

DHCP Discover - Transaction ID
DHCP Discover - Transaction ID
DHCP Discover - Transaction ID
DHCP Offer Transaction ID
DHCP Request - Transaction ID
DHCP ACK Transaction ID

captured (3032 bits) on interfa
Broadcast (ff:ff:ff:ff:ff:ff)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67

Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware
Hardware
Hops: ©@

type: Ethernet (0x@1)
address length: 6

Transaction ID: ©x00002336
Seconds elapsed: ©

Bootp flags: 0x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0

Your (client) IP address: 0.0
Next server IP address: 0.0.0.
Relay agent IP address: 0.0.0

.0.0
0

.0

Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP

Option:
Option:
Option:
Option:
Option:
Option:
Option:
Option:

Packet to COR

(53) DHCP Message Type (Discover)
(57) Maximum DHCP Message Size
(61) Client identifier

(12) Host Name

(55) Parameter Request List

(60) Vendor class identifier
(124) V-I Vendor Class

(255) End

E switch from Access switch:

As option 82 insertion is disabled on the Access switch, Access switch will forward the broadcast packet as

itison the upli

nk trunk.



Time Source Destination Protoco Lengt Info

10.652455 255.255.255.255 DHEP

379 DHCP Discover

Transaction ID

6

7 11.292839 C(Cisco_9e:c8:cb Broadcast ARP 64 Who has 10.88.0.2547 Tell 10.8
8 12.653654 10.88.39.254 255.255.255.255 DHCP 359 DHCP Offer — Transaction ID
9 12.655561 0.0.0.0 255.255.255.255 DHCP 397 DHCP Request - Transaction ID
10 12.655730 0.0.0.0 255.255.255.255 DHCP 397 DHCP Request - Transaction ID
11 12.760079 10.88.39.254 255.255.255.255 DHCP 359 DHCP ACK — Transaction ID

Frame 6: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interf:
Ethernet II, Src: Cisco_97:69:58 (74:88:bb:97:69:58), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x@1)
Hardware address length: 6
Hops: @
Transaction ID: @x000003fd
Seconds elapsed: @
Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0
Next server IP address: 0.0.0.
Relay agent IP address: 0.0.0.0
Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (124) V-I Vendor Class
Option: (255) End

.0.0
0

Packet relayed by CORE switch towards the DHCP server:



Time Source Destination Protoco Lengt Info

1 0.000000 10.88.39.254 10.88.2.63 DHCP 379 DHCP Discover — Transaction ID @x271
2 0.000139 10.88.2.63 10.88.39.254 DHCP 359 DHCP Offer - Transaction ID @x271
3 0.463381 10.88.39.254 10.88.2.63 DHCP 397 DHCP Request = Transaction ID @x271

4 0.463628 10.88.2.63 10.88.39.254 DHCP 359 DHCP ACK - Transaction ID @x271

Frame 1: Packet, 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits) on interface /tm
Ethernet II, Src: Cisco_de:46:05 (08:f3:fb:de:46:05), Dst: Cisco_f3:6c:ed4 (00:aa:6e:f3:6c:e4)
Internet Protocol Version 4, Src: 10.88.39.254, Dst: 10.88.2.63
User Datagram Protocol, Src Port: 67, Dst Port: 67
Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (@0x01)

Hardware address length: 6

Hops: 1

Transaction ID: @0x00000271

Seconds elapsed: @

Bootp flags: @x808@, Broadcast flag (Broadcast)

Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Client MAC address: Cisco_97:69:58 (74:88:bb:97:69:58)

Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)

Option: (57) Maximum DHCP Message Size

Option: (61) Client identifier

Option: (12) Host Name

Option: (55) Parameter Request List

Option: (6@0) Vendor class identifier

Option: (124) V-I Vendor Class

Option: (255) End

Debugs on CORE switch:

Option 82 not present

DHCPD: Reload workspace interface V1an287 tableid 0.
DHCPD: tableid for 10.88.39.254 on V1an287 is 0
DHCPD: client's VPN is .

DHCPD: No option 125

DHCPD: No option 124

DHCPD: FSM state change INVALID

DHCPD: Workspace state changed from INIT to INVALID
DHCPD: Finding a relay for client ~~~~ on interface V1an287.
DHCPD : Locating relay for Subnet 10.88.39.254
DHCPD: there is no pool for 10.88.39.254.

DHCPD: Looking up binding using address 10.88.39.254
DHCPD: setting giaddr to 10.88.39.254

In this case, the client receives the | P address.

Summary



» DHCP snooping must be enabled for the switch to insert, remove, or validate DHCP option 82

information.
» When DHCP snooping is disabled, the switch does not perform the option 82 insertion or removal

functions.
» The option 82 processing, including dropping or allowing packets with option 82, depends on DHCP

snooping being enabled and configured.



