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Catalyst 9000 Switches
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This document describes how to Deploy SSM On-Prem on ESXI and register Catalyst 9000 Series
Switches.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:
» Basic configuration of VMware ESXi.

* Smart Licensing Using Policy for Cisco Catalyst 9000 Series Switches.

» Familiarity with Smart Software Manager On-Prem.

Components Used

The information in this document is based on these software and hardware versions:

» C9200
C9300
C9400
C9500
C9600

e CiscolOS® XE &17.X software

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure



that you understand the potential impact of any command.

Configure

Network Diagram

BB-Switch r
Switch SSM On-Prem
Configurations

Deploy SSM On-Prem on ESXI

1. Download the | SO image from CCO and upload it to the ESXi datastore.

Image Link: Smart Software Manager On-Prem - 8-202401

ﬁ Datastore browser

4 Upload [ Download [5} Delete [o Move [4Copy {7 Createdirectory | (& Refresh

[ datastore1 | .sdd.sf —
[ @)
E HDD2 © S5SM_On-Prem-8-2... d

a HOD3 S5M_On-Prem-8-2024...

2.869 GB
W0t Wecesday, Septembe..

[1f Il Il
B [HDD4] SSM_On-Prem-8-202401 iso

Close

2. Click Create/ Register VM in the upper left corner of ESXI to create a virtual machine.

g o
~ [ Host ‘

| 1= localhost.localdomain - Virtual Machines

Manage

‘ | “5h Create / Register VM | ¢ Reiresh


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202401

3. On the Select creation type page, select Create a new virtual machine and click next to proceed to the
next step.

1 New virtual machine

v (CESTITIE  Select creation type

4 Select a name and guest OS5

How would you like to create a Virtual Machine?

5 Select storage

6 Customize settings c AT maulinel This option guides you through creating a new virtual

10 Ready to complete machine. You will be able to customize processors,
Deploy a virtual machine from an OVF or QVA file memory, network connections, and storage. You will need

to install a guest operating system after creation.
Register an existing virtual machine

Back Finish

£

4. Select aVM name and guest OS, ensure the OS typeis set to Linux and the Guest-OS is set to either
CentOS 7 64 bit or Linux Other 64 bit.



. “#H New virtual machine - DEMO-SSM-ON-PREM (ESXi 6.5 virtual machine)

+ 1 Select creation type Select a name and guest OS

4 Select a name and guest 05 Specify a unique name and 0S

5 Select storage

6 Customize settings Name

10 Ready to complete
| DEMO-3SM-0ON-PREM
Virtual machine names can contain up to 80 characters and they must be unigue within each ESX instance.
Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.
Compatibility ESXi 6.5 virtual machine v
Guest OS5 family Lirux v
Guest OS5 version Other Linux (64-bit) v

| Back || Next || Finisn Cancel

5. Select storage for On-Prem deployment. Please ensure that there is sufficient space.

‘51 New virtual machine - DEMO-SSM-ON-PREM (ESXI 6.5 virtual machine)

¥ 1 Select creation type Select storage
+ 4 Select a name and guest 0S8

b4 5 Select storage

6 Customize settings

Select the datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for

10 Ready to complete the virtual machine configuration files and all of the virtual disks.
Mame ~ Capacity ~ Free ~ | Type ~ | Thin pro... ~ Access -
datastorel 922.75 GB 918.34 GB VMFS5 Supported Single
HDD2 930.25 GB 67.65 GB VMFSE Supported Single
HDD3 930.25 GB 284.38 GB VMFS6 Supported Single
HDD4 930.25 GB 928.83 GB VMFS6 Supported Single
4 items
-— | Next | Finish | | Cancel |

Fl

6. Configure the virtual machine hardwar e and virtual machine additional options, the configuration of
the virtual machine must meet these configuration requirements as listed in the table.



Small Medium Large Maximum
Products 4000 50,000 100,000 300,000
Hard Disk 200 Gig 200 Gig 200 Gig 200 Gig
Memory 8 Gigabyte 8 Gigabyte 16 Gigabyte 16 Gigabyte
vCPU 2 vCPU 4 vCPU 6 vCPU B vCPU
31 New virtual machine - DEMO-SSM-ON-PREM (ESXi 6.5 virtual machine)
¥ 1 Select creation type Customize settings
¥ 4 Select a name and guest 0S Gonfigure the virtual machine hardware and virtual machine additional options
+ 5 Select storage
M Curomzs srings——
s o 8engs [ Virtual Hardware ] VM Options |
10 Ready to complete
) Add hard disk ™M Add network adapter = Add other device
» [ cPU RN )
b (24 Hard disk 1 - .
+ [ SCSI Controller 0 LS! Logic Parallel v
USB controller 1 USE 2.0 -
» M Network Adapter 1 VM Network v | @ Connect
v 2 CD/DVD Drive 1 Datastore ISO file v
Status Connect at power on
CD/DVD Media | [HDD4] SSM_On-Prem-8-202401.is0 | | Browse...
SRR IDE controller 0 * | Master v
» [ video Card Specify custom settings v
| Back | | | Finish | Cancel |

&

7. Review your settings selection before finishing the wizard. After confirmation, click the Finish button to
complete the deployment of the virtual machine.




31 New virtual machine - DEMO-SSM-ON-PREM (ESXI 6.5 virtual machine)

+ 1 Select creation type

+ 4 Select a name and guest 0S8
+ 5 Select storage

+ & Customize settings

b4 10 Ready to complete

Ready to complete

Review your settings selection before finishing the wizard

MName

Datastore

Guest OS name

Compatibility

vCPUs

Memaory

Metwork adapters

Metwork adapter 1 network

Network adapter 1 type

IDE controller 0

IDE controller 1

SCSl controller 0

Hard disk 1
Capacity
Datastore
Mode
Pravisioning
Controller

CD/DVD drive 1
Backing
Connected

USB controller 1

DEMO-SSM-0ON-PREM
HOD4

Other Linux (64-bit)
ESXi 6.5 virtual machine
4

8GB

1

VM Network

E1000

IDED

IDE1

LSI Logic Parallel

200GE

[HDD4] DEMO-SSM-ON-PREN/
Dependent

Thick provisioned, lazily zeroed

SCS| controller 0: 0

[HDD4] SSM_On-Prem-8-202401.is0

Yes

USB 2.0

| Finish || Cancel |

&

8. Next, please power on the newly deployed virtual machine to start the installation process. Find the VM
you just created in Virtual Machinesin ESXI, select it and click Power On above.

I Navigator + || 7 tocainostocaidomain - Virtual Machines
+ [ Host
Manage 931 Greate / Register VM | 7| C Refresh | £ Actions
i .. Virtual machine a ~ | Status v
&1 Virtual Machines n B. ) DEMO-SSM-ON-PREM @ Normal

9. Open console for VM and choose I nstall Cisco SSm On-Prem. This state stays for about 1 minute, and
then it enters the basic settings page.



DEMO-55M-0ON-PREM

Cisco Smart Software Manager On—Prem

Install Cisco S55M On—Prem
Test this media & install Lisco 33M On—Prem

Troubleshoot ing

Automatic boot in 44 =seconds...




DEMO-55M-ON-PREM

- Press the key to begin the installation process.

8.404971]1 dracut—pre-udev[342]1: modprobe: ERROR: could not insert ' floppy’:
No such device
1 Started Device-Mapper Multipath Device Controller.
Starting Open-iSCSI...
] Started Shouw Plymouth Boot Screen.
1 Reached target Paths.
] Reached target Ba=zic System.
] Started Open—-iSC3I.
Starting dracut initquewe hook...
9.6936371 =d 2:0:0:0: [sdal fAssuming drive cache: write through
12.293693]1 dracut-initqueuel693]: mount: rdeuvssr0 is write-protected. mounting read-only
1 Started Device-Mapper Multipath Dewvice Controller.
Starting Open—-iSCSI...
Started Show Plymouth Boot Screen.
Reached target Paths.
Reached target Basic System.
Started Open—iSCSI.
Starting dracut initqueuwe hook...
12.2936931 dracut-initqueuel693]1: mount: rdevssr0 is write-protected, mounting read-omly
1 Created =lice system—checkizomdS.=zlice.
Starting Media check on ~deursr0...
devssro: £91881cc0?d4cbeb48635e41e57a0dcS
ragment sums: 11fef97cf54?8a6814e?cbbZaebBdBeoci9cc145db1362bd82424820b23d
ragment count: 20
Press [Esc]l to abort check.
hecking: 013.3x_

]
1
]
]

10. On this page, you need to fill in some SSM On-Prem configurations such as hostname, ip, dns and so
on.



DEMO-S5M-ON-PREM 1= L} Actions

Cisco SSM On-Prem Installation

System Settings:

Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard ¥ | FIPS 140-2 Mode:  Enablec™

Hardware Settings:
CPU Model: Intel(R) Xeon(R) CPU E5-2640 0 @ 2.50GHz CPU Threads: 4 Architecture: 54-bit
Total Systern Memory: 8174688 kB Free Memory: 7414008 kB

Available Disks: sda (200Gh) Encrypt Drive with LUKS:  Disabled 7 Enable USE:  Disabled =

Network Settings:

Network Device: ens33 ¥

IPv4d Configuration IPv6 Configuration
Method: Static - Method: Disabled =
Address: Address:
Metmask: Prefix:
Gateway: Gateway:
Configure DNS: specify more than one with commas

Help | OK

11. After clicking OK, the system asks you to set a password. The passwords you enter twice must be the
same. This password is used to log in to the CLI later.



Actions

DEMO-S5M-ON-PREM

r

System Settings:

Hostname: SSM-0n-Prem
Message Of The Day:  UMCLASSIFIED * | Security Profile:  Standard ¥ | FIPS 140-2 Mode:  Enablec™

Hardware Settings:
CPU Model: Intel(R) X¥eon(R) CPU E5-2640 0 @ 2.50GHz  CPU Threads: 4  Architecture: &64-hbit
Total System Memory: 8174688 kB Free Memory: 7414008 kB

Available Disks: sda (200Gh)

Enable USE: Disabled hd

Disabled -

Encrypt Drive with LUKS:

Network Settings:
Configure System Password

Network Device: ens33 *
figuration

IPv4 Configuration
2000000000004

Werify Password:
Method: Static w7 r
Cancel | oK ‘

Address: 192.168.1.1
|

Metmask: 255.255.255.0 Prefix:

Gateway: 192.,168.,1.254 Gateway:

Configure DNS: specify more than one with cormmas
192.168.1.253

Help | OK |

12. Then SSM On-Prem continues to install. The whole process takes about 30 minutes. Once compl eted,
the VM automatically starts. Then, SSM On-Prem continuesto install.



[E] DEMO-S5M-0ON-PREM

Ftarting automated install

hecking software selection

enerating updated storage configuration
hecking storage configuration...

[x]1 Language =ettings [x] Time settings
(English (United States)) (Etc/UTC timezone)
[%]1 Installation source 1) [x] Software =zelection
(Local medial (Custom software selected)
[x] Installation Destination 6) [x] Kdump
(Custom partitioning selected) (Kdump is enabled)
[x] Network configuration
(Wired (ens32) comected)

disklabel on ~devssda

xfs on sdevrzdal

lumpy on ~sdevrsdaZ

xfs on sdewmapper-wyl-1v_home
x*fs on sdevsmapper-ugl-1luv audit
xf's on sdevwmapper-vgl-lv_log

xf's on sdewmapper-uvgl-luv_var

13. After therestart is complete, you can log in to the CL I to verify. The username is admin and the
password is the one you just set.

B3M-0n-Prem login:

FHERHE S RS R R R R R R H R R R T
Authorized access only!? #

i

Discomnect IMMEDIATELY if you are not an authorized userttt #

fll actions Will be monitored and recorded #

[ A A A A R A S A S S

E3M-On-Prem login: admin

azsword !

ast login: Tue Sep 2 B6:24:16 UTC 2825 on ttyl
ast login: Tue Sep 2Z B6:48:51 on ttyl
admin@SSM-On-Prem ~15

14.After the installation is complete, you can use your browser to log in to https://x.x.x.x:8443 and proceed
to the next step. When the login screen displays, login using these credentials---
admin/CiscoAdmin!2345, Thisistheinitia password for the first login to On-Prem.




S1IIIP
CISCO

Welcome to Smart Software Manager On-Prem where you can locally manage
Smart Licensing and perform local Account Management functions for your

Log into an EXiSting ACCOUHT organization,

User Name

Password

Forgot Password

15. After clicking L og I n, the On-Prem deployment enters the next stage, starting with System L anguage
Selection.

Welcome to Cisco Smart Software Manager On-Prem

:5|=J1 ::i:-2 :-'i:--3 :-'5=--4

System Language Selection

Please select your preferred system wide language from the list of supported languages here, Your language Selection may be changed latter in the Settings widget under the
Language tab.
After you select and save a language, refresh the screen by navigating to another screen and then return to your eriginal screen. The screen will now open in your selected

language.
Saloct the delault language

English

16. On the Temporary Password Reset page, this step resets the GUI password.



Welcome to Cisco Smart Software Manager On-Prem

STEP 1 STEP 2 STEP 3 STEP 4

System Language Selection Temporary Password Reset Host Common MNama Review and Confirm

The one-time temporary password has been provided to allow for initial access to Cisco SSM On-Prem installation. For your security, the temporary password may only be
used once, and must now be changed in order to continue the configuration procedure.

The new password may not be the same as the default, and must be at least 15 characters. It should include at least 1 uppercase letter, 1 lowercase letter, and 1 number.

Passwords are case-sensitive. It may include symbols, but not these: = 7<> () * * /\ & When all requirements are met, you will be able to change the password. Securely store
the password as it will be needed each time the admin user logs in.

Once you have successfully changed the temporary password, you will be directed back the Login Screen.

Password *

Reanter Password

arrranrrananenn

o ]

17. Next, please set the Host Common Name.

Welcome to Cisco Smart Software Manager On-Prem

STEP 1 STEP 2 STEP 3 STEFP 4

Temporary Password Resat Host Common Name Feview and Confirm

)

y

Products that support String SSL Cert Checking require the SSM On-Prem's "Host Common Name” to match the "destination” URL address. For example:
+ Products using Smart Transport must use both the "license smart url® configuration and the *10.124.38.112" value in the URL string.
s Legacy products using Smart Call Home must use both the “destination address http” configuration and the “10.124.38.112" value in the URL string.

If the above URLs do not match expectations, refer to the S5SM On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the correct
value,

The option to configure alternative names (SAN) is available in Admin Console under Security -> Certificates and can be configured after the initial setup.

* Host Common Nafme

10.124.38.112

oo (N

18. Finally, on the Review and Confirm page, please review the configuration just made.



Welcome to Cisco Smart Software Manager On-Prem

1 2 3 4

Review and Gonfirm

Once you click "Apply*®, you will be redirected to the login page where you will need to login with your new password. Please ensure you have securely stored your password
for future logins.

Review and Confirm
Language Selected: English
Password Reset: Yes
Host Commen Name: 10.124.38.112

-

19. Once you click the Apply button, the page jumps. Please log in with your new password. The
installation of SSM On-Prem is now complete.

Welcome to Smart Software Manager On-Prem where you can locally manage

Lo.g into an EXiS‘“ﬂg ACCOU nt Smart Licensing and perform local Account Management functions for your

organization.

admin

Password

Forgot Password

Register Catalyst 9000 Series Switches

1. Click on Admin Wor kspace in the upper right corner to enter the On-Prem Admin Workspace.

afnali
clsco

Smart Software Manager On-Prem

- Tt

Adminigiration

arscmncn, Tra Aosount Paad bs Bgreved By your Sy
ey

2. Click Accounts on the |eft, create an account and activate it, please make sure the account statusis



Active. For information on how to Create a New Local Account and Re-Registering an Account, please
refer to pages 77 to 82 of Cisco Smart Software Manager On-Prem User Guide .

On-Prem Admin Workspace
Smart Software Manager On-Prem

a i

Access Users
— _

. Account Account Requests Event Log

Accounts
New Account Search by Account Name

Account Account Requests Event Log

New Account Search by Account Name

Showing All 1 Records

Account Requested By Cisco Smart Account Cisco Virtual Account Account Status Actions
ol [ o Y AT Cisco Systems, ... OO Active Actions

Showing All 1 Records

3. Ensure network reachability for product instance-initiated communication.

#conf t

(config)#ip http server

(config)#ip http secure-server

(config)#ip http secure-trustpoint SLA-TrustPoint
(config)#ip http client source-interface g x/x/x
(config)#ip name-server X.x.X.X

(config)#ip domain lookup source-interface g x/x/x
(config)#ip domain name xxx

(config)#crypto pki trustpoint SLA-TrustPoint
(ca-trustpoint)#enrollment terminal
(ca-trustpoint)#revocation-check none

(config)#exit
#copy running-config startup-config

4. Retrieve the Transport URL from Smart Software Manager On-Prem > Smart Licensing > Inventory
> General.


https://www.cisco.com/web/software/286326948/167719/SSM_On-Prem_8_User_Guide.pdf

stluan] e - woome kMo, Local Admin  Loq.Ead
cisco s it d Hello local Aams Laa Out

When you click the CSLU Transport URL, On-Prem returns this Product Registration URL.

Product Registration URL Y

hittps:/M& LEF 3% 0OR/cslufv ] /pi/rs -IN

Fress ctrl + ¢ to copy selected text to clipboard.

5. Setting the Transport Type, URL on Catalyst switch.

#conf t

(config)#license smart transport cslu

(config)#license smart url csTu https://x.x.x.x/csTu/v1/pi/XXXXXBXXXX~-X
(config)#exit

#copy running-config startup-config

6. Synchronize the product instance with SSM On-Prem, the switch actively initiates synchronization with
SSM On-Prem.

#1icense smart sync all

7. Check Product Instances for SSM On-Prem, The switch information can be observed, which means that
the switch is synchronized with SSM On-Prem successfully.



] 2ot Manaoet On Frees » Bmart Litensing

Smart Licensing

HHwH

Howw W

8. Next, synchronize the usage information on the SSM On-Prem with the Cisco SSM (CSSM) in Smart
Software Manager On-Prem > Smart Licensing > Reports > Usage Schedules.

nmin

n Li / <
On-Prem License Workspace cisco

Smart Software Manager On-Frem > Smart Licensing

Smart Licensing

Aerts Irrentory Carrvert b Sman Licensing Prifennces Asthvity

Reports
Reports Usage Schedules
Synchrontzation schadule with Clsco Synchronization pull schadula with tha devices

Synchronization schedule with Cisco

Sc nchron

Tirne Of Day: 1 1

R e

9. Loginto Smart Software Manager and check whether the synchronization with SSM On-Premis
successful.

Cisco Software Central > Smart Software Licensing il Cisco Systems, s

Smart Software Licensing SL Product Details Support Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity Commercial Consumption

Virtual Account: pass = © Major | Hide Aleris
On-Prem Virtual Account (¥ )
General Licenses Product Instances Event Log
Authorize License-Enforced Features... (P Search by Device or by Product Type Q,
Mame Product Type Managea B\l Install Site 1D Last Contact Alertg Actions
| CI300-4BUXM 9300 . _ 2025-Sep-02 07-33:54

Related I nfor mation

» Cisco Smart Software Manager On-Prem User Guide
* Cisco Smart Software Manager On-Prem Quick Start Installation Guide



https://software.cisco.com/software/smart-licensing
https://www.cisco.com/web/software/286326948/167719/SSM_On-Prem_8_User_Guide.pdf
https://www.cisco.com/web/software/286326948/167719/SSM_On-Prem_8_Quick_Start_Guide.pdf

* Smart Licensing Using Policy for Cisco Catalyst 9000 Series Switches



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_9000/b_smart-licensing-using-policy-cat9k-switches/cat9k-how-smart-licensing-works.html#c-wrkflw-ssm-on-prem-deployment

