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This document describes Enforce Domain Validation setting and its benefits.

Enforce Domain Validation Explained

By default, Enforce Domain Validation is not enabled, so if an EPG is configured with a static { port,
VLAN} where adomain containing this VLAN is not present, then this happens:

» Application Centric Infrastructure (ACl) raises Fault FO467
"Configuration failed for <path> due to Invalid Path Configuration™.

* Vlanisdeployed on the interface.

» Trafficisforwarded on the specific interface.

This misconfiguration can be prevented by Enforce Domain Validation.



Caution: DO NOT ENABLE THIS FEATURE ON AN EXISTING FABRIC WITHOUT
PROPER DUE DILIGENCE.

This feature cannot be disabled once you enable it. Y ou can have existing configurations that were working
even if they were incorrect. Before enabling it, make sure you verify the domain assignment to the EPGs
and the associated AEPs.

Enforce Domain Validation: Disabled (Default Behavior)

APIC CLI Enforce Domain Validation verification. Default state indicates that domain validation is
disabled.

<#root>

APIC# moquery -c infraSetPol | egrep"domainValidation"
domainValidation :

no



Assume encap vlan 420 is not tied to the domain/AEP associated to the EPG. Vlan 420 is still deployed on
the expected interface.

<#root>

Teaf# show vlan encap-id

420
extended
VLAN Name Encap Ports
1
Tc_TN:1c_APP:1c_EPG vlan-420
Et h1/ 13

Platform Independent (PI) Vlans (1,19) for EPG and BD are deployed and allowed to trunk on the expected
interface.

<#froot>
VLAN Name Encap Ports
1

Tc_TN:1c_APP:1c_EPG vlan-420 Ethl/13
19

Tc_TN:T1c_BD vx1an-16416666 Ethl/13

Vlansfor BD and EPG are deployed on the expected interface.

<#root>

leaf# show int eth

1/ 13

trunk | grep -A Allowed
Port Vlans Allowed on Trunk

1,19



Enforce Domain Validation: Enabled

If Enforce Domain Validation is Enabled, you can create a Static Path on an EPG withaVLAN ID that is
not linked to the respective access policy path. The fabric raises afault, and the VLAN is NOT programmed
on the interface.

APIC GUI Enforcing Domain Validation verification System > System Settings > Enforce Domain
Validation.
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Once the setting is enabled, the option is grayed out so you cannot undo the action.

APIC CLI: Enforce Domain Validation verification

<#root>

APIC# moquery -c infraSetPol | egrep "domainValidation"
domainValidation :

yes

Thisvalidation kicksin for existing configuration ONLY when the policy has to be downloaded to the
switch.

Typicaly, this can occur during a switch upgrade, clean reload, or snapshot/backup restore of configuration.

Example of aclean reload step:

<#root>

leaf#

acidiag touch clean

This command can wipe out this device, Proceed? [y/N] y
leaf# rel oad

This command can reload the chassis, Proceed (y/n)? [n]: vy

Vlan 420, which originally got deployed, is NOT on the expected interface at thistime.

<#root>
leaf# show int eth
1/ 13

trunk | grep -A 2 Allowed
Port Vlans Allowed on Trunk

Eth1l/13

none

Enabling domain validation is considered a best practice, hence once enabled, there is no option to revert the
change.

A POSTMAN API shows the post to change the setting is not successful.
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"infraSetPol”: I

attributes":

dn": "uni/finfra/settings",
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The reguest cannot be fulfilled due to bad syntax.
"totalCount": "1",
"imdata": [
i
error”: §
“attributes":
endet s E3T
I"text": "Acking for domain validation is 2 one time operation. No further changes ;'_lc:;-sec."l

i

Asking for Domain Validation is a One Time Operation. No Further Changes Allowed.

Because this setting was not a default during initial release, any future enforced change in the default setting
can cause incorrect configuration to fail, resulting in outages.

Dueto this reason, the setting is user configurable.

Troubleshooting

Fault FO467 is raised for affected EPGs with missing access policies associations.

Reference this article Quick Start | solation on how to troubleshoot the fault.

Related I nfor mation

* Address ACI Fault Code FO467: invalid-vlan, invalid-path, encap-already-in-use
o Setting Up an ACI Fabric: Initial Setup Configuration Example > System Settings
e Cisco Application Centric Infrastructure (ACI) Design Guide > EPG Domain Validation



https://www.cisco.com/c/en/us/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html#toc-hId--1929651726
https://www.cisco.com/c/en/us/support/docs/software/aci-data-center/220876-address-aci-fault-code-f0467-invalid-vl.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/white_papers/Cisco-ACI-Initial-Deployment-Cookbook.html#_Toc6840497
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-application-centric-infrastructure-design-guide.html#_Toc129073493

