
        
            
                
            
        

    
Objective
 
  The Setup Wizard is a built-in feature that you may use to help you with the initial configuration of a Wireless Access Point (WAP) device. The Setup Wizard makes it very simple to configure settings providing step-by-step instructions.
 
  This document shows you how to configure WAP125 and WAP581 with the Setup Wizard on the web configuration utility.
 
  To configure your WAP using Setup Wizard on a mobile device, click here.
 
  
Applicable Devices
 
   
   	WAP125
 
   	WAP581
 
  
 
  
Software Version
 
   
   	1.0.1.3
 
  
 
  
How to use the Setup Wizard
 
  Step 1. Log in to the web configuration utility of your WAP by entering the IP address of the WAP into your web browser. If this is your first time configuring the WAP, the default IP address is 192.168.1.254.
 
  Note: The WAP581 is used in this guide to demonstrate the Setup Wizard. The appearance may vary depending on the model.
 
  
    
   Step 2. The first time that you log into the Access Point or after it has been reset to the factory default settings, the Access Point Setup Wizard appears. Click Next to continue.
 
    
   Note: If your WAP is already configured but you still want to access the Setup Wizard, navigate to Getting Started > Setup Wizard. The Access Point Setup Wizard window will appear.
 
    
   Step 3. In the Firmware Upgrade window, click the Browse... button and select the firmware file that you want to upgrade to. Then press Upgrade to upgrade to that firmware. Once the firmware has been upgraded, the device will reboot automatically and direct to the login page. In this example, we will be clicking Skip as we have the firmware version we want.
 
    
   Step 4. If you have previous configuration that you want to apply to the device, click the Browse... button in the Restore Configuration window and select the configuration file that you want to apply. Then click Save to apply the configuration file to the device. In this example, we will be clicking Skip.
 
   Note: When the device applies the relevant configuration, it will reboot and direct you to the login page.
 
    
   Step 5. In the Configure Device – IP Address window, select Dynamic IP Address (DHCP) (Recommended) to obtain an IP address from a Dynamic Host Configuration Protocol (DHCP) server, or click Static IP Address to configure the IP address manually. Then click Next to continue to the next section. DHCP provides configuration parameters to internet hosts. In this case, the DHCP assigns an IP address to a client for a limited period of time or until the client explicitly relinquishes the address.
 
   In this example, we will be selecting Dynamic IP Address (DHCP) (Recommended).
 
    
   Step 6. Single Point Setup provides a centralized method to administer and control wireless services across multiple devices. This will allow you to create a single group or cluster of your wireless devices which you can view, deploy, configure, and secure the wireless network as a single entity. Single Point Setup can help facilitates channel planning across your wireless service to reduce radio interference and maximize bandwidth on your wireless network.
 
   To create a new Single Point Setup of the WAP device, click New Cluster Name and specify a new name. When you configure your devices with the same cluster name and enable the Single Point Setup mode on other WAP devices, they automatically join the group.
 
   If you already have a cluster on your network, you can add this device to it by clicking Join an Existing Cluster, and then enter the Existing Cluster Name. The WAP configures the rest of the settings based on the cluster. Click Next and acknowledge the confirmation to join the cluster. Click Submit to join the cluster. After the configuration is complete, click Finish to exit the Setup Wizard.
 
   Note: You can enter the Access Point location in the AP Location field to note the physical location of the WAP device.
 
   If you do not want this device to participate in a Single Point Setup at this time, click Do not Enable Single Point Setup.
 
   In this example, we will be selecting Do not Enable Single Point Setup. Then click Next to continue to the next section.
 
    
   Step 7. In the Configure Device – Set System Date and Time window, choose your time zone, and then select whether you want your system time to automatically acquire the time setting from a Network Time Protocol (NTP) server or select Manual to manually configure the time settings. A system clock provides a network-synchronized time-stamping service for the message logs. The system clock can be configured manually or as a NTP client that obtains the click data from a server. Click Next to continue the Setup Wizard.
 
    
   Step 8. Enter a new Username in the Username field, by default the username is cisco. Enter a New Password for the Username. Then enter in the New Password again in the Confirm Password field. You are able to uncheck Password Complexity to disable the password security rules. However, we strongly recommend keeping the password security rules enabled. The new password must conform to the following complexity settings:
 
    
    	Is different from the username.
 
    	Is different from the current password.
 
    	Has a minimum length of eight characters.
 
    	Contains characters from at least three character classes (uppercase letters, lowercase letters, numbers, and special characters available on a standard keyboard).
 
   
 
   Then click Next to configure Radio 1.
 
    
   Step 9. Enter a name for your wireless network in the Network Name (SSID). This will help identify your network so that wireless devices can find it. By default, ciscosb is used as the network name. Then click Next to continue to the next section.
 
    
   Step 10. Click the radio button that corresponds with the network security you would like to apply to your wireless network. Then enter in the password for your network in the Security Key field. To see the password as you type, check the Show Key as Clear Text check box. Click Next to continue.
 
   Note: If the network has a mix of clients, some of which support WPA2 and others which support only the original WPA, select both (WPA/WPA2). This lets both WPA and WPA2 client stations associate and authenticate, but uses the more robust WPA2 for client who support it. This WPA configuration allows more interoperability in place of some security.
 
    
    	Best Security (Wi-Fi Protected Access 2 (WPA2) Personal – Advanced Encryption Standard (AES)) 
      
      	All client stations on the network support WPA2 and Advanced Encryption Standard encryption algorithm using Counter Mode with Cipher Block Chaining Message Authentication Code Protocol (AES-CCMP) cipher/security protocol. This provides the best security per IEEE 802.11i standard. As per the latest Wi-Fi Alliance requirement, the AP has to support this mode all the time.
 
     
 
 
    	Better Security (WPA/WPA2 Personal – TKIP/AES) 
      
      	WPA Personal is a Wi-Fi Alliance IEEE802.11i standard, which includes AES-CCMP and TKIP encryption. It provides security when there are older wireless devices that support the original WPA but does not support the newer WPA2.
 
     
 
 
    	No Security (Not Recommended) 
      
      	Wireless network does not require a password and can be accessed by anyone.
 
     
 
 
   
 
    
   Step 11. In the VLAN ID field, enter the ID number of the VLAN that you would like the Radio 1 (5 GHz) to belong to. In this example, we will be leaving the VLAN ID as 1. Click Next to configure Radio 2 (2.4 GHz).
 
   Note: We recommend that you assign a different VLAN ID from the default (1) to the wireless traffic, in order to segregate it from the management traffic on VLAN 1. Click here to learn more about Virtual Access Points (VAPs).
 
    
   Step 12. Enter a new network name in the Network Name (SSID) field. By default ciscosb is used. Network name is known as an SSID, it identifies your network so that wireless devices can find it. In this example, ciscosb2.4 was used to differentiate the 5 GHz network name. Click Next to configure the wireless security for Radio 2 (2.4 GHz).
 
    
   Step 13. Click the radio button that corresponds with the network security you would like to apply to your wireless network. Then enter in the password for your network in the Security Key field. To see the password as you type, check the Show Key as Clear Text check box. The Show Key as Clear Text is checked by default. Click Next to continue.
 
   Note: If the network has a mix of clients, some of which support WPA2 and others which support only the original WPA, select both (WPA/WPA2). This lets both WPA and WPA2 client stations associate and authenticate, but uses the more robust WPA2 for clients who support it. This WPA configuration allows more interoperability in place of some security.
 
    
    	Best Security (Wi-Fi Protected Access 2 (WPA2) Personal – Advanced Encryption Standard (AES)) 
      
      	All client stations on the network support WPA2 and Advanced Encryption Standard encryption algorithm using Counter Mode with Cipher Block Chaining Message Authentication Code Protocol (AES-CCMP) cipher/security protocol. This provides the best security per IEEE 802.11i standard. As per the latest Wi-Fi Alliance requirement, the AP has to support this mode all the time.
 
     
 
 
    	Better Security (WPA/WPA2 Personal – TKIP/AES) 
      
      	WPA Personal is a Wi-Fi Alliance IEEE802.11i standard, which includes AES-CCMP and TKIP encryption. It provides security when there are older wireless devices that support the original WPA but does not support the newer WPA2.
 
     
 
 
    	No Security (Not Recommended) 
      
      	Wireless network does not require a password and can be accessed by anyone.
 
     
 
 
   
 
    
   Step 14. In the VLAN ID field, enter the ID number of the VLAN that you would like the Radio 1 (2.4 GHz) to belong to. In this example, we will be using the default value of 1 as our VLAN ID. Click Next to configure Captive Portal.
 
   Note: We recommend that you assign a different VLAN ID from the default (1) to the wireless traffic, in order to segregate it from the management traffic on VLAN 1. Click here to learn more about Virtual Access Points (VAPs).
 
    
   Step 15. (Optional) A guest network is not required. Click the Yes radio button if you would like to create a guest network. Click the No radio button if you do not want to create a guest network and skip to Step 20. Click the Next button to continue.
 
    
 
    
   Step 16. (Optional) Select the radio button that corresponds with the Radio in which you would like to place the guest network. Then create a network name in the Guest Network name field. Click Next to configure the Wireless Security settings for the Guest Network.
 
   In this example, we will be selecting Radio 1 (5 GHz) as our Radio and leaving the default network name as ciscosb-guest so your wireless guest users can find the network name.
 
    
   Step 17. (Optional) Select the radio button that corresponds with the network security you would like to apply to your guest network. Then enter a password for the guest network in the Security Key field if applicable. To Show Key as Clear Text check the check box to show your security key as plaintext. This is enabled by default. Click Next to continue. The network security options are:
 
    
    	Best Security (WPA2 Personal – AES) – Recommended for new wireless computers and devices that support this option.
 
    	Better Security (WPA/WPA2 Personal – TKIP/AES) – Recommended for older wireless computers and devices that might not support WPA2.
 
    	No Security (Not recommended) – This is the default selection.
 
   
 
    
   Step 18. (Optional) Specify a VLAN ID for the guest network. The guest network VLAN ID should be different from the management VLAN ID. In this example, we used VLAN ID 10 as our VLAN ID for the guest network. Click Next to configure the Redirect URL for the guest network.
 
    
   Step 19. (Optional) Check Enable Redirect URL check box to redirect new wireless users to an alternative startup page. Enter a Fully Qualified Domain Name (FQDN) or IP address in the Redirect URL field (including http:// or https://). Then click Next to continue to the Summary page.
 
    
   Step 20. In the Summary – Confirm Your Settings page, review the settings that you configured. Click the Back button to reconfigure one or more settings. If you click Cancel, all settings are returned to the previous or default values. If your configurations are correct, click Submit. Your setup settings are saved and a confirmation window appears.
 
    
   Step 21. Once your settings are configured, the Device Setup Complete page will appear to let you know that your Access Point has been successfully set up. Click Finish and you will be required to log in again with the new password.
 
    
   
  
 

Conclusion
 
   You have now successfully configured your WAP using the Setup Wizard. You should see your SSIDs that you have just configured in your list of Wi-Fi networks. To configure other features on your WAP, you are required to log in again.
 
  
  
 kev_080218_setupwizard_step6.1.png
Access Point Setup Wizard

0 Welcome Single Point Setup -- Set a Cluster

Firmware Upgrade A cluster provides a single point of administration and lets you view,
deploy, configure, and secure the wireless network as a single entity,
rather than as a series of separate wireless devices.

Configuration O New Cluster Neme

IP Address Recommended for a new deployment environment.

Restore Configuration

New Cluster Name:

AP Location:

Q Join an Existing Cluster
Recommended for adding new wireless access points to the
existing deployment environment.

Existing Cluster Name:

AP Location:

Recommended for single device deployments or if you prefer to
Click Next to continue’ ~ """






kev_080218_setupwizard_step7.1.png
Access Point Setup Wizard

0 Welcome - Configure Device - Set System Date and Time

0 Firmware Upgrade Enter the time zone, date and time.

Time Zone: (UTC-08:00)USA (Pacit v |@)

Set System Time: (@ Network Time Protocol (NTP) )}
Single Point Setup O Manual

Restore Configuration
[ Configuration
IP Address

Click Next to continue






kev_080218_setupwizard_step4.1.png
Access Point Setup Wizard

0 Welcome - Restore Configuration

Firmware Upgrade

Configuration Filename: | No file selected.

Click Save to restore the configuration, or click Skip to skip this step

- 3 B3





kev_080218_setupwizard_step5.1.png
Access Point Setup Wizard

. Configure Device - IP Address

O Welcome

0 Firmware Upgrade Select sither Dynamic or Static IP address for your device.

Restore Configuration Dynamic IP Address (DHGP) (Recommended) )}l

[ Configuration O Static IP Address
Static IP Address: 192.168.1.245
Subnet Mask: 256.255.255.0
Default Gateway: 192.168.1.254
DNS:

Secondary DNS (optional):

Click Next to continue






kev_080218_setupwizard_step2.2.png
em Configuration

Wirele:

Wireless Bridge

Fast Roaming
Single Point Setup
Access Control
Umbrella

Monitor
Administration

Troubleshoot

This page shows basic system status, and it provices easy steps to configure or monitar network devices.

sl

cisco WAP581-wap600a60

(1]
Getting Started

System Status

PID VID: WAP581-A-KS VO1

Serial Number: DNI

Hostname: wap600a60

MAC Address: 00:EB:

IPv4 Address: 10.2.0.134/24(DHCP)

IPv6 Address: (DHCP)

ETHO/PD Port: Up 2500Mbps Full

ETH1 Port: Down

Radio 1 (5 GHz): Down

Radio 2 (2.4 GHz): Down

Power Source: PoE(802.3at)

System Uptime: 0 days, 0 hours, 4 minutes
System Time: Wednesday, 2018-Aug-01, 16:1
Firmware Version (Active Image): V1.0.1.3
Firmware MD5 Checksum (Active Image): cba0504910037346ed234daac6525212
Firmware Version (Non-active): V1.0.1.1

155 PDT

N e M le ki anNe AR AR A AT AAF A ANAAL A A - =

+

cisco  [English ¥

Quick Access

o G

Change Account Password
Backup/Restore Configuration
Upgrade Device Firmware

Advanced Configuration

Wirelsss Settings
Management Setting

LAN Setting

Configure Single Point Setup
Guest Access

More Information

Dashboard
TCP/UDP Service

e0c






kev_080218_setupwizard_step1.png
atfren]n,
CIsCO

Wireless Access Point

cisco

English M

©2017 - 2018 Cisco Systems, Inc. All rights reserved.
Cisco, the Cisco logo, and Cisco Systems are registered trademarks of Cisco
Systems, Inc. and/or its affiliates in the United States and certain other
countries.





kev_080218_setupwizard_step3.1.png
Access Point Setup Wizard

0 Welcome - Firmware Upgrade

Active Firmware Version: 1.0.1.3
Upgrads firmware from PC

Source File Name: ‘ INo file selected.

[ oo |

Click Upgrade to upgrade the firmware, or lick Skip to skip this step

- (B3 23






kev_080218_setupwizard_step2.1.png
Access Point Setup Wizard

- Welcome
Thank you for choosing Cisco Wirsless Access Point. This setup wizard
will help you install your Access Point.

To setup this access point manually you can cancel this wizard at any
time (Not recommended).

*

Note: This Setup Wizard provides simplified options to help you quickly
get your access point up and running. If there is any option or capability
that you do not see while running the setup wizard, click the leaming link
provided on many of the setup wizard pages.

Click Next to continue






kev_080218_setupwizard_step10.1.png
Access Point Setup Wizard

. Configure Radio 1 - Secure Your Wireless
Network
Firmware Upgrade Select your network security strength.

O Welcome

Best Security (WPA2 Personal - AES)

Configuration Recommended for new wireless computers and devices that support
this option.
Older wireless devices might not support this option.

Restore Configuration o

IP Address

Single Point Setup
O Better Security (WPA/WPA2 Personal - TKIP/AES)

ime Settings
Time Settings Recommended for older wireless computers and devices that might

Device Password not suppart WPAZ.

Radio 1 (5 GHz) Q No Security (Not recommended)
Network Name

Enter a security key with 8-63 characters.

| ciscor2s n Below Minimum
© (& Show Key as Clear Text

Click Next to continue






kev_080218_setupwizard_step8.1.png
Access Point Setup Wizard

O Welcome
Firmware Upgrade
Restore Configuration
[ Configuration
IP Address
Single Point Setup
Time Settings

Configure Device - Set Password
PASSWOr GOWN TOT TUTIE reTerence.

Enter a new device password:

New password needs at least 8 characters composed of lower and
upper case letters as well as numbers/symbols by default.

You may also change the username. A valid username contains 1-32
alphanumeric, hyphens, or underscore characters.

Password Strength Meter:

Password Complexity: @)

Click Next to continue





kev_080218_setupwizard_step9.1.png
Access Point Setup Wizard

O Welcome
O Firmware Upgrade
Restore Configuration
Configuration
IP Address
Single Point Setup
Time Settings
Device Password

Radio 1 (5 GHz)

Configure Radio 1 - Name Your Wireless
Network

The name of your wireless network, known as an SSID, identifies your
network so that wireless devices can find it.

Enter a name for your wireless network:

oo Ol ]

For example: MyNetwark

Click Next to continue





cover.jpg
Nme
CISCO.

— ey

Using the Setup Wizard on the
WAP125 or WAP581

WY





kev_080218_setupwizard_step21.1.png
Access Point Setup Wizard

VLAN ID

[ Radio 2 (2.4 GHz)
Network Name
Wireless Security
VLAN ID

[ Captive Portal
Creation
Network Name
Wireless Security
VLAN ID
Redirect URL

I Summary

. Device Setup Complete

Congratulations, your access point has been set up successfully. We
strongly recommend that you save these settings by writing them down
or by copying and pasting them into a text document. You will need
these settings later when you add other wireless computers or devices
1o your netwark.

Cluster Name: None

Radio 1 (5 GHz)

Network Name (SSID):  ciscosb \ /
Network Security Type: WPA2 Personal - AES

Security Key: Cisco123

Radiio 2 (2.4 GHz)

Network Name (SSID):  ciscosb

Network Security Type: \WPA2 Personal - AES
Security Key: rrrane

‘
Click Finish to close this wizard





kev_080218_setupwizard_step20.1.png
m Configuration

Wirele:

Fast Roaming
Single Point S

s Control

Single Point Setup

Administration

Troubleshoot

Access Point Setup Wizard (2N Med

~ Summary - Confirm Your Settings

Please review the following settings and ensure the data is correct.
Radio 1 (5 GHz)

o

Network Name (SSID): ciscosh

Network Security WPA2 Personal - AES Wireless
Type:

Security Key: ThRERAE

VLAN ID: 1 -

Radio 2 (2.4 Ge)
Network Name (SSID): ciscosb

Network Security WPAZ2 Personal - AES
Type:

Security Key: e

VLAN ID: 1

Captive Portal (Guest Network) Summary

Guest Network Radio:  Radio 1
Network Name (SSID): ciscosb-guest

Click Submit to enable settings on your Cisco Wirsless Access Point





kev_080218_setupwizard_step12.1.png
Access Point Setup Wizard

. Configure Radio 2 - Name Your Wireless
VLAN ID Network

U Radio 2 (2.4 GHz) The name of your wireless network, known s an SSID, identifies your
network so that wireless devices can find it

Enter a name for your wireless network:

oo @[ ]

For example: MyNetwork

Click Next to continue






kev_080218_setupwizard_step11.1.png
Access Point Setup Wizard

Configure Radio 1 - Assign the VLAN ID for your
Wireless Network

Firmware Upgrade By default, the VLAN ID assigned to the management interface for your
access pointis 1, which is also the default untagged VLAN ID. If the
management VLAN D is the same as the VLAN ID assigned to your
Configuration wireless network, then the wireless clients associated with this specific
wireless network can administer this device. If needed, an access
control list (ACL) can be created to disable administration from wireless

O Welcome

Restore Configuration

IP Address

Single Point Setup || clients.

Time Settings Enter a VLAN ID for your wireless network:

Radio 1 (5 GHz)

Network Name

Wireless Security

Click Next to continue






kev_080218_setupwizard_step14.1.png
Access Point Setup Wizard

e oSy . Configure Radio 2 - Assign the VLAN ID for your
Device Password Wireless Network
- By default, the VLAN ID assigned to the management interface for your
[ Radio 1 (5 GHz) access point is 1, which is also the default untagged VLAN ID. If the
Network Name managsment VLAN D is the same as the VLAN ID assigned to your
wireless network, then the wireless clients associated with this specific
Wireless Security wireless network can administer this device. If needed, an access
control list (AGL) can be created to disable administration from wireless

VLAN ID

clients.

Radio 2 (2.4 GHz) Enter a VLAN ID for your wireless network:

Network Name

Wireless Security (Range )

Click Next to continue

- e






kev_080218_setupwizard_step13.1.png
Access Point Setup Wizard

VLAN ID
O Radio 2 (2.4 GHz)

Network Name

~ Configure Radio 2 - Secure Your Wireless
Network
Select your nstwork security strength.

Best Security (WPA2 Personal - AES)

Recommended for new wireless computers and devices that support
this option
Older wireless devices might not support this option.

O Better Security (WPA/WPA2 Personal - TKIP/AES)

Recommended for older wireless computers and devices that might
not support WPA2.

O No Security (Not recommended)

Enter a security key with 8-63 characters.

O(— | seeeveine
M0 _Show Key as Clear Text

Click Next to continue






kev_080218_setupwizard_step16.1.png
Access Point Setup Wizard

T sy
Device Password

I Radio 1 (5 GHz)
Network Name
Wireless Security
VLAN ID

[ Radio 2 (2.4 GHz)
Network Name
Wireless Security
VLAN ID

[ Captive Portal

Creation

- Enable Captive Portal - Name Your Guest
Network

Your guest network needs a new name, known as an SSID. The name
identifies your guest network so that wireless users can find it.

Enter a name for your guest network:

@ (@ Radio 1 (5 GHz))

Radio: O Radio 2 (2.4 GHz)

Guest Network
e —

For example: MyGuestNetwork

Click Next to continue





kev_080218_setupwizard_step15.1.png
Access Point Setup Wizard

Lnis sy
Device Password

O Radio 1 (5 GHz)
Network Name
Wireless Security
VLAN ID

Radio 2 (2.4 GHz)

Network Name
Wireless Security
VLAN ID

[ Captive Portal

. Enable Captive Portal - Create Your Guest
Network
Use Captive Portal to set up a guest network, which means that wireless
users need to be authenticated before they can access the Internet. For
example, a hotel can create a guest network to redirect new wirsless
users to a page for authentication.

Do you want to create your guest network now?

O No, thanks.

Click Next to continue






kev_080218_setupwizard_step18.1.png
Access Point Setup Wizard

VLAN ID
[ Radio 2 (2.4 GHz)
Network Name
Wireless Security
VLAN ID
Captive Portal

Creation
Network Name

Wireless Security

Enable Captive Portal - Assign the VLAN ID

We strongly recommend that you assign different VLAN ID for your gusst
network than the management VLAN ID. By doing that, your guest will
have no access to your private network.

Enter a VLAN ID for your guest nstwork:

Click Next to continue






kev_080218_setupwizard_step17.1.png
Access Point Setup Wizard

VLAN ID
[ Radio 2 (2.4 GHz)
Network Name
Wireless Security
VLAN ID
Captive Portal
Creation

Network Name

. Enable Captive Portal - Secure Your Guest
Network
Select your nstwork security strength.

@ (© Best Security (WPA2 Personal - AES)

Recommended for new wireless computers and devices that support
this option
Older wireless devices might not support this option.

O Better Security (WPA/WPA2 Personal - TKIP/AES)

Recommended for older wireless computers and devices that might
not support WPA2.

O No Security (Not recommended)

Enter a security key with 8-63 characters.

B[~ ___|ummmmn swong

€ (0 Show Key as Clear Text

Click Next to continue






kev_080218_setupwizard_step19.1.png
Access Point Setup Wizard

. Enable Captive Portal - Enable Redirect URL
VLAN ID

T Radio 2 (2.4 GH2) If you enable a redirect URL, when new wireless users have completed
the authentication process, they can be redirected to an alternate
Network Name startup page.

Wireless Security Enable Redirect URL o

[ Captive Portal
Creation
Network Name
Wireless Security

VLAN ID

Click Next to continue






