
        
            
                
            
        

    
Objective
 
  A rogue Access Point (AP) is an access point that has been installed on a network without explicit authorization from a system administrator. Rogue access points pose a security threat because anyone with access to the area can knowingly or unknowingly install a wireless access point that can allow unauthorized parties access to the network. The Rogue AP Detection page displays information about these access points. You can add any authorized access points to the Trusted AP List. This article explains how to detect a rogue Access Point (AP) on the WAP121 and WAP321 Access Points
 
  
Applicable Devices
 
  • WAP121
 • WAP321
 
  
Software Version
 
  • 1.0.3.4
 
  
Rogue AP Detection Configuration
 
  Step 1. Log in to the Access Point Configuration Utility and choose Wireless > Rogue AP Detection. The Rogue AP Detection page opens:
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  Step 2. Check Enable to enable AP Detection.
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  Step 3. Click Save after you enable AP detection to show the list of detected rogue access points. A warning screen will appear.
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  Step 4. Click OK to proceed. The Detected Rogue AP list displayed as below.
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  The following information for the detected access points is displayed:
 
  • MAC Address — The MAC address of the detected AP.
 
  • Beacon Interval (milliseconds) — The beacon interval that is used by the detected AP. Beacon frames are transmitted by an AP at regular intervals to announce the existence of the wireless network. The default time to send a beacon frame is once every 100 milliseconds.
 
  • Type — The type of the detected device. Can be AP or Ad hoc.
 
  • SSID — The SSID of the detected AP.
 
  • Privacy — Indicates whether there is any security on the neighboring AP.
 
  • WPA — Indicates whether WPA security is off or on for the detected AP.
 
  • Band — Indicates the IEEE 802.11 mode that is used on the detected AP. This can be either 2.4 or 5.
 
  • Channel — The channel that the detected AP currently broadcasts on.
 
  • Rate — The rate at which the detected AP currently broadcasts.
 
  • Signal — The strength of the radio signal that emits from the detected AP.
 
  • Beacons — The total number of beacons received from the AP since it was first detected.
 
  • Last Beacon — The date and time of the last beacon received from the detected AP.
 
  • Rates — The supported and basic rate sets for the detected AP (in megabits per second).
 
  [image: ]
 
  Step 5. Click Trust next to an entry to add it to the Trusted AP List table. You can get the trusted list by downloading and can save the current list to your PC, for download/backup go to Download/ Backup Trusted AP List.
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  Step 6. (Optional) If you want to remove the Trusted AP list then click Untrust.
 
  
 
  Download/ Backup Trusted AP List
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  Step 1. Choose whether you want to download the current trusted AP list from PC or save the current list to PC from the Save Action.
 
  • Download (PC to AP) — If you want to import the list from a file and replace the contents of the known AP list then go to Download (PC to AP).
 
  • Backup (AP to PC) — If you want to save the current list to the PC then go to Backup (AP to PC).
 
  
 
  Download (PC to AP)
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  Step 1. Click the Download (PC to AP) radio button to download the list from the PC.
 
  Step 2. Click Browse to locate the file on the PC. The import file should be a plain-text file with a .txt or .cfg extension. Entries in the import file are MAC addresses in hexadecimal format with each octet separated by colons. Entries must be separated with a single space. File must contain only MAC addresses then AP accept the file.
 
  Step 3. Choose to File Management Destination to replace or to add the content to the Trusted AP List.
 
  • Replace — To import the list and replace the contents of the Trusted AP list
 
  • Merge — To import and add the APs of the imported file to the Trusted AP list.
 
  Note: Once the import is completed, the screen refreshes and the MAC addresses of the APs in the imported file appear in the Known AP List.
 
  Step 4. Click Save to save all the changes made.
 
  
 
  Backup (AP to PC)
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  Step 1. Click the Backup (AP to PC) radio button to save the list to your PC.
 
  Step 2. Click Save to save the changes made, then a notification window appears as shown below which gives information of the file.
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