Upload Custom Certificate in Cisco Business
Wireless Access Point

Objective

The objective of this document is to show how to upload a custom certificate on your Cisco
Business Wireless (CBW) Access Point (AP).

Applicable Devices | Software Version

Cisco Business Wireless 140AC Access Point | 10.6.1.0 (Download |atest)
Cisco Business Wireless 145AC Access Point | 10.6.1.0 (Download latest)
Cisco Business Wireless 240AC Access Point | 10.6.1.0 (Download latest)

I ntroduction

In CBW APs firmware version 10.6.1.0 and above, you can now import your own WEBAUTH
(that handles captive portal page) or WEBADMIN (the CBW Primary AP Management page)
certificates into the web user interface (Ul) that may be trusted by your internal devices and
systems. By default, WEBAUTH and WEBADMIN pages use self-signed certificates that are
usually not trusted and can lead to certificate warnings when you try to connect to your device.

With this new feature, you can easily upload custom certificates on your CBW AP. Let’s get
started.

Prerequisites

Make sure you have upgraded the CBW AP firmware to 10.6.1.0. Click if you would like
step-by-step instructions on doing a firmwar e update.

A private or internal Certificate Authority (CA) is needed to issue the WEBAUTH or
WEBADMIN certificates needed for CBW. The certificates can then be installed on any
management PC that can connect to the CBW web Ul

The corresponding Root CA certificate must be installed in the client browser to use the

custom certificate for captive portal or management access to avoid potential certificate
warnings.


https://software.cisco.com/download/home/286324929
https://software.cisco.com/download/home/286324929
https://software.cisco.com/download/home/286324934
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2063-Upgrade-software-of-CBW-access-point.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2063-Upgrade-software-of-CBW-access-point.html

® CBW usesaninternally redirected IP address 192.0.2.1 for captive portal redirection. So, it is
best to include this asthe WEBAUTH certificate’s Common Name (CN) or Subject Alternative
Name (SAN).

® Naming requirements for WEBADMIN certificates include: CN-cisobusiness.cisco; SAN

must be dns-ciscobusiness.cisco; if astatic IP addressis used, then the SAN may also include
dns=<ip address>.

Upload Certificates
Step 1

Login to the web Ul of the CBW AP.
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Welcome! Please click the login button to enter your user name and password




Step 2

To upload certificates, go to Advanced > Primary AP Tools.
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Step 3

Choose the Upload File tab.
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Step 4

From the File Type drop-down menu, choose WEBAUTH or WEBADMIN Certificate.

Certificate Name

File Type
Transfer Mode

File Name*

Certificate Password*

® Note:

192.0.2.1 Validupto Aug 4 17:50:50 2023 GMT

WEBAUTH Certificate v

CAD Navies Cartiticats
== Fa

EAP CA Certificate

CCO ROOT CA Certificate

CBD SERV CA Certificate

WEBADMIN Certificate v

The filesMUST be in PEM format and should contain both the Public and Private keys.

It should aso be password protected. Both WEBAUTH and WEBADMIN certificates
MUST have a Common Name (CN) as ciscobusiness.cisco. So, you will need to use an
internal CA to issue certificates.

Step 5

Choose the Transfer Mode from the drop-down menu. The options are:



® HTTP (Local Machine)
e FTP
® TFTP

Inthisexample, HTTP is selected.

File Type  WEBAUTH Certificate v

Transfer Mod¢  HTTP (Local Machine)

File Name* Browse
FTP

Certificate Password TETP

Apply settings and Import

Step 6

Click Browse.

Certificate Name ciscobusiness.cisco Validupto Jul 22 20:16:34 2023 GMT

File Type  WEBADMIN Certificate v

Transfer Mode = HTTP (Local Machine) v

File Name*  system.pem @

Certificate Password*

Apply settings and Import



® Note:

If the Transfer Mode is FTP or TFTP, then enter the Server 1P Address, File path, and
other required fields.

Step 7

Upload the file from your local PC by navigating to the folder containing the custom certificate.
Select the certificate file and click Open.
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der

dmiainess
1| CRCert B4, 2021 105 PM PEM File

| | PEM File

=L

Open Cancel

® Note:
The certificate should be a PEM file. To successfully upload WEBADMIN certificates,

make sure to include the full certificate chain which is the device certificate, issuing CA
certificate, and root CA certificate.




Step 8

Enter the Certificate Password.

Certificate Name 192.8.2.1 Validupto Aug 4 17:58:58 2823 GMT

File Type  WEBAUTH Certificate v

Transfer Mode  HTTP (Local Machine) .

G-B rtifiﬁﬂtﬂ pﬂEEWDI"d R

Apply settings and Import

Step 9

Click Apply settingsand Import.

Certificate Name 192.8.2.1 Validupto Aug 4 17:58:5@ 2823 GMT

File Type  WEBAUTH Certificate v
Transfer Mode  HTTP (Local Machine) v
File Name*  GPCert.pem
Certificate Password® | sesseeee ) |

Apply settings and Import



Step 10

You will see a naotification once the certificate has been successfully installed. Reboot the
Primary AP.

ation Managament roubleshooting Files oubleshooting Tools Upload File

Ceartificate Mame 192.0.2.1 Validupto Aug 4 17:50:58 2823 GMT

File Type WEBAUTH Certificate -

Transfer Mode  HTTP (Local Maching) .

File Name*  CPCert.pem m

Certificate Password”®

® Note:
To change the certificate, simply upload a new certificate. This will overwrite the

certificate that was previously installed. If you want to go back to the default self-
signed certificate, you will need to factory reset the primary AP.

Conclusion

You areall set! You have now successfully uploaded custom certificates on your CBW AP.



