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Detecting Interferers
 
Objective
 
The objective of this article is to describe wireless interference and how to identify interferers in a
Cisco Business Wireless (CBW) traditional or mesh network.
 
If you are unfamiliar with terms in this document, check out Cisco Business: Glossary of New
Terms.
  
Applicable Devices | Firmware Version
 

140AC (Data Sheet) | 10.4.1.0 (Download latest)
141ACM (Data Sheet) | 10.4.1.0 (Download latest)
142ACM (Data Sheet) | 10.4.1.0 (Download latest)
143ACM (Data Sheet) | 10.4.1.0 (Download latest)
145AC (Data Sheet) | 10.4.1.0 (Download latest)
240AC (Data Sheet) | 10.4.1.0 (Download latest)
  

Introduction
 
CBW Access Points (APs) are 802.11 a/b/g/n/ac (Wave 2) based, with internal antennas. They
can be used as traditional standalone devices or as part of a mesh network.
 
No matter which way you configure these APs, interference can be a problem. Interference can
cause:
 

Intermittent service
Delays in connection
Delays in data transfer
Slow Internet speeds
Weak signal strength
 
Interference can come from electromagnetic signals or other physical obstacles.
  

How would I prevent interference?
 
First, think about possible simple solutions. Could the problem be something physical, such as
thick walls, floors, elevators, concrete, metal, mirrors, or the way the AP is positioned in a room? If
you believe your physical environment is the issue, try moving the AP away from whatever is
causing the interference. Point antennas on other devices in another direction or try pointing the
AP antennas in a vertical position.
 
Nothing that obvious? Investigate further to see if interferers are the problem. Interferers are
anything that generates a Radio Frequency (RF) signal that isn’t a rogue (another AP or wireless
client). A few examples of interferers are microwaves and Bluetooth devices.
 

Data from each enabled AP is sent to the Primary, which then must go through and track

You may only want to enable interferer detection when setting up your wireless network or
troubleshooting since this feature uses a lot of processing power, memory, and resources.

https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2331-glossary-of-non-bias-language.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2331-glossary-of-non-bias-language.html
https://www.cisco.com/c/en/us/products/collateral/wireless/business-100-series-access-points/smb-01-bus-140ac-ap-ds-cte-en.html
https://software.cisco.com/download/home/286324929
https://www.cisco.com/c/en/us/products/collateral/wireless/business-100-series-mesh-extenders/smb-01-bus-100-mesh-ds-cte-en.html
https://software.cisco.com/download/home/286325124
https://www.cisco.com/c/en/us/products/collateral/wireless/business-100-series-mesh-extenders/smb-01-bus-100-mesh-ds-cte-en.html
https://software.cisco.com/download/home/286325124
https://www.cisco.com/c/en/us/products/collateral/wireless/business-100-series-mesh-extenders/smb-01-bus-100-mesh-ds-cte-en.html
https://software.cisco.com/download/home/286325124
https://www.cisco.com/c/en/us/products/collateral/wireless/business-100-series-access-points/smb-01-bus-140ac-ap-ds-cte-en.html
https://software.cisco.com/download/home/286324929
https://www.cisco.com/c/en/us/products/collateral/wireless/business-200-series-access-points/smb-01-bus-240ac-ap-ds-cte-en.html
https://software.cisco.com/download/home/286324934


everything. However, if you have a small network with only a handful of APs, this may not be a
concern.
  
Identifying Interferers Through your AP
 
 
This toggled section highlights tips for beginners.
  
Logging In
 
Log into the Web User Interface (UI) of the Primary AP. To do this, open a web browser and enter
https://ciscobusiness.cisco. You may receive a warning before proceeding. Enter your
credentials.You can also access the Primary AP by entering https://[ipaddress] (of the Primary AP)
into a web browser.
  
Tool Tips
 
If you have questions about a field in the user interface, check for a tool tip that looks like the

following: 
  
Trouble locating the Expand Main Menu icon?
 
Navigate to the menu on the left-hand side of the screen, if you don’t see the menu button, click

this icon to open the side-bar menu.
  
Cisco Business App
 
These devices have companion apps that share some management features with the web user
interface. Not all features in the Web user interface will be available in the App.
 

 
Frequently Asked Questions
 
If you still have unanswered questions, you can check our frequently asked questions document. 
FAQ
  
Step 1
 
Log into the GUI of the Primary AP. To do this, open a web browser and enter 
https://ciscobusiness.cisco. You may receive a warning before proceeding. Enter your credentials.
After the first login, you can set a fingerprint for future access on your mobile device.
 
As an alternative option, you can access the Primary AP by entering https://<ipaddress> (of the
Primary AP) into a web browser. For some actions, you can go us the Cisco Business Mobile app.
  
Step 2
 
To make these configurations, you need to be in Expert View. Click on the arrow icon on the top
right menu of the GUI to switch to Expert View.
 

Download iOS App Download Android App

https://apps.apple.com/app/cisco-business/id1483862452
https://play.google.com/store/apps/details?id=com.cisco.business&pcampaignid=pcampaignidMKT-Other-global-all-co-prtnr-py-PartBadge-Mar2515-1
.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/1769-tz-Frequently-Asked-Questions-for-a-Cisco-Business-Mesh-Network.html


  
Step 3
 
By default, your AP is not looking for interferers. On the Primary AP, navigate to Advanced > RF
Optimization. Toggle on RF Optimization. Toggle on Interferer Detection. Click Apply.
 

  
Step 4
 
Navigate to Wireless Settings > Access Points. Click on the edit icon of the Primary AP,
Primary Capable AP, or Mesh Extender. Each AP need to manually be enabled for this feature to
work. It is important to note that interferer detection only occurs for the channels that the AP is
assigned.
 



  
Step 5
 
Click Yes to continue.
 

  
Step 6
 
Select the Radio 1 (2.4 GHz) page. Toggle on Interferer Detection. Click Apply.
 



  
Step 7
 
Select the Radio 2 (5 GHz) page. Toggle on Interferer Detection. Click Apply.
 



  
Step 8
 
Since you have to select the edit icon next to each AP and enable Interferer Detection one at a
time, repeat Step 4 through Step 7 as many times as necessary.
  
Step 9
 
Once all APs have Interferer Detection toggled on, select Monitoring > Network Summary >
Interferers.
 



  
Step 10
 
These interferers may either be operating at 2.4 GHz or at 5 GHz. You can view these one at a
time.
 
Following details are listed:
 

 
AP Name—The name of the access point where the interference device is detected.
 
 
Radio Slot —Slot where the radio is installed.
 
 
Device Type—Type of the interferers (for example, Microwave Oven, Jammer, WiMax
Mobile, etc.)
 
 
Affected Channel—Channel that the device affects.
 
 
Detected Time—Time at which the interference was detected.
 
 
Severity—Severity index of the interfering device.
 
 
Duty Cycle (%)—Proportion of time during which the interfering device was active.
 
 
RSSI—Receive signal strength indicator (RSSI)of the access point.
 
 
Dev ID—Device identification number that uniquely identified the interfering device.
 
 
Cluster ID—Cluster identification number that uniquely identifies the type of the devices.
 
 



  
Step 11
 
If you click on an interferer from the list, you can view the details for that particular interferer. On
the CBW APs, the interferers shown only include those that are on the same channels that you are
currently using.
 

  
Step 12
 
Scroll down and click on Spectrum Intelligence for more information. To toggle between 2.4GHz
and 5GHz, click on each button. You can view the Active Interferers and the Interference Power.
You are more likely to see Interferers on the 2.4 GHz band. The Interference Power shows the
signal to noise ratio. In this example, the interference isn’t high enough to cause large issues with
interference.
 

  
Conclusion
 



There you go, you now can see interferers inside and surrounding your wireless network. If there
are several interferers sharing the same channel, you might want to consider changing the
channels you use. Think of it like a congested road, slowing things down so you head to an open
road for better performance. There are some considerations you should make before beginning
this process.
 
Think other APs or wireless clients might be causing problems? Is so, you can read about rogues
by clicking on the link below.
 
For more information on Mesh Wireless topics, click any of the links below:
 
Frequently Asked Questions Radius Firmware Upgrade RLANs Application Profiling Client
Profiling Primary AP Tools Umbrella WLAN Users Logging Traffic Shaping Rogues Configuration
Management Port Configuration Mesh Mode Welcome to CBW Mesh Networking Guest Network
using Email Authentication and RADIUS Accounting Troubleshooting Using a Draytek Router with
CBW

https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/1769-tz-Frequently-Asked-Questions-for-a-Cisco-Business-Mesh-Network.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2077-Configure-RADIUS-CBW.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2063-Upgrade-software-of-CBW-access-point.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2067-RLAN-Port-Config-AP-Groups-CBW.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2068-Application-Profiling.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2080-Client-Profiling.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2080-Client-Profiling.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/1895-Master-AP-Tools.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2071-Configure-Cisco-Umbrella-CBW.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2075-Config-WLAN-Users-CBW.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2064-Setting-Up-System-Message-Logs-CBW.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2076-traffic-shaping.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2074-Rogue-Clients-CBW-Master-AP.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2072-Config-Managmt-CBW.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2072-Config-Managmt-CBW.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2066-Config-Ethernet-Ports-Mesh-Mode.html
 https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/1768-tzep-Cisco-Business-Introduces-Wireless-Mesh-Networking.html
 https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2082-Configure-Guest-Network-email-RADIUS-CBW.html
 https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2082-Configure-Guest-Network-email-RADIUS-CBW.html
 https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2109-tz-troubleshooting-CBW-Mesh-Network.html
 https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2314-Draytek-router-Cisco-Business-Wireless.html
 https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2314-Draytek-router-Cisco-Business-Wireless.html
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