
Configuration of 802.1x Port Authentication
on SFE/SGE Managed Switches
 

Objectives
 

This article explains about the configuration of 802.1x port authentication on SFE/SGE
managed switches. The 802.1x is an IEEE standard for port-based network access control.
The port authentication is used to configure 802.1x security parameters on each port. 802.1x
allows a supplicant to request port access from an authenticator device to which it is
connected. The supplicant can send data to a port if the supplicant is authenticated and
authorized or discards the data or sends the data to a guest VLAN or non-authenticated
VLAN.
  

Applicable Devices
 

• SFE/SGE Managed Switches
  

Software Version
 

•  v3.0.2.0
  

Port Authentication
 

Step 1. Log into the web configuration utility to choose Security Suite > 802.1X > Port
Authentication. The Port Authentication page opens:
 

 
Step 2. Click Edit to edit the desired port. The Port Authentication Settings window appears:
 



 
Step 3. (Optional) Choose a port from the Port drop-down list to configure.
 
The following fields display about the port.
 

• Username — The username of the port.
 
• Current Port Control — The current state of port. (Authorized or Unauthorized)
 

 
Step 4. Choose an option from the Administrative Port Control drop-down list. It specifies the
authorization of the state.
 

• Force Unauthorized — The port is forced to be in unauthorized state. Denies access on
the interface, and the port will drop the traffic.
 



• Auto — The port moves between an authorized or unauthorized state based on
authentication of the client.
 
• Force Authorized — The port is forced to be in an authorized state. The port will forward
traffic.
 

 
Step 5. Check the Enable Guest VLAN check box to enable Guest VLAN for unauthorized
ports. Guest VLAN makes the unauthorized port automatically join the VLAN chosen in the
Guest VLAN ID field of the 802.1x Properties page.
 

 
Step 6. Choose the authentication method from the Authentication Method drop-down list.
 

• 802.1x Only — Only 802.1x authentication is performed on the port.



• MAC Only — Port is authenticated based on the supplicant MAC address.
 
• 802.1x and MAC — Both 802.1x and MAC authentication are performed on the port. The
802.1x authentication takes priority.
 

 
Step 7. Check the Enable Periodic Re-authentication check box to enable Periodic Re-
authentication, to force the port to re-authenticate after a given time. This time is defined in
the Reauthentication Period field.
 

 
Step 8. Enter a value in the Reauthentication Period field. This value represents the amount
of seconds before the interface re-authenticates the port. The range is from 300 to
4294967295 and the default value is 3600.
 



 
Step 9. Check the Enable Reauthenticate check box to enable Reauthenticate to force an
immediate port re-authentication.
 
The following displays information of the port.
 

• Authenticator State — The authorization state of the port.
 

 
Step 10. Enter a value in the Quiet Period field. This value is the number of seconds that the
switch remains in a quiet state following a failed authentication. The switch remains idle
throughout the quiet period. The range is from 0 to 65535 and the default value is 60.
 



 
Step 11. Enter a value in the Resending EAP field. Time period the switch waits for
a request/identify frame from the supplicant before it resends the request. The range is from
30 to 65535 and the default value is 60.
 

 
Step 12. Enter a value in the Max EAP Request field. The maximum requests that can be
send. The authentication process is restarted if a response is not received after the time
defined in the supplicant timeout field. The range is from 1 to 10 and the default value is 2.
 



 
Step 13. Enter a value in the Supplicant Timeout field. Time period that pass before EAP
requests are resent to the supplicant. The range is from 1 to 65535 and the default value is
30.
 

 
Step 14. Enter a value in the Server Timeout field. This is the number of seconds that pass
before the switch resends a request to the authentication server in the Server Timeout field.
The range is from 1 to 65535 and the default value is 30.
 
The following displays information about the port.
 

• Termination Cause — The reason for which the port authentication was terminated, if
applicable.
 



Step 15. Click Apply.
 
Caution: This only saves your configuration to the running configuration file. This means any
changes made will be lost if the device is rebooted. If you wish to save these changes even
after a system reboot, you need to copy the running configuration file to the startup
configuration file. See Copy Configuration File on SFE/SGE Series Managed Switches for
more information on how to do this.
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