
Configure MAC Based ACL on the SGE/SFE
Series Managed Switches
 

Objective
 

An Access Control List (ACL) is a collection of permit and deny conditions, called rules, that
provide security, block unauthorized users, and allow authorized users to access specific
resources. An ACL can block any unwarranted attempts to reach network resources. A MAC
Based ACL is a Layer 2 ACL. The network device inspects the frame and checks the ACL
rules against the content of the frame. If any of the rules match the content, a permit or deny
action is taken on the frame. 
 
The objective of this document is to show you how to create and configure a MAC based
ACL on SGE/SFE Series Stackable Managed Switches. 
  

Applicable Devices
 

• SFE/SGE Managed Switches
  

Add a MAC Based ACL
 

Step 1. Log in to the web configuration utility and choose Security > Access Control >
MAC Based ACL. The MAC Based ACL page opens:
 

 
Step 2. Click Add ACL to add a new MAC based ACL. The Add MAC Based ACL window
appears:
 



 
Step 3. In the ACL Name field, enter the name of the desired MAC based ACL. 
 

 
Step 4. In the New Rule Priority field, check the New Rule Priority check box and then enter
a value for the priority. The priority value indicates the order in which the rule is checked.
The lower the value, the higher the priority.
 
Step 5. Click the Source MAC Address radio button to enter a source MAC Address and
wildcard mask in the Source MAC Address field and Wild Card Mask field respectively, or
click Any to define any source MAC address.
 
Step 6. Click the Destination MAC Address radio button to enter a destination MAC
Address and wildcard mask in the Destination MAC Address field and Wild Card Mask field
respectively, or click Any to define any destination MAC address.
 
Step 7. In the VLAN ID field, enter the desired VLAN ID to match the packet’s VLAN ID to
the Access Control Entry (ACE).
 
Step 8. In the Inner VLAN field, enter the inner VLAN to match the ACE to the inner VLAN ID
of a double tagged packet.
 



Step 9. In the 802.1p field, enter a priority value. The 802.1p priority value is associated with
the class of service. The priority value can range from 0 to 7.
 
Step 10. In the 802.1p Mask field, enter the wildcard mask of the 802.1p values. This
wildcard mask is used to define the range of 802.1p values.
 
Step 11. In the Ethertype field, enter the Ethernet type of the packet that is to be matched.
Ethertype is a two octet field in an Ethernet frame that is used to indicate which protocol is
utilized for the payload of the frame. A value within the range 1501 to 65535 can be entered.
 
Step 12. In the Action field, choose a ACL forwarding action from the drop down list. The
available options are:
 

• Permit — Forwards packets which meet the ACL rule.
 
• Deny — Drops packets which meet the ACL rule.
 
• Shutdown — Drops packets which meet the ACL rule and then shut down the port which
was supposed to receive that packet.
 

Step 13. Click Apply.  The MAC Based ACL is defined.
  

Add a Rule to a MAC Based ACL
 

Step 1. Choose an existing ACL from the ACL Name drop-down list.
 

 
Step 2. Click Add Rule. The Add MAC Based Rule window appears:
 



 
Step 3. In the New Rule Priority field, enter a value for the priority. The priority value
indicates the order in which the rule is checked. The lower the value, the higher the priority. 
 
Step 4. Click the Source MAC Address radio button to enter a source MAC Address and
wildcard mask in the Source MAC Address field and Wild Card Mask field respectively, or
click Any to define any source MAC address. 
 
Step 5. Click the Destination MAC Address radio button to enter a destination MAC
Address and wildcard mask in the Destination MAC Address field and Wild Card Mask field
respectively, or click Any to define any destination MAC address. 
 
Step 6. In the VLAN ID field, enter the desired VLAN ID to match the packet’s VLAN ID to
the Access Control Entry (ACE). 
 
Step 7. In the Inner VLAN field, enter the inner VLAN to match the ACE to the inner VLAN ID
of a double tagged packet. 
 
Step 8. In the 802.1p field, enter a priority value. The 802.1p priority value is associated with
the class of service. The priority value can range from 0 to 7. 
 
Step 9. In the 802.1p Mask field, enter the wildcard mask of the 802.1p values. This wildcard
mask is used to define the range of 802.1p values. 
 
Step 10. In the Ethertype field, enter the Ethernet type of the packet that is to be matched.
Ethertype is a two octet field in an Ethernet frame that is used to indicate which protocol is
utilized for the payload of the frame. A value within the range 1501 to 65535 can be entered. 
 
Step 11. In the Action field, choose a ACL forwarding action from the drop down list. The
available options are:
 

• Permit — Forwards packets which meet the ACL rule.
 
• Deny — Drops packets which meet the ACL rule.
 
• Shutdown — Drops packets which meet the ACL rule and then shut down the port which
was supposed to receive that packet.
 



Step 12. Click Apply.  The added rule information to the particular ACL appears on the table
as shown below. 
 
 

 


