Objective
Address Resolution Protocol (ARP) Inspection is done to prevent ARP cache poisoning, which if successful can allow a malicious third party to intercept and control network traffic. ARP Inspection maintains a trust state with each interface on the switch. When an interface is a trusted interface, the packets which are received on this trusted interface are not checked, unlike the ones which are received on the untrusted interface. The untrusted interface packets undergo validation checks.
ARP packets, which enter the network through the switch, will pass this security check due to ARP Inspection. Therefore, there is no need to perform validation at any other place in the network. This article explains the steps for the configuration of trusted interfaces on the Sx500 Series Stackable Switches.
Applicable Devices
• Sx500 Series Stackable Switches
Software Version
• 1.3.0.62
ARP Inspection Interface Settings
Edit ARP Inspection Interface Settings
Step 1. Log in to the Web Configuration utility and choose Security > ARP Inspection > Interface Settings. The Interface Settings page opens. The ports or LAGs and their status is displayed which shows whether the particular port or LAG is trusted or untrusted.

Note: By default, all the ports or LAGs are untrusted in ARP Inspection.

Step 2. Choose the Interface Type from the Filter drop-down list for the entire Interface Settings table and click Go.

Step 3. Click a particular port or LAG to edit the port or LAG setting and then click Edit. The Edit Interface Settings page opens.

Step 4. Click the desired interface type from the Interface field.
• Unit/Slot — Choose the unit in the stack (1 for standalone models) and slot number (either 1 or 2) for which you wish to configure DHCP settings. The available unit-slot numbers will be displayed in the drop-down list and choose the port from the Port drop-down list.
• Port — For the chosen Unit/Slot, choose the port for which you wish to configure from the Port drop-down list.
• LAG (Link Aggregation Group) — Choose the logical port channel from the drop-down list to apply DHCP settings for that port channel. LAG is a bundle of many physical ports which forms a single logical channel. Please refer to the article, LAG Management and Settings on Sx500 Series Stackable Switches for this configuration.

Step 5. Click Yes to make the particular interface trusted from the Trusted Interface field or click No to make the particular interface untrusted.
Step 6. Click Apply. The settings are applied.

Copy ARP Inspection Interface Settings to other interfaces
Step 1. Follow steps 1 and 2 from the previous section.

Step 2. Click a particular port or LAG to edit the port or LAG setting and then click Copy Settings. The Copy Settings page opens.

Step 3. Enter the port(s) to which the selected configuration is to be copied in the provided field. Separate different ports or ranges with commas.
Step 4. Click Apply. The settings are applied.
