
        
            
                
            
        

    
Objective
 
  Address Resolution Protocol (ARP) is used to map IP addresses to MAC addresses. ARP inspection is used to protect a network from ARP attacks. ARP inspection increases traffic security by the inspection of packets that are on interfaces defined as untrusted on the Interface Settings page.  When a packet arrives on an untrusted interface, ARP inspection looks at the source IP address and MAC address of the packet.  If they match the IP address and MAC address found in the ARP access control rules, then the packet is forwarded, otherwise the packet is dropped. 
 
 This article explains how to configure ARP inspection on 300 Series Managed Switches.
 
  
Applicable Devices
 
  • SF/SG 300 Series Managed Switches
 
  
Software Version
 
  • 1.3.0.62
 
  
Properties
 
  Step 1. Log in to the web configuration utility and choose Security > ARP Inspection > Properties. The Properties page opens:
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  Step 2. Check the Enable check box in the ARP Inspection Status field to enable ARP inspection.
 
  Step 3. (Optional) Check the Enable check box in the ARP Packet Validation field to enable the following validations. Packets that are considered invalid by ARP inspection are logged and dropped.
 
  • Source MAC — Compares the source MAC address of the packet with the MAC address of the sender in the ARP request. This check is performed for both ARP requests and ARP responses.
 
  • Destination MAC — Compares the destination MAC address of the packet with the destination MAC address of the interface. This check is performed only for ARP responses.
 
  • IP Addresses — Compares the ARP body for invalid IP addresses. These addresses include 0.0.0.0, 255.255.255.255, and all IP multicast addresses.
 
  Step 4. Click the radio button that corresponds to the desired option in the Log Buffer Interval field.  If the source IP address of the incoming packet cannot be found by ARP inspection, then the packet is dropped and a SYSLOG message is sent. The log buffer interval is the amount of time between SYSLOG messages.
 
  • Retry Frequency — Enter the value that defines the frequency (in seconds) at which SYSLOG dropped packet messages are sent.
 
  • Never — Disables SYSLOG dropped packet messages.
 
  Step 5. Click Apply to save the changes or Cancel to undo the changes.
  
 cover.jpg
Nme
CISCO.

Address Resolution Protocol (ARP)
Inspection Properties
Configuration on 300 Series
Managed Switches

L L b






3377_01.png
Properties
ARP Inspecton aso uses the DHCP Snooping Binding database Iftis avallable.

ARP Inspection Status: (] Enable.

ARP Packet Vaidation: () Enable

© Log Bufferinterval. @ Retry Frequency [5 sec. (Range: 0 8640, Default 5)
O Never

o]






