Reset a Switch Manually or through the CLI

Objective

The Reload function of the Cisco Small Business Switches is useful when certain changes in the
settings require a reboot to completely apply the configuration settings, or if the device is not
functioning as expected. The configuration settings of the network device get reflected after the
device restarts.

The Reset feature is used to remove the running or current configuration settings on the network
device and restore it to the original default settings. Manual reset is recommended when the whole
device needs to be reconfigured, or in case you forget the password and not able to recover by
any means such as accessing the console using Telnet, Secure Shell (SSH), or Command Line
Interface (CLI).

This article provides instructions on how to manually reset a switch as well as how to reload or
reset through the CLI.

Applicable Devices | Software Version

- Sx300 Series | 1.4.7.06 (Download latest)

- Sx350 Series | 2.2.8.04 (Download latest)

- SG350X Series | 2.2.8.04 (Download latest)
- Sx500 Series | 1.4.7.06 (Download latest)

. Sx550X Series | 2.2.8.04 (Download latest)

Manually Reset the Switch

When the switch fails to work and cannot be reset by using the web-based utility, the switch can
be manually reset to restore the factory default configuration.

Step 1. Disconnect all Ethernet cables from the switch.

Step 2. Using a pin, press and hold the Reset button on the switch for 15 to 20 seconds.
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SG350X-24 24-Port Gigabit Stackable Managed Switch

In this example, SG350X-24 24-Port Gigabit Stackable Managed Switch is used.
Step 3. Once all the port Light-Emitting Diodes (LEDS) light up, release the Reset button.


https://software.cisco.com/download/home/283019611
https://software.cisco.com/download/home/286311197/
https://software.cisco.com/download/home/286311197
https://software.cisco.com/download/home/284099526
https://software.cisco.com/download/home/284099526

Telnet and SSH services are disabled by default. You will have to access the console of the switch
using the computer that is directly connected to your switch through the serial cable.

Step 4. Connect your computer directly to the switch using a serial cable.

Step 5. Log in to the switch console. The default username and password is cisco/cisco.

Step 6. You will be prompted to configure new password for better protection of your network.
Press Y for Yes or N for No on your keyboard.

In this example, Y is pressed. If N is pressed, skip to Step 9.
Step 7. (Optional) Enter the old password then press Enter on your keyboard.

Step 8. (Optional) Enter and confirm the new password accordingly then press Enter on your
keyboard.
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Step 9. Enter the Global Configuration mode of the switch by entering the following:
SG350X#configure term na

Step 10. (Optional) To change the hostname of your switch, enter the following:

SG350X( confi g) #host name [ host nane]

In this example, SG350X is used.

Step 11. (Optional) To enable the Telnet service on your switch, enter the following command:
SG350X(config)#ip tel net server

Step 12. (Optional) To enable the SSH service on your switch, enter the following command:

SG350X(config)#ip ssh server



Manually Reload the Switch through the CLI

The available commands may vary depending on the exact model of your device. In this example,
SG350X-48MP switch is used.

Step 1. Log in to the switch console. The default username and password is cisco/cisco. If you
have configured a new username or password, enter the credentials instead.

User Name:cisco
paESmpd:tttttttttt

In this example, the switch is accessed through SSH.

Important: When a switch is reloaded, the running configuration file is deleted. Before proceeding
with the reload instructions, make sure to save all the running configuration settings to avoid data
loss.

Step 2. In the Privileged EXEC mode of the switch, save the configured settings to the startup
configuration file, by entering the following:

If you wish to proceed without saving the running configuration settings, skip to Step 4.

Sﬁiﬂﬁxiifcapy ru -cﬂnA’F iQ

startup-config
Overwrite file [startup-config].... (Y/N)[M] ?

Step 3. Press Y for Yes or N for No on your keyboard once the Overwrite file [startup-config]...
prompt appears.

5G6350X#copy running-config startup-config
Overwrite file [startup-configl.... (Y/N)[N] ?¥
19-Apr-2017 02:53:47 %COPY-I-FILECPY: Files Cupy - source URL running-config des

tination URL flash://system/configuration/startup-config
19-Apr-2017 02:53:49 ¥COPY-N-TRAP: The copy operation was completed successfully

5063502

In this example, Y is pressed.
Step 4. To reload the switch, enter either of the following commands:

- reload - Use the reload command to reload the switch immediately.
- reload {{in hhh:mm | mmm | at hh:mm [day month]}} - Use this command to specify
scheduled switch reload.

- in hhh:mm | mmm - Schedules a reload of the image to take effect in the specified minutes or
hours and minutes. The reload must take place within approximately 24 days.

- at hh:mm - Schedules a reload of the image to take place at the specified time by using a 24-
hour format. If you specify the month and day, the reload is scheduled to take place at the
specified time and date. If you do not specify the month and day, the reload takes place at the
specified time on the current day (if the specified time is later than the current time) or on the next
day (if the specified time is earlier than the current time). Specifying 00:00 schedules the reload for
midnight. The reload must take place within 24 hours.



This option can only be used if the system time settings of the switch have been configured. To
learn how, click here for instructions.

- day - Number of the day in the range from 1 to 31.
- month - The month of the year in the range from Jan to Dec.

SGE350X#r el oad at 10: 00 11 Apr

In this example, reload at 10:00 11 Apr is used.
5G350X#reload at 10:88 11 Apr

This command will reset the whole system and disconnect wour current session. Re
load is scheduled for 10:00:00 UTC Tue Apr 11 2017 (in 25 hours and 46 minutes).

Step 5. Press Y for Yes or N for No on your keyboard once the This command will reset the whole
system and disconnect your current session prompt appears.

SG358X#reload at 19:80 11 Apr
This command will reset the whole system and disconnect your current session. Re
load is scheduled for 10:00:28 UTC Tue Apr 11 2017 (in 25 hours and 46 minutes).

Do you want to continue 7 (Y/ND[N] Y
SLISVAFLY-Apr-£LU1/ ¥B8:14:92 BHNUMLSL-N-SRACTIVE: system is scheduled to perform
a restart at 19:808:88 Tue Apr 11 2017 (in 25 hours and 45 minutes).

In this example, Y is pressed.
Step 6. (Optional) To display information about a scheduled reload, enter the following:

(35 () X#H ag
5G350X#show reload
KeLoaa 15 scneauied for 10:00:8@ UTC Tue Apr 11 2017 (in 5 hours and 18 minutes).

SG350K#

Step 7. (Optional) To cancel the scheduled reload, enter the reloadcancel command.
S&E50X#r el oad cancel

You will be notified that the scheduled reload was aborted.

5G358X#reload cancel

Reload cancelled.1@-Apr-2017 08:14:21 ¥RNDMISC-N-SRCANCEL: scheduled-reload was
aborted by the user.

You should now have successfully reloaded your switch through the CLI.

In the example below, the immediate reload is used and Y is entered on both guestions.
56358X#reload

You haven't saved your changes. Are you sure you want to continue ? (Y/N)[N] Y
This command will reset the whole system and disconnect your current session.

Do you want to continue 7 (Y/N)[N] Y

Shutting down .
Shutting down ...
packet_write_wait: Connection to 192.168.100.101 port 22: Broken pipe

You have now successfully reset the switch manually. To learn how to assign an IP address on
your switch through the CLI, click here.


https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5584-configure-system-time-settings-on-a-switch-through-the-comma.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-350-series-managed-switches/smb5557-configure-the-internet-protocol-ip-address-settings-on-a-swi.html

If you want to perform the reset through the GUI, check out Reboot and Factory Default Reset on
300 Series Managed Switches.

Other articles on this topic:

.- Access an SMB Switch CLI using SSH or Telnet

- Configure SSH Server Authentication Settings on a Switch through the CLI
. Configure Secure Shell (SSH) Server Authentication Settings on a Switch
. Configure Secure Shell (SSH) User Authentication Settings on a Switch



https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4817-reboot-and-factory-default-reset-on-300-series-managed-switc.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4817-reboot-and-factory-default-reset-on-300-series-managed-switc.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4982-access-an-smb-switch-cli-using-ssh-or-telnet.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5801-configure-ssh-server-authentication-settings-on-a-switch-thr.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb4006-configure-secure-shell-ssh-server-authentication-settings-on.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb5801-configure-ssh-server-authentication-settings-on-a-switch-thr.html
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