
        
            
                
            
        

    
Objective
 
  Secure Shell (SSH) is a program that allows a user to log into another computer over the network. With the use of SSH, commands can be executed on a remote machine, as well as the ability to move files from one machine to another. SSH provides powerful security features that provide strong authentication and secure data transfer over insecure channels.
 
  This article helps explain how to remotely manage SSH on the RV315W VPN Router.
 
  
Applicable Device
 
  • RV315W
 
  
Software Version
 
  • 1.01.03
 
  
Enable Remote SSH Access
 
  Step 1. Log in to the web configuration utility and choose System Management > Remote Management > SSH. The Remote Support Access page opens:
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  Step 2. Check the Enable Remote Support check box. This activates the remote access of the SSH.
 
  Step 3. Enter the port number in the Access Port field. Mostly all SSH servers run on port 22. It is recommended to use this port to avoid any access issues.
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  Step 4. In order to further secure the network, enter a password in the Remote Support Password field. This provides authentication, prior to access.
 
  Note: The password chosen expires an hour after it is created. Once this occurs, a new password must be created.
 
  Step 5. (Optional) Check the Show Password check box to reveal the password entered.
 
  Note: The meter to the right of the Password field represents the strength of the password chosen. A combined mix of uppercase letters, lowercase letters, and symbols provide the strongest password combinations.
 
  Step 6. (Optional) Click Collect Device Status Information in order to download a file detailing device status information. This file can be used for debugging purposes.
 
  Step 7. Click Save to apply settings.
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