Troubleshoot of Access Lists over Virtual
Private Network on RV016, RV042, RV042G
and RV082 VPN Routers

Objectives

An Access Control List (ACL) is a collection of permit and deny conditions. An ACL specifies
which user or system processes are granted access to specific resources. An ACL can block
any unwarranted attempts to reach network resources. The problem in this situation can
arise when you have ACLs configured on both the routers but one of the routers cannot
differentiate between the allowed and denied lists of traffic permitted by the ACL. Zenmap
which is an open source tool used for checking the type of packet filters/firewalls active is
used to test the configuration.

This article explains how to troubleshoot the allowed ACLs which do not work over gateway-
to-gateway VPN between two VPN Routers.

Applicable Devices
* RV016
* RV042

* RV042G
* RV082

Software Version

e v4.2.2.08

ACL over VPN Configuration

Step 1. Log in to the web configuration utility and choose Firewall > Access Rules. The
Access rule page opens:



Access Rules
IPv4 IPvE
ltem 1-11 of 11 Rows per page : 40 w
Priarity Enable | Action Senvice SRl Source Destination Time Day Delete
| Interface | |
1w Allow IPSec [500] LAN Any Any Always A ]j'
2|w Allow IMAP [143] LAMN Any Any Always A ',f,'
Jlw Allow SMTP [25] LAN Any Any Always A ]j'
4w Il POP3 [110] LAN Any Any Always # B
5w All HTTPS [443] LAN Any Any Always A ]j'
G|w Allow HTTP [80] LAN Any Any Always A ]j'
Tlw ] Deny Al Traffic [1] LAN Any Any Always Ef
i Allow All Traffic [1] LAMN Any Any Always
-J Deny All Traffic [1] VAN Any Any Always
-/ Deny All Traffic [1] WANZ Any Any Always
-J Deny All Traffic [1] DMZ Any Any Always
| Add ||Rest0re to Default Rules| |:H:| Page (1 (v ] of 1 EH:‘

Note: The default access rules cannot be edited. The access rules mentioned in the image
above which are user configured can be edited by the following process.

Step 2. Click the Add button to add a new access rule. The Access Rules page changes to
show the Services and the Scheduling areas. Addition of one access rule is explained in the
following steps.

Access Rules

Services

Action : Deny |w

Senvice : All Traffic [TCPE&UDPM~G5535] (¥
Senvice Management

Log: Log packets match this rule | w

Source Interface : LAM W

Source P : AN W

Destination P : AMNY W

Scheduling

Time : | Always |w
From : |00:00 (hh:mm) To: |00:00 (hh:mm)

Effective on : ¥ Everyday 3un Man Tue Wed Thu Fri Sat

Save Cancel

Step 3. Choose Deny from the Action drop-down list to deny the service.



Access Rules

Services

Action - Deany | v

Loa:

Source Interface ;

HTTPS Seo
5 TFTF [UDF/59-63]
el IMAP [TCP/143~143]
MNTP [TCP/19~119]
Destination IP . POP3 [TCPH10~110]
SHMP UDPAG1~161]
SMTP [TCPI25~25)
Scheduling TELMET [TCRI23-29]
TELMET Secondary [TCP/&023~8023]
MET SEL [TCP/992-002]
Tima < | aways (v ]| oo por e
L2TP [UDPHM701~1701]
From: G000 PETP [TCPM723-1723) {hhzmm)
IPSec [UDF/500~500] o
Effective on: ¥ Everyday Sun Mon Tue Wed Thu Fri Sat
| Save | Cancel |

Step 4. Choose the required service that is applied to the rule from the Service drop-down
list.

Service Mame : DMNES

Protocaol : UDP

Fort Range : 53 to |B3

All Traffic [TCP&UDP/1~65535] ~
DNS [UDP/53~53]

FTP [TCP/21-21]
HTTP [TCP/20~20]

HTTP Secondary [TCP/S080~8080]

HTTPS [TCPid43~443]

HTTPS Secondary [TCP/8443~8443)

TFTP [UDP/69~69)

IMAP [TCP/143-143]

MNINTP [TCPA19~119]

POP3Z [TCPI110~110]

SNMP [UDP161~161] v

Dielete

I OK || Cancel || Close |

Step 5. (Optional) To add a service that is not present in the service drop-down list, click
Service Management. In Service Management, a service can be created as needed. After a
service is created, click OK to save Settings.

Step 6. Choose Log packets that match this rule from the Log drop-down list for only logs
that match or Not Log for logs that do not match the access rule.

Step 7. Choose an interface type from the Source Interface drop-down list which is the
source for the access rules. The available options are:

* LAN — Choose LAN if the source interface is the Local Area Network.
* WAN — Choose WAN if the source interface is the ISP.
* DMZ — Choose DMZ if the source interface is the Demilitarized zone.

* ANY — Choose ANY to make the source interface as any of the above mentioned
interfaces.

Step 8. From the Source IP drop-down list, choose the desired source address(es) that
applies to the access rule. The available options are:



* Single — Choose Single if it is a single IP address and enter the IP address.

* Range — Choose Range if it is a range of IP addresses and enter the first and last IP
address in the range.

* ANY — Choose ANY to apply the rules to all the Source IP addresses.

Step 9. From the Destination IP drop-down list, choose the desired destination address(es)
that applies to the access rule. The available options are:

* Single — Choose Single if it is a single IP address and enter the IP address.

* Range — Choose Range if it is a range of IP address and enter the first and last IP
address in the range.

* ANY — Choose ANY to apply the rules to all the Destination IP addresses.

Step 10. Choose a method to define when the rules are active from the Time drop-down list.
They are:

» Always — If you choose Always from the Time drop down list, the access rules will always
be applied to traffic.

* Interval — You can choose a specific time interval at which the access rules are active if
you select Interval from the Time drop down list. After you specify the time interval, check
the check boxes of the days when you want the access rules to be active from the Effective
On field.

Step 11. Click Save to save your settings.

Step 12. Repeat steps 2 to 10 with the fields matching to that shown in the image
respectively. Access rules as per customer are applied here. The first 7 are allowing some
services; the 8th denies all other traffic. This configuration is made on the second router as
well. IPSec Port 500 is allowed.

Note: Do this for both the routers to verify that access rules are configured as desired.
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Step 13. Install Zenmap(NMAP) from http://nmap.org/download.html the and Launch it on a
PC in the 192.168.2.0 LAN.

Note: This is the LAN behind the router with the seven additional ACLs. The target IP
(192.168.1.101) is a PC on the Remote Gateway LAN.

Step 14. Select Quick Scan from the profile and click on Scan. Through this we can know
the ports opened and filtered as per the ACL's, the result shown is represented in the image
above. Output shows that these ports are closed, regardless of the allowed ACLs being
configured on the RVOxx # 1. If we try to check the ports to the LAN IP (192.168.1.1) of the
remote gateway — we discover that ports 80 and 443 are open (which were closed to the PC
192.168.1.101).

Access Rules
IPy4 IPvE
Item 111 of 11 Rows per page: 40 w
Priarity Enable | Action Senvice dri Source Destination Time Day Delete
Interface
1w Alow  IPSec [500] LAN Any Any Always B iof
2|w Allow IMAP [143] LAM Any Any Always | o
3w Allow SMTP [25] LAMN Any Any Always Eaa)
4w Allow  POP3[110] LAN Any Any Always z B
blw Allow HTTPS [443] LAN Any Any Always 1A ]
G|w Allow HTTP [80] LAN Any Any Always A EI'
Tlw [ | Deny All Traffic [1] LAMN Any Any Always Ed [i[
-.f Allow All Traffic [1] LAM Any Any Always
J Deny All Traffic [1] VAN Any Any Always
i Deny All Traffic [1] WAN2 Any Any Always
-.f Deny All Traffic [1] DMZ Any Any Always
| Add ||Rest0re to Default Rules EE‘ Page (1 (v ] of 1 |E|




Scan Tools Profile Help

Cancel

Target: 1921681101 [+] prefite | Quick scan -

Command: | nmap -T4 -F192.168.1.101

i Haosts I Services Nmap Output|PortsfHosu|Topology|HostDetailecam|
i « |nmap T4 -F1921681101 ' ' E[

A 1921681101

Starting Nmap 6.4@ ( http://nmap.crg ) at 2013-09-26
15:32 Central Daylight Time

Nmap scan report for 192.168.1.101

Host iz up (©.8831c latency).

Not shown: 97 closed ports

PORT STATE SERVICE

53/tcp open domain

88/tcp open http

443/tcp open https

MAC Address: 54:75:D8:F7:FC:38 (Cisco Systems)

Nmap done: 1 IP address (1 host up) scanned in 233.82
seconds

The ACL performs correctly after the removal of 7th denied ACL and works fine as we can
see from the output.



