
Trusted Domain Configuration on the
RV120W and RV220W
 

Objective
 

The Cisco RV120W and RV220W routers allow you to add a list of trusted domains. These
domains override keyword filtering. For example, if www.yahoo.com is added to the trusted
domain list but 'yahoo' is added to the blocked keywords list, users will be able to access
www.yahoo.com but not mail.yahoo.com.
 
This document explains how to add trusted domains on the RV120W and RV220W.
  

Applicable Devices
 

• RV120W 
• RV220W
  

Software Version
 

• v1.0.4.17
  

Trusted Domain Configuration
 

Add a Trusted Domain
 
Step 1. Log in to the web configuration utility and choose Firewall > Content Filtering. The 
Content Filtering page opens:
 



 
Step 2. Check the Content Filtering check box to enable content filtering. This must be
done before the user adds a trusted domain.
 
Step 3. Check the Enable Check Referer? check box to enable a check for HTTP referer
header for allowed URLs. This allows a user to access a link on an allowed page even if the
link goes to a different domain.
 
Step 4. Enter a port number in the HTTP ports field. Some commonly used web components
can be blocked for increased security or are used by malicious websites to infect computers
that access them. Choose the check box for each component you wish to block:
 

• Proxy — Proxy server or proxy allows computers to route connections to other computers
through a specified proxy. Enable this to block proxy servers.
 
• Java — Java applets are small programs embedded in web pages that enable dynamic
functionality of the page. A malicious applet can be used to compromise or infect
computers and user can enable this to block Java applets from being downloaded.
 
• ActiveX — Similar to Java applets,ActiveX controls are installed on a computer with
windows and also while running Internet Explorer. Enable this check box to block ActiveX
applets from being downloaded.
 
• Cookies — Cookies are used to store session information by websites that usually require
log in. However, several websites use cookies to store tracking information and browsing
history. Hence enable this feature to filter out cookies from being created by a website.
 



Step 5. Check the Approved URLs List check box to allow all URLs specified in the
Approved URLs Table.
 
Step 6. (Optional) Check the Block All URLs by Default check box to block all URLs except
the ones identified as trusted and allowed in the Approved URLs Table.
 

 
Step 7. Click Add in the Approved URLs Table to add a URL entry to be allowed.
 
Step 8. Choose the type of entry from the Type drop-down list:
 

• Website — The URL entry type is a website.
 
• URL keyword — The URL entry type is a keyword.
 

Step 9. Click Save to apply all settings.
  
Edit a Trusted Domain
 
Step 1. Log in to the web configuration utility and choose Firewall > Content Filtering. The 
Content Filtering page opens:
 



 
Step 2. Check the desired URL check box and then click Edit.
 

 

 



Step 3. Make the desired changes and click Save to save all settings.
  
Delete a Trusted Domain
 
Step 1. Log in to the web configuration utility and choose Firewall > Content Filtering. The 
Content Filtering page opens:
 

 

 
Step 2. Check the desired check box URL and then click Delete.
 



 
Step 3. Click Save to apply settings.
 


