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This document describes a variety of optionsto configure LDAP as an authentication method for UCS
Manager and CIMC using Linux based OpenLDAP and 389 Directory Servers.



Background Information

Due to the extensive variability of OpenLDAP server configurations, an exhaustive treatment is beyond the
scope of this document. This article instead emphasizes commonly implemented configurations spanning
multiple Linux distributions, LDAP server packages, and attribute schemas. For the purpose of clarity and
simplicity, this document addresses standard LDAP configurations. Configuration of Secure LDAP
(LDAPS) is not covered in this document.

Prerequisites:

Knowledge of these topicsis highly recommended:

e UCSB saries
e UCSC series
e Linux Sever administration

Components Used

The information in this document is based on these software and hardware versions;

UCS Manager firmware version: 4.3(2c)

Fabric Interconnect model: UCS-FI-6454

UCS C Series Standalone Server model: UCSC-C240-M5
UCS C Series Standalone firmware version: 4.3(2.250045)
Ubuntu 20.04

CentOS Stream 10

Settings used for this demonstration:

LDAP Server hosthame: test

Server domain: XXXXXXXXX.com

Server FQDN: test. XXXXXXXXX.com

Linux Server (Ubuntu and CentOS) IP address: X.X.X.19

OpenLDAP Users(s): testuserl, testuser2

OpenLDAP Group(s): it



» OpenLDAP Bind User account: bind_user
Note: the linux Nano text editor was used in this |ab.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Scenario 1: Ubuntu - Debian

LDAP server configuration can be performed using either a graphical interface, such as LDAP Account
Manager, or command-line tools, depending on administrative preference and required level of control. This
scenario examines configuration using Linux-based OpenLDAP, beginning with a GUI-based deployment
and subsequently transitioning to command-line utilities to explore advanced capabilities, including overlay
plugins (commonly utilized in integrations with Cisco UCS Manager).

Option 1: Configure OpenL DAP using Ubuntu LDAP Account Manager (LAM)

Step 1: Initial Configuration of the Linux server hosthname and net-tools.

Update ubuntu and install the net-tools package for access to tools like ifconfig, netstat etc:

sudo apt update
sudo apt install net-tools

Use the “ifconfig” command to verify the server | P address, then add it to the “/etc/hosts” file along with the
server domain name (For Example: "test.xxxxxxxxx.com" used in this lab) and hostname (For Example:
"test") in the specified format.

sudo nano /etc/hosts



GNU nano 6.2 /etc/hosts

test . XXXXXXXXX.Ccom

localhost
Test

Additionally, update the “/etc/hostname” file by replacing its contents with the hostname (test).

sudo nano /etc/hostname

GNU nano 6.2 /etc/hostname

A server reboot isrequired for these changes to take effect.

sudo reboot

Step 2: Install SLAPD, Apache, PHP and their dependencies

Next, Install Apache, PHP and their dependencies. These are used to enable GUI interaction over aweb
page :

sudo apt install apache2 php php-cgi Tibapache2-mod-php php-mbstring php-common php-pear -y

Install Open LDAP server package ”slapd” and its dependencies (Idap-utils)

sudo apt install slapd Tdap-utils -y



During dlapd installation, in the GUI pop up presented - enter the extra required SLAPD package
configuration.

Note: Loosing password requires areinstall of the LDAP server.

The “administrator” (admin) in this context is an account that is used to manage the OpenLDAP service,
modules and configurations.

Add the LDAP package “administrator” password and hit enter on the keyboard to select “OK”.

Package configuration

| Configuring slapd |}

Please enter the password for the admin entry in your LDAP directory.

Administrator password:

Confirm the password:

| Configuring slapd |}

Please enter the admin password for your LDAP directory again to verify that you have
typed it correctly.

Confirm password:

<0k>

Oncethe installation is completed, you can use the specified command to reconfigure the SLAPD package,
adding domain information:

sudo dpkg-reconfigure slapd



Y ou can accept the default “No” option for the “Omit OpenLDAP server Configuration” and hit enter:

| Configuring slapd |

If you enable this option, no initial configuration or database will be created for you.

Omit OpenLDAP server configuration?

<Yes>

Type in the domain name and press enter:

| configuring slapd |}

The DNS domain name is used to construct the base DN of the LDAP directory. For example,
'foo.example.org' will create the directory with 'dc=foo, dc=example, dc=org' as base DN.

DNS domain name:

oo con

<0k>

For this lab, “xxxxxxxxx” is used as “Organization name’:

| Configuring slapd } )

Please enter the name of the organization to use in the base DN of your LDAP directory. |

Organization name:

XXX xxxxxxx

Next, type the “ Administrator password”, confirm it

For the other configuration options, keep the defaults and press the Enter key on the keyboard to complete
configuration.

Verify SLAPD installation using the command:

sudo slapcat



test@Ptest:~$
test@Ptest:~% sudo slapcat
dn: dc=XXXXXXXXX dc=com

objectClass: top

objectClass: dcObject

objectClass: organization

0. XXXXXXXXX

0C ! XXXXXXXXX

structuralObjectClass: organization

entryUUID: 7baecf3e-c365-1031T-8081-c70784Tb9049
creatorsName: cn=admin, dc= xxxxxxxxx,dc=com
createTimestamp: 20250512101324Z

entryCSN: 20250512101324.193801Z#000000#000#000000
modifiersName: cn=admin, dc=xxxxxxxxx,dc=com
modifyTimestamp: 20250512101324Z

s B

Step 3: Install LDAP Account Manager

Install LDAP Account Manager (LAM) for the creation and management of LDAP Users and Groups.

sudo apt -y install ldap-account-manager

Enable PHP-CGI PHP extension, required by LAM.

sudo a2enconf php*-cgi

Reload Apache to activate the new configuration.

Restart and Enable Apache service to auto-start at boot time:

sudo systemct]l reload apache2
sudo systemct]l restart apache2
sudo systemct]l enable apache2



Verify the Apache Server statusis“Running” and "Active”

sudo systemct] status apache2

5 1 sudo systemctl status apache2
® apache2. vice - The Apa HTTP Server
Loaded: loaded (/lib/ emd/system/apache2.service; enabled; vendor preset: enabled)
Active: active (running) |since Mon 2025-85-12 12:22:85 CEST; 18s ago
Docs: https://httpd.apache.org/docs/2.4/
Main PID: 19264 (apache2)
Tasks: 6 (limit: 19044)
Memory: 13.1M
CPU: 98ms
CGroup: /

tem.slice/apache2.service

—19264 [us bin/apache2 -k start

—19265 /usr/sbin/apache2 -k start
19266 /usr/sbin/apache2 -k start
19267 /usr/sbin/ape -k start
19268 / in/ che2 -k start
19269 /us ¢ start

Configure Ubuntu Firewall to allow Port 80(\Web), 443 (secure Web), 389(LDAP) and 636 (Secure LDAP if
required)

sudo ufw enable

sudo ufw allow 22 <optional>

sudo ufw allow 80

sudo ufw allow 443

sudo ufw allow 389 <LDAP port number>

sudo ufw allow 636 <Secure LDAP port number - optional>



test@Ptest:~% sudo ufw enable

Command may disrupt existing ssh connections. Proceed with operation (y|n)? vy
Firewall 1s active and enabled on system startup
testPtest:~$ sudo ufw allow 22

[sudo] password for test:

Rule added

Rule added (vé)

test@test:~$ sudo ufw allow

Rule added

Rule (vé)

test@Ptest:~$ sudo

Rule :

Rule (vé)

test@Ptest:~% sudo

Rule

Rule (vé)

test@test: ufw allow

Rule

Rule

testiitest:

Verify the Ubuntu Firewall status:

sudo ufw status

testPtest:~% sudo ufw status
Status: active

To

22
806
443
389
636
22 (vé6)
80 (vé)
443 (vé)
389 (vé)
636 (vé)

Action

ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW
ALLOW

From

Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere




Step 4: Configure LDAP Account M anager

To configure LDAP Account Manager (LAM) from the GUI, open aweb browser, enter the Linux server 1P
address and add the 'lam' path to it as shown:

http://X.X.X.19/Tam

E© @ Welcome to Firefox X |+
C a| neeo/(ER 19/ |
@ http// 19/lam — Visit

Click on"LAM configuration” then select “Edit server profiles’.

Want more features? Get LAM Pro! [ <, LAM configuration ] (

Username  [Manager ]

Password |

Language English (Great Britain) v

Login

LDAP server  |dap:/flocalhost:389
Server profile  lam

LAM Login




LDAP Account Manager - 7.7

% Edit general settings

[ Edit server profiles ]

E Import and export configuration

4« Back to login

Type in the default lam password “lam” to log in.



Please enter your password to change the server preferences:

Profile name lam
Password (e | '@

Ok

<, Manage server profiles

Within the General Settings tab, verify the Server settings, “Language” and “ Timezone”.

In the Tool settings section, edit and add the required domain name in the Tree suffix field as shown below:

3 Tool settings

Hidden tools
PDF editor O LDAP imporvexport [ Tree view
Schema browser O WebAuthn devices O OU editor O
Profile editor O Multi edit O Server information 0O
File upload O Tests O
Tree view
Tree suffix [ de=xxxxxxxxx ,dc=com ] W

Edit the Security settings section to include an “admin” user used to manage the SLAPD service.

Ll § i
d Security settings

Login method Fixed list v @
List of valid users *

cn=admin , de=xxxxxxxxx , dc=com o

Set a“Profile Password”. This password is used for subsequent logins to the LAM configuration interface,



for this example "ciscol23" is configured instead of the default “lam” password.

Save the configuration:

- Profile password

New password

Reenter password

The session is then restarted on the LAM configuration GUI interface.
Log back in (LAM configuration >> Edit server profiles) using the new password created.

Click on the “Account types’,

s, General settings “» Account types #& Modules « Module settings

Scroll down and edit the default Active account types with the domain name information in the LDAP
suffix field. As an example, the default content of the “LDAP suffix” field displays avalue as
“ou=People,dc=my-domain,dc=com”.

In the case there is a need to create new Organisational Units, replace the content of the “LDAP suffix” field
to contain the name of the Organisational Unit.

The format is shown as “ou=<organizational_unit>,dc=xxxxxxxxx,dc=com”.

For this demonstration, the OU for Usersis “People” and the OU for Groupsis“Groups’.

Save the configuration.



Active account types

Users User accounts (e.g. Unix, Samba and Kolab) X
[ LDAP suffix ou=People,dc=xxxxxxxxx,dc=com ] @
List attributes #uid; #givenName;#sn;#uidNumber;#gidNumber 7]
Custom label 7]
Additional LDAP filter 7]

Hidden 0w

& Groups Group accounts (e.g. Unix and Samba) T R
[ LDAP suffix | ou=Groups,dc=xxxxxxxxx,dc=com J 7]
List attributes #en:#gidNumber;#memberUID;#description (7
Custom label @
Additional LDAP filter 1]

Hidden 0w

Scroll down to Options section and ensure to check the “ Set primary group as memberUid”.

By default the “ Set primary group as memberUid” option is not set on group objects. Activating this allows
for the use of OpenLDAP “Primary group” like a standard LDAP group, where the “memberUid” can be
referenced (For Example: Inthe UCS C series server configuration). If this option is unchecked, login for
users that belong to any Primary group fails.

Save the Configuration.

Options
Password hash type SSHA v| @
Login shells Ibin/dash (7]
fhinffalse
fhinfksh
fhinfsh

[ Set primary group as memberUid (7] ]

£\ unix

e

Groups
GID generator Fixed range v @
Minimum GID number * |1mm @
Maximum GID number * [20000 (7]
Suffix for GID/group name check [ @

Disable membership management (7]



Step 5: Create OUs, Groupsand Users

Loginto LAM asthe “admin” user with the same password created during installation, to create Users and
Groups belonging to the earlier created OUs (People and Groups) respectively:

User name admin v
Password | {eesesed

Language English (Great Britain) v

LDAP server |dap://localhost:389
Server profile lam

Create the earlier specified OUs in the LAM Configuration section.
Click on Create.

Users 8 Groups

The following suffixes are missing in LDAP. LAM can create them for you.
You can setup the LDAP suffixes for all account types in your LAM server profile on tab "Account types”.

ou=People,dc=xxxxxxxxx,dc=com
ou=Groups,dc=xxxxxxxxx,dc=com

Next, in LDAP Account Manager, create the "it" Group:



Select the Groups tab and click on New group

[ < New group ] 1+ File upload

Group count: 0

Actions Group name

Sort sequence VA

GID number Grouj
VA L 7\

| Filtersy [

Set the Group name as “it”.

Note: While Cisco UCS systems are generally resilient to case variations, maintaining lowercase
naming conventionsis a best practice to ensure long-term interoperability across diverse LDAP

server infrastructure environments.

Leave the GID Number field blank. LDAP Account Manager (LAM) is designed to automatically populate

this field with the next available value.

Provide adescription if desired and click on Save

Users g Groups
» Set password
New group

default  Load profile

Suffix Groups > XXXXXXXXX > com

RDN identifier cnig

{‘\ Unix [ Group name

GID number

Description

Group members

Edit members &



Click on the “Users’ tab to create User accounts and select “New user”.

[f New user J 1+ File upload

User count: 0

Actions User name First name Last name L
Sort sequence W& Va4 V4 |
] Filtersy | | | (

Popul ate the required fields for “testuserl” user in the Personal tab.

1 Users g Groups
& Save » Set password defaut © |
New user

Suffix | People > xxo000xx > com I RDN identifier cn

[ < Personal ] Firstname  [Test o -
L A

Q) Unix ast name Userl o
3 Shadow Initials o
Description 90

Select the Unix tab, add testuserl in the User name field. Include user in the “it” group.

For this demonstration, only the “it” group exists so it is already pre-populated.

Maintain the RDN identifier as the “Common Name” (cn). This enables the system to automatically
populate the "Common name" field using the value specified in the "User name" field.

Leave the UID Number field blank as LAM automatically popul ates the field with available values.

Add photo



d save < Sel password default  Load profile
Test Userl
Suffix  People > xxxxxxxxx > com RDN identifier cn -
:" Personal User name * [tesi.rserl
[ A Unix ] Common name  [jastuserl Xe O
® Shadow UID number [
Gecos |
[ Primary group i ]
Create group with same name
Additional groups Edit groups @
Home directory * |momersuser
Login shell fhinfbash v
Select the Shadow tab,
Shadow account extension is nhot used.
Click on “ Set Password”.
Set the user password
Click OK and Save
f1 Users & Groups
3 say 5 [ =3 Set passwor{ o
Test Userl
Set password %
, Suffix 3 -
! Password Jeeevanes l Q
& Personal A Repeatpassword | feese| ]
A IREE Force password change | - (7]
[ =& Shadow 1 Q Unix
Cancel

4 Ok I Set random password

L7



Repeat the specified steps described previously in order to create “testuser2” User Account and the
“bind_user” account.

Click on“Users’ tab to verify the creation of all desired users. (Having the same value in the gidNumber
column confirms that the created users belong to the same Group - it)

m ’ (3“'[':]\‘

== New user & Delete selected users File upload by
User count: 3
Actions User name First name Last name UID number 6'0 number A
Sort sequence i L 7 L 7 L 7 L7
Filter %

bind_user Bind User3 10002 10000
testuserl Test Userl 10000 10000

testuser2 Test User2 10001 10000

Step 6: Testslocal LDAP login

Log into another Linux based system, having reachability to the OpenLDAP server.
Run the specified |dapsear ch command to verify that LDAP works:

ldapsearch -x -h X.X.X.19 -p 389 -b "dc=xxxxxxxxx,dc=com" "uid=testuserl" sn cn givenName

“de=xx000xx, de=com”

xxxx,dc=com

Configuration parameterson CIMC



Loginto CIMC.

In the Navigation pane, select Admin, User Management and LDAP.

Popul ate the LDAP configuration parameters as shown below:

* Enable LDAP; Checked
* Base DN: dc=xxxxxxxxx,dc=com

¢ Domain; XXXXXXXXX.com

» LDAP Server: <ldap _server IP or FQDN> X.X.X.19

» Bind Parameters: “Login Credentials’ or “Configured Credentials’
- When using Configured Credentials, add the bind_user DN exactly as configured on the LDAP
server:
- EQ: cn=bind_user,ou=Peopl e,dc=xxxxxxxxx,dc=com

¢ Search Parameters:
- Filter Attribute: “cn” or “uid”
Group Attribute: memberUID

» LDAP Group Authorisation - Checked
Group Name: it
Group domain: XXXXXXXXX.com
Role: read-only (any desired role)

(] er Management / LDAP

Local User Management LDAP TACACS+ Session Management

+ LDAP Settings

Enable LDAP: []

+ Binding Parameters » Search Parameters » LDAP CAL(
Base DN: | demooooooood descom
Method: | Configured Credentials v Filter Attribute:  uid 7]
Domain: | O0OOo00L Com
Binding DN: | cn=bind_user.ou=People.dc=xx Group Attribute: = memberUID 9
Enable Secure LDAP:
Timeout (for each server): 60 (0-180) seconds Password: | s AltTEHA:
MNested Group Search Depth: 128 (1-128)

+ Configure LDAP Servers » Group Authorization

{®) Pre-Configure LDAP Servers
LDAP Servers

a 388 :)

389

LDAP Group Autherization: [/

389

Inclex Group Name Group Domain Raole
3268

1 it EREAHINRE, COM read-only
( )

3268

" - - L b |

() Use DNS to Configure LDAP Servers
DNS Parameters 4



Save the configuration and test LDAP user login.
Configuration parameterson UCS Manager

Log into UCS Manager.
In the Navigation pane, select Admin, User Management and LDAP.
Populate the LDAP configuration parameters as shown below:

* LDAP Providers:
- Hostname: <FQDN or IP Address of LDAP server>
- Bind DN: cn=bind_user,ou=People,dc=xxxxxxxxx,dc=com
- Base DN: dc=xxxxxxxxx,dc=com
- Port: 389
- Enable SSL: Disabled
- Filter: uid=%userid
- Group Authorization: Enabled
- Group Recursion: Non Recursive
- Target Attribute: gidNumber
* LDAP Group Maps:
- LDAP Group DN: 10000 <gidNumber for "it" group>

GEnerH

* Al
* Faults nts and Audit
aults, Events a it Log Actlons Properties
* User Management
Delete (Hestl\ame.'FDDN {or IP Address) 9 )
= Authentication s
roer 1

Mative Authentication

en=bind_userou=People de=ioooossss, de=com

* Authentication Domains

LOAP_DOMAIN ‘ Base DN : de=mtocoo, de=com '
- LDAP (pon 38 )
» LDAP Group Maps Enable SSL
= LDAP Providar Groups G'I‘er uid=Suserid )
SERVERS Aurribute
= LDAP Providers Password
b oS Timeout 30
" TReness (VEMDI o |#1Open Loa;:) MS AD
* Liser Senvices

* Key Management LDAP Group Rules
= Security Management
P I croun Aumorization : | Disabie (s Enatie )
» Encryplion Management
{ Group Recursion  © [i=) Mon Recursive © Recursive )
» Communication Management
( Target ATt gidNumber )
» Stats Management

Use Primary Group
+ Time Zone Management

Under All >> User Management >> LDAP >> LDAP Providers>> LDAP Group Rules, the default Target
Attribute for UCS Manager is“memberOf”. By default, OpenLDAP servers do not have that attribute
enabled, hence setting the Target Attribute value to “memberOf” (or leaving it blank) causes user loginsto

fail because the OpenL DAP server does not recognize the requested Attribute value.



In this example, the “Target Attribute” value has been set to “gidNumber”.

Add the configured LDAP Provider to an LDAP provider Group. For this demonstration, the "SERVERS"
LDAP Provider Group has been created.

When configuring the “LDAP Group Maps’ in “All >> User Management >> LDAP >> LDAP Group
Maps>>", the gidNumber value (in this case “10000") is used as the “Group DN Map” as shown:

Create LDAP Group Map

(LoaP arouo o (10000 ]

| aaa

Configure an LDAP Authentication Domain (LDAP_DOMAIN) in “All >> User Management >>
Authentication >> Authentication Domains’ referencing the LDAP Provider Groups and test LDAP user
login.

Note: If the memberOf attribute is required to satisfy specific environmental requirements or to
implement the "Group Recursion” feature, it is recommended to use the second configuration
option below, which requires LDAP with Overlay extensions enabled.

While LDAP Account Manager (LAM) supports overlay configuration, please be advised that this
feature requires appropriate licensing.

For further information on configuring LDAP using LAM, refer to the official LDAP Account Manager
documentation.



https://ldap-account-manager.org/lam/docs/manual/ch04s02.html%C2%A0%C2%A0
https://ldap-account-manager.org/lam/docs/manual/ch04s02.html%C2%A0%C2%A0

Option 2: Configure OpenL DAP using Ubuntu CL I toolsand Overlays

In order to use OpenLDAP for UCS Manager authentication, two overlays are required that ensure the
groups are associated with users in away that the UCS system (UCS Manager and CIMC) can understand.

The configuration on the OpenLDAP side requires:

* "memberof" overlay: Thisoverlay creates mapping between users and groups so that if auser DN is
gueried, the memberOf attribute can be requested as part of that query. By default, no attribute for
users for group membership unless the memberof overlay is added to openLDAP

» "refint" overlay: Thisoverlay is configured to validate that entries in the member attribute in group
objects remain syncronized with the memberOf attribute of user objects. Without this service, if auser
is deleted without al'so modifying the group, orphaned DNs can remain in the group object. The refint
service ensures consistancy in both directions.

Step 1: Initial net-tools and configure Linux server hostname

Repeat Step 1 within Option 1.

Step 2: Install SLAPD

Repeat Step 2 within Option 1. (With the exception of PHP and Apache installation as Option 2 does not
require them to work - no LAM)

Ensure to allow the required ports through the Ubuntu Firewall.

Step 3: Install 'member Of' Overlay on the LDAP server

Check if the "memberOf" overlay isinstalled

sudo ldapsearch -Q -LLL -Y EXTERNAL -H Tdapi:/// -b cn=config '(olcModulelLoad=*)"

5t:~% sudo ldapsearch -Q -LLL -Y EXTERNAL -H ldapi:/// -b cn=config '(olcModulelLoad=%)"

: /usr/lib/1dap
{@}rback_mdb

To install the "memberOf" overlay, create a .Idif file named |dap.memberof.load.ldif (use any desired



naming convention) and add the specified configuration:

cat <<EOF > ./ldap.memberof.load.ldif
dn: cn=module,cn=config

objectClass: olcModulelist

cn: module olcModuleLoad: memberof
EOF

Add the configuration in the |dap.memberof.load.|dif file to the LDAP profile using the specified command:

sudo ldapadd -Q -Y EXTERNAL -H Tdapi:/// -f ./1dap.memberof.load.1dif

Configures the memberOf module and the olcDatabase entry to match the deployment
requirements, depending on the linux distributions.

Two compulsory attribute values are "olcDatabase={ 1} mdb" and "groupOfNames" as shown below.

Create the |dap.memberof.config.Idif file, populate its attributes and import its content into the LDAP
profile.

cat <<EOF > ./ldap.memberof.config.ldif
dn: olcOverlay=memberof,olcDatabase={1}mdb,cn=config
objectClass: olcMemberOf

objectClass: olcOverlayConfig
olcOverlay: memberof
olcMemberOfGroupOC: groupOfNames
olcMemberOfMemberAD: member
olcMemberOfMemberOfAD: memberOf
olcMemberOfRefInt: TRUE
olcMemberOfDangling: ignore

EOF

sudo ldapadd -Q -Y EXTERNAL -H Tldapi:/// -f ./1dap.memberof.config.ldif

Step 4: Install 'refint’ Overlay on the LDAP server

Next, Install refint to openldap:

create a Idif file named Idap.refint.load.ldif (use any desired naming convention) and add the specified
configuration:



cat <<EOF > ./ldap.refint.load.1dif
dn: cn=module,cn=config
objectClass: olcModulelist

cn: module

olcModulelLoad: refint

EOF

Import the configuration in the Idap.refint.load.|dif file to the LDAP profile using the specified command:

sudo Tdapadd -Q -Y EXTERNAL -H Tdapi:/// -f ./ldap.refint.load.l1dif

Configure refint, which maintains referencial integrity between groups and users.

Configures the refint module and its olcDatabase entry to match the deployment requirements.

Create the Idap.refint.config.ldif file and import its content into the LDAP profile.

cat <<EOF > ./ldap.refint.config.ldif

dn: olcOverlay=refint,olcDatabase={1}mdb,cn=config
objectClass: olcConfig

objectClass: olcOverlayConfig

objectClass: olcRefintConfig

olcOverlay: refint

olcRefintAttribute: memberOf member

EOF

sudo ldapadd -Q -Y EXTERNAL -H Tdapi:/// -f ./1dap.refint.config.1dif

Upon installation of both pluging/extensions, the output to the specified |dapsearch command is similar to
the output shown below:

sudo ldapsearch -Q -LLL -Y EXTERNAL -H Tdapi:/// -b cn=config '(olcModulelLoad=%*)"



test@test:~$ sudo ldapsearch
dn: cn=module{&} i
objectClass:

cn: module{@}
olcModulePath:
olcModuleload:

sr/lib/ldap
back_mdb

dn: cn=module{l},cn=config
objectC olcModulelist
cn: modul F
olcModulelLoad: {@}memberof
dn: cn=module{2},cn=config
objectClass: olcModulelList
cn: module{2}

olcModulelLoad: {@}refint

-Q -LLL -Y EXTERNAL -H ldapi:

-b cn=config

'(olcModulelLo

When both plugins/extensions are configured, the output to the specified |dapsearch command is similar to

the output shown:

sudo ldapsearch -Q -LLL -Y EXTERNAL -H Tdapi:/// -b cn=config '(olcOverlay=memberof)'

s |

cOverlay=memberof)'

sudo ldapsearch -Q -LLL -Y EXTERNAL -H Tdapi:/// -b cn=config '(olcOverlay=refint)'

ibute:

intAttr

memberOf

cn=config

Restart the slapd service for the newly installed pluging/modules to be usable:

sudo systemct] restart slapd

"(ol




Step 5: Create OUs, Usersand Groups

Create Organizational Units (for Users and Groups), Users and Groups.

Create the Users (People) and Groups (Groups) OUs and import them into the LDAP profile. Thisrequires
the "admin" account password:

cat <<EOF > ./ldap.ou.add.1dif
dn: ou=People, dc=xxxxxxxxx,dc=com
objectClass: organizationalUnit
ou: People

dn: ou=Groups,dc=xxxxXXxxxxx,dc=com
objectClass: organizationalUnit

ou: Groups
EOF

sudo ldapadd -xcWD cn=admin,dc=xxxxxxxxx,dc=com -f ./ldap.ou.add.1dif

= XXXXXXAXXX ; dCZCDITI
1izationalUnit

-f ./ldap.ou.add.ldif

adding new entry "

Create the Users (testuserl, testuser2 and bind_user), map them to their respective OUs (People), add them
to their Groups using gidNumbers (good practice), and import the users into the LDAP profile.

cat <<EOF > ./ldap.users.1dif

dn: uid=testuserl,ou=People,dc=xxxxxxxxx,dc=com
objectClass: inetOrgPerson

objectClass: posixAccount

objectClass: shadowAccount

uid: testuserl

sn: Userl

givenName: Test

cn: testuserl



displayName: Test Userl
gidNumber: 10000

uidNumber: 10000

userPassword: ciscol23

gecos: Test Userl

loginShell: /bin/bash
homeDirectory: /home/testuserl

dn: uid=testuser2,ou=People,dc=xxxxxxxxx,dc=com
objectClass: inetOrgPerson
objectClass: posixAccount
objectClass: shadowAccount
uid: testuser?

sn: User?2

givenName: Test

cn: testuser?2

displayName: Test User2
gidNumber: 10000

uidNumber: 10001

userPassword: ciscol23

gecos: Test User2

loginShell: /bin/bash
homeDirectory: /home/testuser2

dn: uid=bind_user,ou=People, dc=xxxxxxxxx,dc=com
objectClass: inetOrgPerson
objectClass: posixAccount
objectClass: shadowAccount
uid: bind_user

sn: User3

givenName: Bind

cn: bind_user

displayName: Bind User3
gidNumber: 10001

uidNumber: 10002

userPassword: ciscol23

gecos: Bind User3

loginShell: /bin/bash
homeDirectory: /home/bind_user
EOF

sudo Tdapadd -xcWD cn=admin,dc=xxxxxxxxx,dc=com -f

./1dap.users.1dif



testitest: cat <<EOF .fldap.users.ldif
dn: uid=testuserl,ou

objectClass: inetOrg

objectClass: posixAcc

objectClass: shadowAc

uid: testuserl
sn: Userl
givenName: Test
cn: testuserl
displayName: Test
gidNumber: 10080
uidNumber: 10008
userPassword: cisc
gecos: Test Userl
loginShell: /bin/bash
homeDlirectory:

dn: uid=testuser?,ou=People, dc=XXXXXXXXX,dc=com
objectClass: inetOrgPerson
objectClass: posixAccount
objectClass: shadowA

uid: testuser?2

sn: Userl

givenName: Test

cn: testuser2

displayName: Test User?
gidNumber: 180880
uldNumber: 1081l
userPassword: clscol:
gecos: Test User?2
loginShell: /bin/
homeDirect

dn: uld=bind_user,ou=People,dc=xxxxxxxxx,dc=com
objectClass: 1netOrgPerson

objectClass: posixXAcCCO

objectClass: shadowAc

uld: bind_user

sn: Userd

givenName: Bind

cn: bind user

displayName: Bind User3

gidNumber: 18681

uidNumber: 108002

userPassword: 1SCO

gecos: Bind User3

loginShell: /bin/bas

homeDirectory:

EOF
testPtest: J ] =X CWI nin, de=xxxxxxxxx,dc=com -f ,/ldap.users.ldif
Enter LDAP i 2

adding new entry “uid=testuserl,ou=People, dc=xxxxxxxxx,dc=com

adding new er y i : People, de=xxxxxxxxx,dc=com

adding new entry ] in sel People, dc=xxxxxxxxx,dc=com

Create the Groups (it), map them to their respective OUs (Groups), associate group members (testuserl,
testuser2), and import them into the LDAP profile:




cat <<EOF > ./ldap.group.create.ldif

dn: cn=it,ou=Groups,dc=xxxxXXxxxx,dc=com
objectClass: groupofnames

cn: it

member: uid=testuserl,ou=People,dc=xxxxxxxxx,dc=com
member: uid=testuser2,ou=People,dc=xxxxxxxxx,dc=com
EOF

sudo Tdapadd -xcWD cn=admin,dc=xxxxxxxxx,dc=com -f ./ldap.group.create.ldif

./ldap.group.create.ldif
XXXXXX ,dc=com

member: uid=testuserl, ou=People,dc=xxxxxxxxx,dc=com
member: uid=testuser2,ou=People,dc=x Xxx,dc=com

ldapadd -xcWD cn=admin, de=xxxxxxxxx,dc=com f ./ldap.group.create.ldif

=1t, ou=Groups, de=xxxxxxxxx,dc=com

Note: Even if the memberOf attribute is not explicitly defined during the creation of Users or
Groups, the system automatically generates and maintains this reference. Once the user is
associated with a group, the memberOf attribute reflects these memberships automatically,
ensuring the directory remains synchronized with the current access structure.

Step 6: Testslocal LDAP login

Verify user login to the LDAP server using the specified command (replace login parameters depending on
your environment):

sudo Tdapsearch -x -LLL -b uid=testuserl,ou=People,dc=xxxxxxxxx,dc=com memberOf

rch LLL -b uid=testuserl,ou=People,dc=xxxxxxxxx,dc=com memberOf
le, de=xxxxxxxxx,dc=com

25, de=xxxxxxxxx,dc=com




Configuration parameterson CIMC

Loginto CIMC.

In the Navigation pane, select Admin, User Management and LDAP.

Popul ate the LDAP configuration parameters as shown below:

Enable LDAP: Checked
¢ Base DN: dc=xxxxxxxxx,dc=com

* Domain: XXXXXXXXX.Com

* LDAP Servers. <ldap_server_IP or FQDN> X.X.X.19

» Bind Parameters: Could be “Login Credentials’ or “Configured Credentials’
- When using Configured Credentials, add the bind_user DN exactly as configured on the LDAP
server:
- EQ: "cn=bind_user,ou=Peopl e,dc=xxxxxxxxx,dc=com" or
"uid=bind_user,ou=People,dc=xxxxxxxxx,dc=com"

¢ Search Parameters:
- Filter Attribute: “cn” or “uid”
- Group Attribute: member

» LDAP Group Authorization - Checked
- Group Name: it
> Group domain: XXXXXXXXX.com
- Role: read-only (any preferred role)



f er M ment | LDAP

Local User Management LDAP TACACS+ Session Management

v LDAP Settings

Enable LOAP: (] + Binding Parameters v Search Parameters » LDAP CA
Base DN: | de=oooseoo:de=com :
Method: | Configured Credentials v Filter Attribute: | uid (7]
Domain: | oooomomcom :
Binding DN: |uid=bind_user,ou=People,dc=xx Group Attribute: | member (7 ]
Enable Secure LDAP:
Timeout {for each server): | G0 (0-180) seconds Premond: | Lo Attribuly;
| Nested Group Search Depth: | 128 (1-128)
+ Configure LDAP Servers + Group Authorization
. Pre-Configure LDAP Servers
LDAP Servers LDAP Group Authorization: [+
HS 389
3 389
5 Index Group Name Group Domain Raole
4, 3268
. 1268 ( 1 it N0 LT fead-only )
2
[ 3268
{) Use DMS to Configure LDAP Servers N
DNS Parameters 4

Save the configuration and test LDAP user login.

Configuration parameterson UCS Manager

Log into UCS Manager.

In the Navigation pane, select Admin, User Management and LDAP.

Popul ate the LDAP configuration parameters as shown below:

* LDAP Providers:
Hostname: <FQDN or IP Address of LDAP server>
Bind DN: uid=bind_user,ou=People,dc=xxxxxxxxx,dc=com
Base DN: dc=xxXxXxxxxx,dc=com
Port: 389
Enable SSL: Disabled
Filter: uid=$userid
Group Authorization: Enabled
Group Recursion: Recursive
- Target Attribute: memberOf
* LDAP Group Maps:
LDAP Group DN: cn=it,0u=Groups,dc=xxxxxXxxxx,dc=com



v AN General Events

* Faults, Events and Audit Log

Actlons Propertes
* User Management
Delete Hostname/FODN (or IP Address) : 19
I Ces - )
r L] L

: wid=bind_user,ou=Pegple,dc=coocoxxx,de=com
* Authentication Domains.

LOAP_DOMAIN ‘ Base DN ¢ do=0000xx, de=com ,

- LDAP Port . 389
» LDAP Group Maps Enable S5L : 0
* LDAP Provider Groups (ruer  uid=Suserid)
SERVERS Anribute :
= LDAP Providers Password :
Confirm Password :
» RADIUS
Timeou © 30
» TACACS+ '
{( vendor : |(® Open Ldap) i Ms AD
* User Services )
» Koy Management LDAP Group Rules

* Security Managaement

‘Gmmmmzallm: ' Disable (=) Enable ’
Group Recursion - | Non Recursive (s Recursive

+ Encryption Management

» Communication Management

Target Attribute : memberOf
» Stats Management

Use Primary Group : O
* Time Zone Management

Add the configured LDAP Provider to an LDAP provider Group. For this demonstration, the "SERVERS"
LDAP Provider Group is used.

Configure the LDAP Group Maps adding an "LDAP Group DN", retrieved from the LDAP server.

Create LDAP Group Map

GDAP Group DN : | cn=it,ou=Groups,dc=xxoocoo,dc=com

Roles Locales

[ | aaa

|_| admin

|| facility-manager
|:| network

| gperations

| read-only

| server-compute
|| server-equipment
server-profile

| | server-security
[ storage

| | testrole




Configure an LDAP Authentication Domain (LDAP_DOMAIN) in “All >> User Management >>
Authentication >> Authentication Domains’ referencing the LDAP Provider Groups(SERV ERS) and test
LDAP user login.

Next lets ook at setting up the same (with Overlay) in a separate Linux Distribution (CentOS 10)

Scenario 2: CentOS Stream 10 - Fedora

The configuration procedures for Lightweight Directory Access Protocol (LDAP) vary depending on the
underlying operating system version. This section focuses on the implementation of LDAP on CentOS
Stream 10.

While many Linux distributions utilize OpenLDAP, CentOS Stream 10 and contemporary Fedora-based
systems utilize the 389 Directory Server (389 DS) as the default LDAP provider.

Note: Although 389 DSis considered the successor to OpenL DAP within the CentOS and Red Hat
ecosystems, the two solutions are not directly interchangeable. Their respective directory
structures, configuration files, and operational environments differ significantly.

This guide provides the necessary steps to successfully configure LDAP using 389 DS within a CentOS
Stream 10 environment.

Option 1: Configure LDAP using 389 Directory Server on CentOS
Stream 10

Step 1: Initial setup

Repeat Step 1 in Scenario 1, Option 1.

CentOS systems do not utilize the APT package management suite. To perform the necessary software
installations on CentOS Stream 10, use the dnf (Dandified YUM) or yum package managers

sudo yum update
sudo yum install net-tools

Verify the server IP address using the “ifconfig” command.



Add the Server |P address to the “/etc/hosts’ file along with the server fully qualified domain name (For
Example: test.xxxxxxxxx.com used in this lab) and hostname (For Example: test) in the specified format
below:

sudo nano /etc/hosts

GNU nano 8.1 /etc/hosts

* A ot
ao

storical rea
.19 test . XXXXXXXXX.Ccom

127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomainé
localhost localhost.localdomain localhosté localhosté.localdomainé

S ¥ L. It 1 t ¥ ¥ 5\ r ¥ ' Yy + ¥ 1
----- ) ) ) 1 Dropel I i anag

Update the “/etc/hostname” file by replacing its contents with the hostname (test).

sudo nano /etc/hostname

GNU nano 8.1 /etc/hostname

A server reboot is required for these changes to take effect.

sudo reboot

Step 2: Install EPEL repo and 389 Server package

Install and Update the EPEL repository.

Install the 389 Directory Server package.



sudo dnf install -y epel-release
sudo dnf update -y epel-release
sudo dnf install 389-ds-base

Create a Directory Template file which contains the desired LDAP Server settings parameters:

sudo dscreate create-template ldapconfig.conf

Verify the content of the created template file (Idapconfig.conf)

sudo cat Tdapconfig.conf

Edit the ldapconfig.conf template file.

sudo nano ldapconfig.conf

Insert the specified configuration entries into the file and save your changes.

Note:Different modifications can be required according to the specific needs or requirements of
each environment.

This example cover the baseline configurations for this demonstration.

[general]
config_version = 2
selinux = True
[sTapd]

instance_name = localhost
root_dn = cn=admin
root_password = ciscol23

[backend-userroot]
sample_entries = yes
suffix = dc=xxxxxxxxx,dc=com

The template file defines the configuration parameters for the "localhost” directory instance. Thisincludes
setting the administrative user ("admin"), the associated password, and the domain context
("XXXXXXXXX.com™).



Create the "localhost" directory instance using the template edited earlier. The specified command creates
and starts the LDAP Directory server:

sudo dscreate -v from-file ldapconfig.conf

Verify that the LDAP service is running on the server

ss -ntl

Local Addres
E'] |

Adjust the CentOS firewall to allow the required port(s) for LDAP (389 and/or 636).

For this demo, the firewall isturned off.

sudo systemctl stop firewalld

Verify that LDAP works locally on the LDAP server by running the specified command and ensure that it
returns LDAP output as shown:

sudo ldapsearch -x ldap://localhost -b "dc=xxxxxxxxx,dc=com"



$ sudo ldapsearch -x ldap://localhost -b “dc=xxxxxxxxx,dc=com”
extended LDIF

LDAPvV3

base <dc=xxxxxxxxx,dc=com> with scope subtree
filter: (objectclass=x)

requesting: ldap://localhost

XXX XXX XXX, COM

dn: dc=0000xxxx,dc=com

# Qroups, XOOMXXXXXXX,com

an: OU=groups, de=xxxxxxxxx,dc=com

# people, >00000XX,com

dn: ou=speople, dc=xxxXxxxxxx,dc=com

# permissions, XXXXXXXXX,Com

dn: ou=permissions, dc=xxxxxxxxx,dc=com

# services, XxXxXXXXXXX,COm

an: OoUu=sservices, dc=x0ouxxxx,dc=com

# demo_user, people, XXXXXXXXX,com

dn: uid=demo_user,ou=people, dc=xxxxxxxxx,dc=com

# demo_group, Groups, xxxxxxxxx,com
an: cn:de"‘o_group,oq:Groups. de=xxxxxxxxx,dc=com

# search result
search: 2
result: @ Success

# numResponses: 8
# numEntries: 7

The output contains demo accounts created by 389DS server. The LDAP server automatically created
default OUs.

The people OU for Users and the Groups OU for Groups. Additional OUs can be created depending on the
requirement.

For this demonstration, the default/auto-created OUs are used.

Check the official 389D S documentation for details about extensive use of the 389D S package:

Step 3: Create LDAP Groupsand Users



https://www.port389.org/docs/389ds/documentation.html

Create a Group (it) using the specified command: sudo dsidm <instance_name> group create.

For this demonstration, the instance nameis "loca host".

sudo dsidm Tocalhost group create

Enter the terminal prompt to populate the Group details as shown:

$ sudo dsidm localhost group create
[sudo] password for test:
Enter basedn : dc=>oxoooxxxxxx,dc=com

Enter value for cn : 1t
Successfully created 1t

s i

Create testuserl User account using the command:

sudo dsidm localhost user create

Enter the terminal prompt to populate the user details as shown

$ sudo dsidm localhost user create
Enter basedn : dc=>ooxxxxxxx,dc=com
Enter value for uid : testuserl
Enter value for cn : testuserl

Enter value for displayName : Test Userl

Enter value for uidNumber : 10000

Enter value for gidNumber : 10000

Enter value for homeDirectory : /home/testuserl
Successfully created testuserl

Create a password for testuser1 using the specified command and enter the CLI prompt:



sudo dsidm Tocalhost account reset_password uid=testuserl,ou=people,dc=xxxxxxxxx,dc=com

le de=sxxxxxxxxx,dc=com

Add the User to a Group using the specified command: "sudo dsidm <directory_instance> group
add_member <group_cn> <user_dn>"

sudo dsidm Tocalhost group add_member it uid=testuserl,ou=people,dc=xxxxxxxxx,dc=com

Repeat the User creation stepsto create testuser2 and bind_user.

S

Note:Ensure that each user is explicitly added to their intended groups.
Omitting this step, can result in restricted access or authorization failures.

The bind_user account does not need to be a member of an specific group, asit can be configured
as a standalone account, providing flexibility to manage administrative and service-level access
within the directory environment.

Restart the Directory instance:

sudo dsctl localhost restart

Step 4: Install member Of overlay

Install the "memberOf" plugin and restart the Directory instance:

sudo dsconf localhost plugin memberof status
sudo dsconf localhost plugin memberof enable
sudo dsctl localhost restart

Configure the "memberOf" plugin using the specified command: "sudo dsconf <directory_instance> plugin



memberof set --scope <base_dn>"

sudo dsconf localhost plugin memberof set --scope dc=xxxxxxxxx,dc=com

Mark Users as valid "memberOf" targets using the specified command: "sudo dsidm <directory_instance>
user modify <uid> add:objectclass:nsmemberof"

sudo dsidm localhost user modify testuserl add:objectclass:nsmemberof
sudo dsidm localhost user modify testuser2 add:objectclass:nsmemberof

testuserl add:ob)

+ de=xxxxxxxxx,dc=com

modified uid=testuser2, ouspeople, de=xxxxxxxxx,dc=com

Generate "memberOf" fixup for the base DN: "sudo dsconf <directory_instance> plugin memberof fixup
<base_dn>"

sudo dsconf localhost plugin memberof fixup dc=xxxxxxxxx,dc=com

Verify the user configuration:

sudo dsidm localhost user get testuserl
sudo dsidm localhost user get testuser2



The 389DS LDAP server is configured with memberOf plugin to support the memberOf attribute.

Configuration parameterson CIMC

Loginto CIMC.

In the Navigation pane, select Admin, User Management and LDAP.

Popul ate the LDAP configuration parameters as shown below:

* Enable LDAP: Checked
* Base DN: dc=xxxxxxxxx,dc=com

¢ Domain; XXXXXXXXX.com

* LDAP Servers. <ldap_server_IP or FQDN> X.X.X.19

» Bind Parameters: Could be “Login Credentials’ or “Configured Credentials”



- When using Configured Credentials, add the bind_user DN exactly as configured on the LDAP
server:
- EQ: "cn=bind_user,ou=Peopl e,dc=xxxxxxxxx,dc=com" or
"uid=bind_user,ou=People,dc=xxxxxxxxx,dc=com"

* Search Parameters:
Filter Attribute: “cn” or “uid”
- Group Attribute: memberOf

* LDAP Group Authorisation - Checked
- Group Name: it
Group domain: XXXXXXXXX.com
- Role: read-only (any preferred role)

n r Management / LDAP

Local User Management LDAP TACACS+ Session Management

v LDAP Settings

Enable LDAP: [+

+ Binding Parameters + Search Parameters » LDAP CA
Base DN: | do=suooio, do=com
Method: | Configured Credentials v Fiter Attribute: | uid 7]
Domain: | mooooooocom
Binding DN: |uid =bind _userousPeople de=xx Group Attribute: | memberOF 7]
Enable Secure LDAP:
[ dy | semmeen Attribute:
Timeout {for each server): | 60 (0-180) seconds Saewar! FEATL
Nested Group Search Depth: 123 {1-128)
+ Configure LDAP Servers » Group Authorization
(®) Pre-Configure LDAP Servers
LDAP Servars LDAP Group Authorization: [

Inclex Group Mame Group Domain Role

3268 (

.m.en.n-.wn—-l
=1
-

() Use DNS to Configure LDAP Sarvers

1
2
3
DNS Parameters 4

Save the configuration and test LDAP user login.

Configuration parameterson UCS M anager

Log into UCS Manager.

In the Navigation pane, select Admin, User Management and LDAP.

Popul ate the LDAP configuration parameters as shown below:

* LDAP Providers:
Hostname: <FQDN or IP Address of LDAP server>



- Bind DN: uid=bind_user,ou=people,dc=xxxxxxxxx,dc=com
- Base DN: dc=xxxxxxxxx,dc=com
- Port: 389
- Enable SSL: Disabled
- Filter: uid=$userid
- Group Authorization: Enabled
- Group Recursion: Recursive
- Target Attribute: memberOf
* LDAP Group Maps:
- LDAP Group DN: cn=it,ou=Groups,dc=xxxxxxxxx,dc=com

- Al General Events

» Faults, Events and Audit Log
Actlons Properties
* User Management

Delete (( Hostname/FQDN (or 1P Address) : -19 )
* Authentication

Order :h v
Mative Authentication
Bind DN 1 uid=bind_user,ou=People dc=oouoooom, de=com
* Authentication Domains:
‘ [’ = = }
LDAP_DOMAIN Base DN o =00000000, e =Com
- LDAP Part : 389

* LDAP Group Maps Enable S5L
* LDAP Provider Groups (!:"wr i wid= Suserid)

SERVERS Anribute

* LDAP Providers Password

|

» RADIUS
Timeoun 1|30
» TACACS+
(Vendnr © = Open Lna?) M3 AD
* User Sendces

* Eey Managemeant LDAP Group Rules

* Security Managament

Group Authorization Dizable (s Enable

» Encryption Management
Group Recursion Won Recursive () Recursive
» Communication Management

Target Attribute memberOf
* Stats Management

Use Primary Group
* Time Zone Management

Add the configured LDAP Provider to an LDAP provider Group. For this demonstration, the "SERVERS"
LDAP Provider Group is used.

Configure the LDAP Group Maps adding an "LDAP Group DN", retrieved from the LDAP server.



Create LDAP Group Map

GDAP Group DN : | cn=it,ou=Groups,dc=xxoocoo,dc=com

Roles Locales

[ | aaa

|_| admin

|1 facility-manager
| | network
rations

| read-only

| server-compute
|| server-equipment
|_| server-profile

| | server-security
[ storage

| | testrole

Configure an LDAP Authentication Domain (LDAP_DOMAIN) in “All >> User Management >>
Authentication >> Authentication Domains’ referencing the LDAP Provider Groups and test LDAP user
login.

Conclusion

While this guide covers essential deployment scenarios, further exploration of LDAP capabilities can
significantly enhance directory performance and security.

For additional information, best practices, and advanced configuration details, refer to the specified
resources:

OpenL DAP Officiall Documentation

LDAP Account Manager - Manual

389 Directory Server Documentation

Configure LDAP on UCS Manager
Configure Secure LDAP on UCS C Series Servers



https://www.openldap.org/doc/admin24/overlays.html
https://www.ldap-account-manager.org/static/doc/manual/index.html
https://www.port389.org/docs/389ds/documentation.html
https://www.cisco.com/c/en/us/support/docs/ip/lightweight-directory-access-protocol-ldap/218189-configure-ldap-in-ucs-manager.html
https://www.cisco.com/c/en/us/support/docs/servers-unified-computing/unified-computing-system/223064-configure-secure-ldap-on-ucs-c-series.html

