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| ntroduction

This document describes how to configure Domain LDAP authentication in an Intersight SaaS instance
using the LDAP Policy.

Prerequisites

Requirements

Knowledge of these topics.

» Lightweight Directory Access Protocol (LDAP) protocol.
» Domain Name Server (DNS) Server.
» Cisco Intersight

Components Used



Cisco Intersight SaaS instance

Microsoft Active Directory

DNS Server

Microsoft Active Directory Certificate Services (AD CS)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nfor mation

LDAPisawell known protocol used to access resources from a directory over the network. These
directories store information about users, organizations, and resources. LDAP provides a standard process to
access and manage that information that can be used for authentication and authorization processes.

This document describes the configuration process for remote authentication through secure LDAP to the
Device Console or CLI (HTTP or SSH respectively) of a peer of Fabric Interconnectsin Intersight Managed
Mode.

Configuration

Configurethe LDAP Policy

To configure the LDAP policy, log into the Intersight SaaS instance.

Navigate to the Configure section > Click Policies.
Navigate to the Policies window > Select Create Policy.

Policies

Platform Typs

Platferm Type




In the search bar, search for “LDAP”.

Select the LDAP radio button > Click Start.

Select Policy Type

Filters

Platform Type (®) LDAP

In the Create window > Choose your desired Organization > Name the LDAP policy > Click Next:



@ ocenera General

Add a name, description, and tag for the policy.
2 | Policy Details

Oraanization

default

Name

domain_LDAP_policy

Set Tags

[ Enter a tag in the key:value format.

Description

[ Description

In the Policy Details section > Select the Enable LDAP slider > Populate the Base DN, Domain and
Timeout values.

The Timeout values when set between 0 to 29, automatically defaults to 30 seconds. For this demonstration

“xXxxxxxxxx.com” is the desired domain already configured on the LDAP Server and a 30 second Timeout
value has been specified.

Policy Details

Add policy details.

All Platforms UCS Server (Standalone
@ Enable LDAP
Base Settings

Base DN Domain Timeout

r

de=x0coooxx,dc=com @J [ XXXXXXXXX.COmM @J [30

To configure Secure LDAP, enable the Enable Encryption radio button.

~

Note: The usual LDAP configuration can utilise either an IP address or an FQDN, but a Signed




Certificate is not arequirement. Therefore, when configuring "Standard”" LDAP, the Enable
Encryption option, DNS Server Network Connectivity Policy and a Certificate in Certificate
Management Policy configurations can beignored. Secure LDAP requires a DNS Server
configured for LDAP server name resolution and a Root Certificate.

(:) Enable Encryption

Under the Binding Parameters section, the default setting is L oginCredentials, which utilizes the individual

authenticating the user LDAP credentials for the bind operation. This eliminates the need to configure a
dedicated Bind User.

For this demonstration, a Bind user is configured. Therefore, the “Bind Method” is changed to
“ConfiguredCredentials’.

Binding Parameters

Bind Method © ()

LoginCredentials

LoginCredentials

Anonymous

ConfiguredCredentials




Next, add aBind DN (aBind User) and the Bind User Password. This can be any user configure on
Windows Active Directory. In this demonstration, the Administrator user is used.

‘cn=Administrator,cn=Users,dc=x000xxax,dc=com'.
In the Search Parameters section, under Filter, input “SAMAccountName=$userid”.

For Group Attributes add “member Of” and in the Attribute field add “ CiscoAvPair”. Depending on your
LDAP server configuration, you can enable Group Authorization and Nested Group Search. For this
demonstration the default Nested Group Search Depth at 128 is used.

Binding Parameters

Bind Method © (@ Bind DN Password

[ConfiguredCredemials cn=Administrator,cn=Users,dc=xxx{) sssssssss

Search Parameters

Filter Group Attribute Attribute

sAMAccountName=$userid ® memberOf ® | CiscoAvPair

Group Authorization
@) Group Authorization
+ Nested Group Search

Nested Group Search Depth

128

Within the “ Configure LDAP Servers’ section > Input the LDAP Server |P address or FQDN (required for
Secure LDAP) and Port number (389).

Secure LDAP in UCS uses STARTTL Sto enable encrypted communication using port 389.

Please note that modifying the port from 389 to 636 can cause authentication errors. Cisco UCS performs
TL S negotiation on port 636 for SSL; however, the initial connection is always established unencrypted on
port 389.

Select the LDAP Server Vendor. The available vendor options are OpenL DAP and MSAD (Microsoft
Active Directory). For this demonstration, since the LDAP server in use is Windows Server 2019, MSAD is
used.

Leave the Enable DNS button OFF as this option is not applicable to LDAP configuration in UCS Domain.



Multiple LDAP servers can be configured by clicking on the “+” icon to the extreme right of the Configured
LDAP server.

Configure LDAP Servers

(3 cnable DNS

Server Vendor &

Idapserver. XX dx.com ®

S

Note: You can keep the User Search Precedence as Local User Database or change it to LDAP
User Database depending on your use case.

Next, proceed to add a Group DN corresponding to the group configured in the LDAP server, by clicking on
Add New LDAP Group button.

User Search Precedence @)

Local User Database v

[ Add New LDAP Group ’

Name the Group, add the Group DN received from the LDAP Server and select the desired End Point Role.



Add New LDAP Group

Name

CN=IT,CN=Users,DC=xxxxxxxxx,DC=com

Domain ¢

Domain

End Point Role * (@)

admin v

Click Add > Select Create to create the LDAP policy

Note: For Domain LDAP Policy Configuration, the only supported End Point Roleis“admin” as of
the time of this document creation.

Configure Networ k Connectivity Policy

Configure a DNS server for the UCS domain by creating a Network Connectivity Policy.



4 Intersight

+ Policies

Select Policy Type

Dashboards

Filters G, Metwork ¢
Operate

Servers Platform Type

O A

() ucs server

(-!-:J Network Connectivity
Chassis
Fabiric Interconnects (a : ;

(@) UCS Domain

Integrated Systems O i LIRS

(O HyperFlex Cluster
Configure
Profiles

Templates

Policies

Select the appropriate organization > Enter the name of the policy > Click Next.

Create Network Connectivity

‘ General

Add a name, description, and tag for the policy.

2 Policy Details
Organization

[ default

Name

[ LDAP_Test_NCP

Set Tags

[ Enter a tag in the key:value format,

Description

[ Description

Define a Preferred DNS server |Pv4 address and click Create to save the policy.




Create Network Connectivity

() ceneral Policy Details

Add pe =1ails.

LICS Domain
Common Properties
IPv4 Properties

Preferred IPv4 DNS Server Alternate IPv4 DNS Server

0.0.0.0

D Enable IPvE

Ensure that aDNS server |P address is configured as well as reachable for name resolution. Ensure that
name resolution is functional for the LDAP server and the Fabric | nterconnects within the domain. For this
demonstration, the DNS server is on the same Windows machine instance asthe LDAP server.

Configure Certificate Management Policy

Next configure a Certificate Management Policy. Thisisrequired for LDAP encryption to function.



&4 Intersight

< Policies
Select Policy Type
Dashboards

Filters Q. c
Operate

Servers Platform Type (®) certificate Management
O

(O ucs server

Chassis

Fabric Interconnects .:’.j UCS Damain

Integrated Systems O UCS Chassis

O HyperFlex Cluster
Configure

Profiles
Templates

Policies

Select the appropriate organization, name the policy > Click Next

Create Certificate Management

@ cenera General
Add a name, description, and tag far the pcln;;',l.
2 Policy Details
Organization

default

Name

LOAP testcert

Set Tags

[ Enter a tag in the key:value format.

Description

[ Description

Click on Add Certificates.




(%) General Policy Details

Add policy datails.

UCE Domain

Add Certificates

Name the certificate and paste in the Root Certificate from the Microsoft Active Directory Certificate
Services.

Click Create.

Create Certificate Management

() General Policy Details

° Policy Details

Add policy details.

- Root CA (Idap_rootCA) @ Enabled @ A~ v
Certificate Name Certificate

DosjbOilUPFQ

After the LDAP, Network Connectivity and Certificate Management policies have been created, reference
the newly created policiesin the desired Domain Profile, under the “UCS Domain Configuration”, section as
shown.



% UCS Domain Profiles

Edit UCS Domain Profile (

£ Management 5 of &
) General

LCS Damain Assignment

i (] WLAM & VSAN Configuration
% Configure = Syslo Salect Policy

Paorts Configuration
- & LDAP_Testi_NCP

Click on Next, Save and Deploy the domain profile.

Upon successful domain profile deployment, secure LDAP configuration for IMM domain is complete.

Verification

To verify, attempt to log into the Device Console GUI and Fabric Interconnects CLI using one of the
configured LDAP/Active Directory users.

Test Device Console Login



afran]n.
CISCO

Device Console

Username

testuseri & J

Password

#
....I..I.l Show

L.

® 2017-2025 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc. andfor its affiliates in
the U.S and certain other countries.

Testuserl device console login is successful.

Device Console ® Q

Username

Device Connector Inventory Diagnostic Data testuserl

Raole
Account Administrator

Fabric Interconnect A (Primary) Fabric Interconnect B (Subordinate) .
Signou!

Management IPs Management |Ps
21 22

Mode Mode|

UCS-FI-6454 UCS-FI-6454

Seria Serial

Firmware Version Firmwar ion

9.3(5)143(6b) 9.3(5)143(6b)
Available Memory Available Memory
44,09 GiB 42,684 GiB

Total Memaory Tatal Memory

61.04 GIB 61.04 GiB




Test FIsSSH Login

Testuserl SSH login is successful.

3l ssh testuserlPl
Cisco UCS 6480 Series Fabric Interconnect
testuserl@l 21's password:
L= I NTATSTONT MANANOPMANT

1-A# connect nxos

Cisco Nexus Operating System (NX-0S) Software
TAC support: http://www.cisco.com/tac
Copyright (C) 2002-2825, Cisco and/or its affiliates.
All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless

otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or
GNU General Public License (GPL) version 3.8 or the GNU
Lesser General Public License (LGPL) Version 2.1 or
Lesser General Public License (LGPL) Version 2.0.
A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/1lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
1-A(nx-o0s)# show user
lspr=-arccnunt IHISATS
1-Al(nx—o0s)# show users
NAME LINE TIME IDLE PID COMMENT
testuserl pts/@ Oct 24 15:38 i 13250 | ) session=ssh
1-A(nx-os)# |

Related | nfor mation

* |ntersight Help Center

* Cisco Intersight Managed M ode Fabric Interconnect Admin Guide



https://intersight.com/help/appliance/resources/cisco_intersight_managed_mode_configuration#supported_ucs_server_policies:~:text=Click%20Create.-,Creating%20an%20LDAP%20Policy,-Lightweight%20Directory%20Access
https://www.cisco.com/c/en/us/td/docs/unified_computing/Intersight/IMM-FI-Admin-Guide/b_imm_fi_admin_guide/m_imm_fi_admin_guide_overview.html

