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| ntroduction

This document describes how to recover a 6400 Series Fabric Interconnect (FI) from the loader prompt
when you have non-usable images on the FI.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

* Cisco Unified Computing System Manager (UCSM)
* 6400 Series Fabric Interconnects
» Command Line Interface (CLI)

Components Used

The information in this document is based on 6400 Series Fabric | nterconnects.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

* You can perform these steps when both or any fabric interconnect goes down during firmware
upgrade, gets rebooted, and is stuck at the loader prompt, and you do not have working images on the
fabric interconnect.

» The solution in this document requires a Universal Serial Bus (USB) drive loaded with the necessary
filesor afile transfer protocol, such as Trivia File Transfer Protocol (TFTP). Both solutions also



require a console cableto the FI, if using TFTP, it also requires a cable to the management port of the
Fl.

» The USB must be formatted with the File Allocation Table (FAT) filesystem.

» An extraction tool such as 7-Zip or WinRAR is necessary to extract the binaries from the UCS
Infrastructure files.

Problem: 6400 Series Fabric | nterconnect Reboots and is Stuck at
the Loader Prompt

Thisis most commonly seen when the FI goes down during a firmware upgrade, gets rebooted, and is stuck
at the loader prompt. Some other scenarios you can encounter the loader prompt are when unexpected power
outages occur or severe filesystem issues are present.

Solution

Restore the 6400 FI filesystem with the images on aUSB or TFTP, a console connection is required. If
TFTPisused a cable to the FI management port is also required. Transfer and activate the newly installed
files on the FI, configure the FlI as necessary and, confirm it no longer boots to the loader prompt.

,& Caution: This article must be used only when the Fl is not recoverable any other way and cannot be
booted. Please contact Cisco TAC if you are unsure for any reason.

Restorethe Fabric Interconnect via USB

Step 1. Launch a browser and navigate to the software section on the Cisco website. Download the proper
UCS Infrastructure Software Bundle Version for 6400 Series Fl. In the example shown in the image, version 4.2(2c)
A bundleis used.
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Step 2. Right-click on the ucsinfrastructure Software Bundle file and select Extract Files.



% Note: This step requires you to have an extraction tool such as 7-Zip, WinRAR, and so on.
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Step 3. Double-click on the newly extracted uCS infrastructure Software Bundle folder.
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Step 4. Right-click on the ucs infrastructure Software Bundle inside the folder and select Extract Files.
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Step 5. Double-click on the newly extracted folder. Navigate to isan > plugin_img and copy the system and
manager files to your USB.

] + | plugin_img = (]

— - Tl “ isan ¥ plugin_img | v | Search plugin_img

ucs-2200-64004.2.2c.bin

3 ucs-2400-6400.4 2 2c bin
g ues-2500-64004.2.2c.bin
= | ucs-6400-0-system.0.3.5.142.2c bin
. ues-manager-k34.2.2¢.0in [4:]
b
L]
b |

Step 6. Directly connect a console cable and insert the USB to the FI. Open aterminal emulator and reboot
the switch, asit begins to power on continue to pressctri-c to break into the loader prompt.

p Tip: If you see any sort of image attempting to load or the FI is hung you have likely missed the
loader. Power cycle the FI and continuously press Ctrl-C immediately after powering it on.
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loader>

Step 7. Run the command cmdline recoverymode=1 t0 enter recovery mode at the loader prompt.

<#froot>
loader >

cndl i ne recoverynode=1

Step 8. Boot the system image from the physically inserted USB.

<#root>

loader>

boot usbl: ucs-6400-k9-system 9.3.5.142.2c. bin

Step 9. Run the command start to enter bash and then mount | egrep " sdajmtdblock” to display the partitions.

<#root>

switch(boot)#

start

bash-4.2#

nmount | egrep "sda| nt dbl ock"



/dev/sda8 on /opt type ext4

/dev/sda9 on /workspace type ext4
/dev/sdal0 on /spare type ext4

/dev/sda5 on /mnt/cfg/0 type ext3
/dev/sda6 on /mnt/cfg/1 type ext3
/dev/sda3 on /mnt/pss type ext3

/dev/sdad4 on /bootflash type ext3
/dev/sda7 on /logflash type ext3
/dev/mtdbTock4 on /opt/db/nvram type ext2

% Note: In some situations, you can see mtdblockO instead of mtdblock4, if so, be sure to unmount
mtdblockO in Step 10.

Step 10. Run the command umount for al the present partitionsindividualy.

<#root>

bash-4.2#

unmount /dev/sda3

bash-4.2#

unount /dev/sda4

bash-4.2#

unmount /dev/sdab

bash-4.2#

unount /dev/sda6

bash-4.2#

unount /dev/sda7

bash-4.2#

unount /dev/sda8

bash-4.2#

unount /dev/sda9

bash-4.2#

unmount /dev/sdalO

bash-4.2#

unmount /dev/ nmt dbl ock4



% Note: If any of the umount commands return target is busy, move on to the next partition to be
unmounted and try to unmount the busy partition last.

Step 11. Run afilesystem check on all the unmounted partitions individually.

<#root>

bash-4.2#

e2fsck -y /dev/sda3

bash-4.2#

e2fsck -y /dev/sda4

bash-4.2#

e2fsck -y /dev/sdab

bash-4.2#

e2fsck -y /dev/sda6

bash-4.2#

e2fsck -y /dev/sda7

bash-4.2#

e2fsck -y /dev/sda8

bash-4.2#

e2fsck -y /dev/sda9

bash-4.2#

e2fsck -y /dev/sdal0

bash-4.2#

e2fsck -y /dev/ntdbl ock4

Step 12. Initialize the system flash and wait for completion.

<#root>

bash-4.2#

init-system

Initializing the system ...



Checking flash ...

Erasing Flash ...

Partitioning ...

UCSM Partition size:10485760

Wipe all partitions

Reinitializing NVRAM contents ...Initialization completed.

Step 13. Mount the bootflash and USB. Copy the system and manager file from the USB to the bootflash
and create a symlink.

<#root>

bash-4.2#

nmount /dev/sda4 /bootflash

bash-4.2#

nmount /dev/sdbl /mt/usbslotl

bash-4.2#

cp / mt/usbsl ot 1/ ucs- 6400- k9- system 9. 3. 5.142. 2c. bin /bootfl ash

bash-4.2#

cp / mt/usbsl ot 1/ ucs- manager-k9. 4. 2. 2c. bin /boot fl ash

bash-4.2#

I'n -sf /bootflash/ucs-manager-k9.4.2.2c.bin /bootflash/nuova-si mngnt-nsg.0.1.0.001. bin

bash-4.2#

reboot

Step 14. The switch reboots and returns at the loader prompt, thisis expected behavior. Boot the system
image off of the bootflash.

<#root>

loader >

boot bootfl ash: ucs-6400- k9-system 9.3.5.142.2c. bin

Booting bootflash:ucs-6400-k9-system.9.3.5.I42.2c.bin

Step 15. After the switch completely boots, the Basic System Configuration Dialog IS displayed. Configure the Fl
per your environment.



-—=- Bagic System Configuration Dialog ----

This setup utility will guide yvou through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through thes

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modif tions to already entered wvalues,
complete input till end of section and ansver no when prompted
to apply configuratcion.

Enter the configuration method. (consolefgui) ? D

Step 16. Once the switch is configured, log into the Graphical User Interface (GUI). Navigate to Equipment >
Installed Firmware > Download Firmware. INn this step, you must use the UCS infrastructure A file that you
previously downloaded, not the extracted files. Select Local File System Or Remote File System > Browse. Choose the
infrastructure file, then select ok.

| Equipment

Wi T View _ Fabiic Intorgorocts  Servors  Thermal  Decommissioned | Femwars Moragement | Policies  Fauls  Disgnostics
| — Firmeare Auto Install  Catslop Packsge  Downlosd Tasks  Packages  Images  Upgrade Validation  Fauks
+ — TeadwccedFrer  + Bpot tml@f ol o [ Caeainy Casiog
Rame Model Package Version Running Wersion Stanup Version Backup Wersion Update Stas
» LS Manager
=il ) T 1 m X
= Fabrc nierconnects
» Fabiie Inteveannect A (primary) & Locatio (7
» [Faitric Interconnect B (subordinate) (G [ \I
* Policies
Port Auto-Discovery Policy

Browse... | uos-8400-k9-bundl..nfra.4.2.2.0.4.bin

caneel

Step 17. Navigate to Equipment > Firmware Management > Installed Firmware > Activate Firmware > UCS Manager > Fabric
Interconnects and select the drop-down for the FI in question.



Equipment

» Servars

= Fabric Interconnects.
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Step 18. Navigate to the kernel drop-down and choose the proper version. Select Apply > Yes.
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Step 19. The kernel statusis now Activating, allow 20 minutes or more for the status to be Ready.




Activate Firmware X
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Step 20. Once al the firmware is ready, verify your FlI boots successfully through a manual reboot. Use
connect local-mgmt X, where x represents the FI you have rebuilt. If your FI boots back to the loader prompt
contact Cisco TAC.

<#root>

TAC-FI-REBUILD-A#

connect |ocal-mgnt b

TAC-FI-REBUILD-B(local-mgmt)#

r eboot

Before rebooting, please take a configuration backup.
Do you still want to reboot? (yes/no):

yes

Restorethe Fabric Interconnect viaTFTP

Step 1. Launch a browser and navigate to the software section on the Cisco website. Download the proper
UCS Infrastructure Software Bundle Version for 6400 Series Fl. In the example shown in the image, version 4.2(2c)
A bundleis used.



Software Download
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Step 2. Right-click on the ucsinfrastructure Software Bundle file and select Extract Files.

% Note: This step requires you to have an extraction tool such as 7-Zip, WinRAR, and so on.
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Step 3. Double-click on the newly extracted uCS Infrastructure Software Bundle folder.
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Step 4. Right-click on the ucs infrastructure Software Bundle inside the folder and select Extract Files.
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Step 5. Double-click on the newly extracted folder. Navigate to isan > plugin_img and copy the system and
manager filesto your TFTP server root directory.
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Step 6. Connect a console and management cable to the FI. Open aterminal emulator and reboot the switch,




asit beginsto power on continue to pressctri-c to break into the loader prompt.

p Tip: If you see any sort of image attempting to load or the Fl is hung you have likely missed the
loader. Power cycle the FI and continuously press Ctrl-C immediately after powering it on.
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loader> ]

Step 7. Issue the command cmdline recoverymode=1 to enter recovery mode and configure the management
interface.

<#root>
Toader >
cmdl i ne recoverynode=1
Toader >

set ip X.X.X.X Y.y.y.y

loader >

set gwz.z.z.z

% Note: X representsthe FI IP, Y represents the subnet mask, and Z represents the gateway .

Step 8. Boot the system image from the TFTP server.

<#root>

loader>



boot tftp://x.Xx.Xx.x/ucs-6400-k9-system 9.3.5.142.2c. bin

% Note: X representsthe TFTP server |P.

Step 9. Run the command start to enter bash and then mount | egrep " sdajmtdblock” to display the partitions.

<#root>

switch(boot)#

start

bash-4.2#

nmount | egrep "sda| nt dbl ock"

/dev/sda8 on /opt type ext4d

/dev/sda9 on /workspace type ext4
/dev/sdal0 on /spare type ext4

/dev/sda5 on /mnt/cfg/0 type ext3
/dev/sda6 on /mnt/cfg/1 type ext3
/dev/sda3 on /mnt/pss type ext3

/dev/sda4 on /bootflash type ext3
/dev/sda7 on /logflash type ext3
/dev/mtdblock4 on /opt/db/nvram type ext2

% Note: In some situations, you can see mtdblockO instead of mtdblock4, if so, be sure to unmount
mtdblockO in Step 10.

Step 10. Run the command umount for all the present partitions individually.

<#root>

bash-4.2#

umount /dev/sda3

bash-4.2#

unount /dev/sda4

bash-4.2#

unount /dev/sdab

bash-4.2#

unount /dev/sda6

bash-4.2#



unount /dev/sda7

bash-4.2#

unount /dev/sda8

bash-4.2#

unount /dev/sda9

bash-4.2#

unount /dev/sdalO

bash-4.2#

urmount /dev/ nt dbl ock4
% Note: If any of the umount commands return target is busy, move on to the next partition to be
unmounted and try to unmount the busy partition last.

Step 11. Run afilesystem check on all the unmounted partitions individually.

<#root>
bash-4.2#

e2fsck -y /dev/sda3

bash-4.2#

e2fsck -y /dev/sda4d

bash-4.2#

e2fsck -y /dev/sdab

bash-4.2#

e2fsck -y /dev/sda6

bash-4.2#

e2fsck -y /dev/sda7

bash-4.2#

e2fsck -y /dev/sda8

bash-4.2#

e2fsck -y /dev/sda9



bash-4.2#

e2fsck -y /dev/sdal0

bash-4.2#

e2fsck -y /dev/ ntdbl ock4

Step 12. Initialize the system flash and wait for compl etion.

<#root>

bash-4.2#

init-system

Initializing the system ...

Checking flash ...

Erasing Flash ...

Partitioning ...

UCSM Partition size:10485760

Wipe all partitions

Reinitializing NVRAM contents ...Initialization completed.

Step 13. Exit from the bash shell and return to the switch boot prompt.

<#root>
bash-4.2#
exit

switch(boot)#

Step 14. Configure the management interface from the switch boot prompt.

<#root>
switch(boot)#

config term nal

switch(boot) (config)#

interface ngm 0

switch(boot) (config-if)#

ip address X.X.X.X y.y.YVy.



y
switch(boot) (config-if)#

no shut

switch(boot) (config-if)#

exit

switch(boot) (config)#

ip default-gateway z.z.z.z
switch(boot) (config)#

exit

switch(boot)#

% Note: X representsthe FI IP, Y represents the subnet mask, and Z represents the gateway .

Step 15. Copy the manager and system files from TFTP to bootflash.

<#root>

switch(boot)#

copy tftp://x.x.x.x/ucs-nmanager-k9. 4. 2. 2c. bin bootflash:

switch(boot)#

copy tftp://x.x.x.x/ucs-6400-k9-system 9. 3.5.142. 2c. bin bootflash:

Step 16. Issue the command start to invoke the bash shell, create a symlink, and then reboot.

<#root>

bash-4.2#

start

bash-4.2#

I'n -sf /bootflash/ucs-manager-k9.4.2.2c.bin /bootflash/nuova-si mngnt-nsg.0.1.0.001. bin

bash-4.2#

reboot

Step 17. The switch reboots and returns at the loader prompt, thisis expected behavior. Boot the system



image off of the bootflash.

<#root>

loader >

boot bootfl ash: ucs-6400-k9-system 9.3.5.142.2c. bin

Booting bootflash:ucs-6400-k9-system.9.3.5.I42.2c.bin

Step 18. After the switch completely boots, the Basic System Configuration Dialog IS displayed. Configure the Fl
per your environment.

-—=- Bagic System Configuration Dialog ----

This setup utility will guide yvou through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and

Type Ctrl-(
To back track or make modifications to already entered wvalu
complete input till end of section and answver no wvhen promp
to apply configuratcion.

Enter the configuration method. (consolefgui) ? E

Step 19. Once the switch is configured, log into the Graphical User Interface (GUI). Navigate to Equipment >
Installed Firmware > Download Firmware. INn this step, you must use the UCS infrastructure A file that you
previously downloaded, not the extracted files. Select Local File System Or Remote File System > Browse. Choose the
infrastructure file, then select ok.



Download Firmware

Location of the Irmage Fike:
) Local File Systemn () Remote Fie 9rsr:m|

| Browse... | ues-8400-k8-bundio.nra.4.2.2.0.4.bin

Step 20. Navigate to Equipment > Firmwar e Management > Installed Firmware > Activate Firmware > UCS Manager > Fabric
Interconnects and select the drop-down for the FI in question.

Al = Equipment
f { o View Fabric Interconnects Semvers Thermal Decommissioned || Policies Faulis Diagnostics
¥ Chiassiz Firmware Auto Install  Catalog Packsge  Download Tasks  Packages  Images  Upgrade Validation  Faults
» Chassis 1 @ = )
* Rack-Mounts + =— TeAdwncedFiter 4 Export &% Prnt (g Fi .El Jpckate & IV"““’"‘*E i Ii e ity Catalog o
Enclosures Name Model Package Version _ Running Version _ Stariup Version _ Backup Version  Update Stas Activate Status
FEX Activate Firmware *
» Servers
+ = Fasr AL v e Vermon W St S Verson Onky
= Fabric Interconnects. frva [T Pty Ve Py Mo Startugs Vewthon S Visbcabis At Gt
*  Fabric Intercannect A (primary] sl =
* Fabric Interconnect B (subording e e L
A Bz FE== A - Fasty

* Palicies

Port Auto-Discovery Policy

AR R . ansty

Famadty

e 4 BPeIA 0.5, . Fisacly
o Camcet Haig

Step 21. Navigate to the kernel drop-down and choose the proper version. Select Apply > Yes.




Activate Firmware X

+ —  Fiter |ALL ¥ SetVersion: V| Set Startup Version Only

Name Model Package Varsion Running Version Startup Version Skip Validation & Activate Status

w UCS Manager
UCS Manager Ser... 4.2(2)SP0{Default) Ready
UCS Manager Sys.. 4.2{2¢)A 4.2(2¢) 4.2(2c) v Ready
» Rack-Mounts
» Chassis
w Fabric [nterconnects
p Fabric Intercon...  Cisco UCS 6454
+w Fabric Intercon...  Cisco UCS 6454

4.2(2c)A 9.3(5)142(2c) 9.3(5142(2c) v Ready

Service Pack 4.2(2)SP0o(Default) Ready

System A 202eV8 G BYAP 2 Q UBYA P2 L 2 Ready

Reboot Fabric Interconnect X

Zﬁ}_ Activating the fabric interconnects will cause them to reboot. Are you sure you want to perform this operation?

Yes No

OK Apply Cancel Help

Step 22. The kernel statusis now Activating, allow 20 minutes or more for the status to be Ready.

Activate Firmware X
+ = Fitter: |ALL ¥ Sat Version: + | Set Startup Version Only
MName Mode| Package Version Running Version Startup Version Skip Validation Activate Status
« UCS Manager
UCS Manager Ser.. 4.2(2)5P0(Default) Ready
UCS Manager Sys... 4.2(2c)A 4.2(2c) 4.2(2c) v Ready

» Rack-Maunts
p Chassis
w Fabric Interconnects
p Fabric Intercon...  Cisco UCS 6454

w Fabric Intercon, Cisco UCS 6454

Kernel 4.2(Zc)A 9.3(5)042{2c) 9.3(5)42(2c) v Activating
Service Pack 4.2(215P0{Default) Ready
System 4.2(2a)A 9.3(5)42(22) 9.3(5)42(2¢) v Ready
oK Cancel Help

Step 23. Once al the firmware is ready, verify your FlI boots successfully through a manual reboot. Use
connect local-mgmt X, where x represents the FI you have rebuilt. If your FI boots back to the loader prompt
contact Cisco TAC.

<#root>



TAC-FI-REBUILD-A#

connect local-ngnt b

TAC-FI-REBUILD-B(local-mgmt)#

r eboot

Before rebooting, please take a configuration backup.
Do you still want to reboot? (yes/no):

yes

Related infor mation

Cisco UCS Manager Troubleshooting Reference Guide

Cisco UCS 6400 Series Fabric Interconnects Data Sheet
Recovering 6200 & 6300 Fabric Interconnects From L oader Prompt
Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ts/guide/UCSTroubleshooting/UCSTroubleshooting_chapter_01010.html#task_50DAB2657594475ABA7E8BD936187243
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/datasheet-c78-741116.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ts/guide/UCSTroubleshooting/UCSTroubleshooting_chapter_01010.html#task_50DAB2657594475ABA7E8BD936187243
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

