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| ntroduction

This document describes the steps to Configure Upstream Proxy in Secure Web Appliance (SWA).
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

* SWA administration.
» Basic Networking and Proxy protocols.

Cisco recommends that you have these tools install ed:
» Physical or Virtua SWA

* Administrative Access to the SWA Graphical User Interface (GUI)



* Administrative Access to the SWA Command Line Interface (CLI)

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configuring Upstream Proxy

Use these steps to configure an Upstream Proxy in SWA.

Steps

Steps

Step 1. (Optional) Create a Custom
URL Category for the URLs

M. Note: If you would like to define
the upstream proxy for al traffic,
you can skip this step.

Step 1.1.FromGUI, ChooseWeb Security Manager and then
click Custom and External URL Categories.

Step 1.2.ClickAdd Categor yto add a Custom URL Category.
Step 1.3.Assign aunigque CategoryName.

Step 1.4. (Optional) Add Description.

Step 1.5. From List Order, choose the first category to position on
top.

Step 1.6. From Category Typedrop-down list, choose L ocal
Custom Category.

Step 1.7. Add desired URLsin the Sites Section.

Step 1.8. Submit.

Custom and External URL Categories: Add Category

Edit Custom and External URL Category

Uist Order: | [1 ]

Local Custom Category

Category Type,
ites: (2
Ww.cisco.com, .Cisco.co

QOOO

Image - Create a Custom URL Category




Step 2. (Optional) Create an
| dentification Profileto Usethe
Upstream Proxy

. Note: If you would like to define
the upstream proxy for al traffic,
you can skip this step.

Step 2.1.FromGUI, ChooseWeb Security Manager and then
click Identification Profiles.

Step 2.2.ClickAdd Profileto add a profile.

Step 2.3.Use theEnable I dentification Profilecheck box to enable
this profile, or to quickly disable it without deleting it.

Step 2.4.Assign aunigue profileName.

Step 2.5. (Optional) Add Description.

Step 2.6.From thel nsert Abovedrop-down list, choose where this
profileisto appear in the table.

Step 2.7. If you would like to not authenticate the users hitting
thispolicy, IntheUser Identification M ethodsection,
chooseExempt from authentication/ identification,

else configure the authentication parameters.

Step 2.8.In the Define Member s by Subnet, leave thisfield blank
to include al Client IP address unless you would like to Pass
Through the traffic for a certain | P addresses.

Step 2.9. (Optional: If you need to use an upstream proxy for
specific users accessing certain websites, complete this step.) From
Advanced section, choose Custom URL Categories, and Add the
Custom URL Category that was created on Step 1

Step 2.10. Submit.

Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

[ Name: (7 [Upstream Proxy ID Prafie
(e.g. my IT Profile)

Description:

Ha, allowad chazas 3]
4’[[ns=n Above: [1(AD Group Test) ]

and kf i Users. ~

Authentication Realm| = Select a Realm or Sequence: (7
Select a Scheme:

ADDS v

Use Kerberos or NTLMSSP or Basic v
Scheme setting applies to HTTP/HTTPS only.

[ Support Guest privileges (7

ton of specific use;

rs and groups is defined in subsequent policy layers
ecurity Manager > Decryption Policies, Routing Policies and Access

Policies)

Authentication Surrogates: () —
(®) 1p Address.

© Persistent Caokie

O session Cookie

h HTTP/HTTPS

Membership Definition

is defined by any of the following options. All criteria must be met for the policy to take effect.

Define Members by Subnel(

10.0.0.0/8
28
v
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001-420:80:1::5, 2000:db8::1-2000:b8::10)
Define Members by Protocol: HTTPHTTPS
* Advanced Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
User Agents.
The following advanced membership criteria have been defined:
29

Image - Create an Identification Profile

Step 3. Createthe Upstream
Proxy

Step 3.1.FromGUI, ChooseNetwor k and then click Upstream
Proxy.




Step 3.2. ClickAdd Group.

Step 3.3.Assign auniqueName.

Step 3.4. Define the Proxy Address and Port Number .

Step 3.5. (Optional) If you have more than one Upstream Proxy,
click Add Row to define the next Proxy.

Step 3.6. (Optional) If you entered more than one Upstream Proxy
from the L oad Balancing section, define the desired Load
Balancing method,

* None (failover): The Web Proxy directs transactions to one
external proxy in the group. It tries to connect to the proxies
in the order they arelisted. If one proxy cannot be reached,
the Web Proxy attempts to connect to the next one in the list.

» Fewest connections: The Web Proxy keeps track of how
many active requests are with the different proxiesin the
group and it directs a transaction to the proxy currently
servicing the fewest number of connections.

» Hash based:L east recently used. The Web Proxy directsa
transaction to the proxy that least recently received a
transaction if all proxies are currently active. This setting is
similar to round robin except the Web Proxy also takes into
account transactions a proxy has received by being a
member in adifferent proxy group. That is, if aproxy is
listed in multiple proxy groups, the “least recently used”
option islesslikely to overburden that proxy.

« Round robin: The Web Proxy cycles transactions equally
among all proxiesin the group in the listed order.

Step 3.7. Choose the Failure Handling option depends on your
internal policy.

e Connect directly:Send the requests directly to their
destination servers.

» Drop requests.Discard the requests without forwarding
them.

Step 3.8. Submit.

Add Upstream Proxy Group

B upstream Proxy
Prox) ers: | [ proyy address Por connection Add Row
Attempts (7
[ [10.48.48.182 [3128 [2 2
3.4
L [10.48.48.183 [3128 [z ]

Host name, IPv4 or IPv6 address. Any number

Image - Add Upstream Proxy Group

Step 4. (Optional) Upload the

Step 4.1.FromGUI, ChooseNetwor k and then clickCertificate




Decryption Certificate

% Note: If the Upstream Proxy is
not decrypting the traffic or its
CA server isaready trusted in
the SWA, you can skip this step

M anagement.

Step 4.2. From the Certificate M anagement section,
click Manage Trusted Root Certificates.

Certificate Management

Appliance Certificates

Add Certificate...
Certificate Common Name Issued By Domains Status Time Remaining Expiration Date Delete
Weak Signature Usage Settings
Restrict Weak Signature Usage: Disabled
Edit Settings
Certificate FQDN Validation Settings
Certificate FQDN Validation Usage: Disabled
Edit Settings
Certificate Lists
Updates
File Type Last Update Current Version New Update
Cisco Trusted Root Certificate Bundle Success - Sat Mar 07 00:08:32 2026 26 Failed to Fetch Manifest
Cisco Certificate Blocked List Success - Sat Mar 07 00:08:32 2026 1.3

Failed to Fetch Manifest

Update Now.

No updates in progress.

Certificate Management

Trust Root Certificates: 246 certificates in Cisco trusted root certificate list
0 custom certificates added to trusted root certificate list

Manage Trusted Root Certificates...
Certificate Based Authentication/RADSEC Root | 0 custom root certificates added to Certificate Based Authentication/RADSEC root certificate list
Certificates:

Manage Certificate Based Authentication/RADSEC Root Certificates...

Blocked Certificates: 19 certificates in Cisco blocked certificate list

View Blocked Certificates...

Image - Manage Trusted Root Certificate

Step 4.3. Submit and Commit changes.

& Caution: If both root and intermediate CA certificates are
required, upload the root CA certificate first, then click
Submit and Commit. After the commit completes, import the

intermediate CA certificate, and again submit and commit
the changes.

Step 5. Configurethe Routing
Policy

Step 5.1. FromGUI, ChooseWeb Security Manager and then
click Routing Policy.

Step 5.2. (Optional) If you would like to use the upstream proxy
for specific users or websites, click Add Policy, and select the
Identification Profile that you created on Step 2.




Routing Policy: Add Group

Enable Policy

voley vome: 0| [Couting oty ]

(e.q._my IT policy)

Description:

(Maximum allowed characters 256)

Insert Above Policy: 1 (Global Palicy) ~

Pou.~v Member Definition

Identification Profile Authorized Users and Groups Add 1dentification Profile

Upstream Proxy 1D Profie v | ® Al Authenticated Users
O Selected Groups and Users (2

Groups: No groups entered I}
Users: No users entered

b Advanced | Define additional group membership criteria

Image - Adding ID Profile to Routing Policy

Step 5.3. For the desired conditions, that you would like to use the
upstream proxy, click on Routing Destination link and select the
Upstream Proxy Group you created on Step 3.

Routing Policies

Routing Definitions

Add Policy...

Order Members Routing Destination 1P Spoofing Clone Policy Delete

Partial Routing Policy
1 Identification Profile: Upstream Proxy ID Profie

(global pelicy) (global policy) | ) @
All identified users

Image - Configuring Routing Destination

Global Routing Policy

% Note: If you would like al the traffic using upstream proxy,
from the Global Routing Policy, select the
desired Upstream Proxy.

Step 5.4. Submit and Commit the changes.

Step 6. (Optional) Configuring
the Upstream Proxy
Unresponsive Timeout Settings

‘Q Tip: It isrecommended not to
modify these values unless you
fully understand their behavior
and potential impact.

Step 6.1. Log into the CLI and run advancedpr oxyconfig
Step 6.2. Select MISCELLANEOQOUS

Step 6.3. Press Enter until you see Enter minimum idle timeout
for checking unresponsive upstream proxy (in seconds). you
can configure the minimum amount of time, SWA waits to retry
the upstream proxy that was previously declared Sick. The default
valueis 10 seconds.

Step 6.4. Press Enter to proceed to the next setting. When defining
the maximum idle timeout for checking an unresponsive
upstream proxy, note that if this timeout value is reached before
the configured number of reconnection attemptsis exhausted
(Step 3), the SWA consider the upstream proxy offline.




Step 6.7. Keep pressing Enter, until you exit the wizard,
run commit to save the changes.

L ogging
Accesslogs

In the Accesslogs, the traffic that was routed to upstream proxy are shown as DEFAULT_PARENT
followed by the name of the upstream proxy. hereis an example:

1775659642.780 462 10.20.3.15 TCP_MISS_SSL/200 129 CONNECT tunnel://www.cisco.com:443/ "AMOJARRA\amojar

Proxylogs
From the proxylogs, you can verify the health status of the upstream proxies.
p Tip: You can filter for peer to review the logs related to the upstream proxy.

Here are some examples, since we configured the Reconnecting Attempts on Step 3 to two times, after two
failure connecting to the upstream proxy, the upstream proxy is declared dad and SWA removes this
upstream proxy from the list until the proxy processis restarted.

Thu Apr 2 13:52:35 2026 Info: PROX_CONNTRACK : 940 : [15968:0] Peer-upstream 10.48.48.182:3128 was hea
Thu Apr 2 13:52:36 2026 Info: PROX_CONNTRACK : 940 : [15968:0] Peer 10.48.48.182:3128 was sick, now he

Thu Apr 2 13:59:37 2026 Info: PROX_CONNTRACK : 60 : [71197:0] Peer 10.48.48.183:3128 remains sick afte
Thu Apr 2 13:59:39 2026 Warning: PROX_CONNTRACK : 70 : [71197:0] Peer-upstream 10.48.48.183:3128 decla

% Note: If the upstream proxy does not respond to TCP SY N requests, fails to return an HTTP response
code, or returns an HTTP 504 (Gateway Timeout) response, the SWA considers the upstream proxy
unavailable and changes its status from Healthy to Sick.

p Tip: The SWA considers an upstream proxy healthy if it returnsaVIA header.

Related | nfor mation

» User Guide for AsyncOS 15.0 for Cisco Secure Web Appliance



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968

Configure Custom URL Categories in Secure Web Appliance - Cisco

How To Exempt Office 365 Traffic From A uthentication and Decryption on Cisco Web Security
Appliance (WSA) - Cisco

Use Secure Web Appliance Best Practices - Cisco

Block Traffic in Secure Web Appliance

Block Upload Traffic in Secure Web Appliance

Block Executable File Download in SWA

Bypass Microsoft Updates Traffic in Secure Web Appliance

Bypass Authentication in Secure Web Appliance - Cisco



https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance-s690/222466-block-traffic-in-secure-web-appliance.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance-s690x/223084-block-upload-traffic-in-secure-web.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/225547-block-executable-file-download-in-swa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html

