Install and Renew Certificates on ASA Managed
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| ntroduction

This document describes how to request, install, trust, and renew certain types of certificates on Cisco ASA
Software managed with ASDM.

Prerequisites

Requirements

» Before you start to verify that the Adaptive Security Appliance (ASA) has the correct clock time, date,
and time zone with certificate authentication, it is recommended to use a Network Time Protocol
(NTP) server to synchronize the time on the ASA. Check Related Information for reference.

» Torequest a certificate that uses Certificate Signing Request (CSR), it isrequired to have accessto a
trusted internal or third-party Certificate Authority (CA). Examples of third-party CA vendors
include, but are not limited to, Entrust, Geotrust, GoDaddy, Thawte, and VeriSign.

Components Used

The information in this document is based on these software and hardware versions:

« ASAv9.18.1
» For PKCS12 creation, OpenSSL is used.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

The type of certificates this document addresses are:

» Self-signed certificates
 Certificates signed by a 3rd party Certificate Authority or internal CA

The Secure Socket Layer (SSL), Transport Layer Security (TLS) and IKEv2 rfc7296 for EAP authentication
protocols mandate that the SSL/TLS/IKEvV2 server provides the client with a server certificate for the client
to perform server authentication. It is recommended to use trusted third-party CAsto issue SSL certificates
to the ASA for this purpose.

Cisco does not recommend use of a self-signed certificate because of the possibility that a user could



inadvertently configure a browser to trust a certificate from arogue server. Thereis aso the inconvenience
to users to have to respond to a security warning when it connects to the secure gateway.

Trusted CA Security Consider ations

Certificate Authentication Risks and Recommendations
Default Trustpoint Validation-Usage Behavior

When atrusted CA certificate isinstalled, it can be used to authenticate different types of VPN connections
using certificate authentication. It is controlled withvalidation-usagetrustpoint command (Configuration >
Device Management > Certificate Management >CA Certificates>Add -> More Options... >
Advanced > select wanted Validation Usage).

The validation-usage types are:

* ipsec-client: Validates | Psec client connections.
* sd-client; Validates SSL client connections.
* od-server: Validates SSL server certificates.

By default, the command allows validation for ipsec-client and ssl-client.
Default Configuration Risks

* Any CA certificate installed as trusted can be used by default to authenticate incoming client identity
certificates for any tunnel group using certificate authentication.
» Thisdefault setting can be a security risk if you are not aware of it.

Recommended Action

Disable validation-usage for unintended trustpoints. If a CA certificate is not meant to authenticate VPN
peers or users, disable validation-usage for that trustpoint.

Example Configuration:

<#root>

Navigate to:

Configuration > Device Managenent > Certificate Managenent > CA Certificates

a) Select a wanted trustpoint and click

Edi t

b) Navigate to

Advanced

and uncheck all
Val i dati on Usage

options.



trustpoint public-root-ca
no validation-usage

Authorization Risks and Recommendations

By default, atrusted CA certificate can be used to authenticate VPN peer or user connecting to any tunnel-
group. Proper authorization needs to be designed.

Recommended Action

Use certificate maps and tunnel-group maps to ensure only authorized certificates are used for specific
tunnel groups. Set a default tunnel group map rule, that points to a no-access tunnel group to restrict
unauthorized access.

Example Configuration

Certificate authentication is only allowed for:

» Machines with certificate issued by cn=example.com and having OU=machinesin certificate subject.
» Userswith certificate issued by cn=example.com and having OU=users in certificate subject.

Users with other certificates are assigned to no_access tunnel-group by default, thanks totunnel-group-map
default-group no_accesscommand. The Certificate Map Rules have priority over group-url thanks totunnel-group-
map enable rulescommand. Knowing group-url does not help to bypass the Certificate Map Rules.

<#root>

I Configure group-policy preventing VPN access

Navigate to:

Configuration > Renbte Access VPN > Network (Cient) Access > Group Policies > Add > General > Mire Opti

a) Uncheck

I nherit

next to

Si nmul t aneous Logi ns
and set the value

0

b) Uncheck

I nherit
next to

Banner

and set a wanted massage, for example



NO ACCESS GROUP PQOLI CY

group-policy no_access_gp internal

group-policy no_access_gp attributes
banner value NO ACCESS GROUP POLICY
vpn-simultaneous-logins 0

I Configure tunnel -groups for users and tunnel -group preventing VPN access:

Navigate to:

Configuration > Renote Access VPN > Network (Cient) Access > AnyConnect Connection Profiles
. Click

Add

and configure:
a) Authentication method as

Certificate

a)

Client Address Pool s
b)

DNS Servers

<)

G oup Policy

- for the
no_access
tunnel group use
no_access_gp

where simultaneous Tlogins 1is set to O.
d

G oup URLs

- only for the
nmgnt - t unne
and
users_access

tunnel groups. Navigate to:



Advanced > Group Alias/Goup URL
, click
Add

in the

G oup URLs

section and configure a group URL.

tunnel-group mgmt-tunnel type remote-access
tunnel-group mgmt-tunnel general-attributes
address-pool vpn_pool

default-group-policy mgmt-tunnel
tunnel-group mgmt-tunnel webvpn-attributes
authentication certificate

group-url https://ftd.example.com/mgmt enable
|

tunnel-group users_access type remote-access
tunnel-group users_access general-attributes
default-group-policy user_access_gp
address-pool vpn_pool
tunnel-group users_access webvpn-attributes
authentication certificate

group-url https://ftd.example.com/users enable
|
tunnel-group no_access type remote-access
tunnel-group no_access general-attributes
default-group-policy no_access_gp
address-pool vpn_pool
tunnel-group no_access webvpn-attributes
authentication certificate

! Create certificate maps for users and use the certificate maps for tunnel -group mappi ng

Navigate to:

Configuration > Renote Access VPN > Advanced > Certificate to AnyConnect and Cientless SSL VPN Connect

a) Click
Add

to configure

Certificate to Connection Profile Mps

B) Select

New

and configure a certificate group map name, for example
nmgmt _t unnel _map

or



users_access_map

c) Select a corresponding connection profile/tunnel group from the drop-down menu at

Mapped to Connection Profile

d) Click
Add
to configure

Mapping Criteria

e) Select:

Fi el d: Subj ect

Conponent: Organi zational Unit (QU)

Operator: Equals

Val ue:

machines or users.
d) Select:

Field: |ssuer

Conponent: Common Nane (CN)

Operator: Equals

Val ue:

example.com.

crypto ca certificate map mgmt_tunnel_map 10
issuer-name attr cn eq example.com

subject-name attr ou eq machines

crypto ca certificate map users_access_map 10
issuer-name attr cn eq example.com

subject-name attr ou eq users

|

webvpn
C...)

certificate-group-map mgmt_tunnel_map 10 mgmt-tunnel
certificate-group-map users_access_map 10 users_access

! Enabl e tunnel -group maps and set the default tunnel-group preventing access if a user certificate did



Navigate to:

Configuration > Renpote Access VPN > Network (Client) Access > Advanced > |IPsec > Certificate to Connect

a) Check

Use the configure rules to match a certificate to a Connection Profile

B) Check

Defult to Connection Profile

and select from the drop-down menu the
no- access

connection profile/tunnel group.

tunnel-group-map enable rules
tunnel-group-map default-group no_access

Additional Resour ces

For more detailed configuration instructions, refer to Cisco documentation:

 Validation Usage Configuration -Cisco Secure Firewall ASA Series Command Reference, T - Z
Commands

*» Certificate Map Configuration -Cisco Secure Firewall ASA Series Command Reference, T - Z
Commands

» Tunnel-Group Map Configuration -Cisco Secure Firewall ASA Series Command Reference, T - Z
Commands

* Tunnel-Group-Map Enable Configuration -Cisco Secure Firewall ASA Series Command Reference, T
- Z Commands

Reguest and Install a new I dentity Certificate with ASDM

A certificate can be requested from a Certificate Authority (CA) and installed on a ASA in two ways:

1. Use Certificate Signing Request (CSR). Generate a Key Pair, request an Identity Certificate from CA
with aCSR, install the signed Identity Certificate obtained from the CA.

2. Use PKCSI2 file obtained from a CA, or exported from a different device. The PKCS12 file contains
Key Pair, Identity Certificate, CA certificate(s).

Request and Install a New I dentity Certificate with Certificate
Signing Request (CSR)
A CSRis created on the device that needs an Identity Certificate, use aKey Pair created on the device.

A CSR contains:

* certificate request information - requested subject and other attributes, public key from the Key Pair.
* signature algorithm information


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/v-commands.html#wp7947835490
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/v-commands.html#wp7947835490
https://www.cisco.com/c/en/us/td/docs/security/asa/asa916/configuration/general/asa-916-general-config/basic-certs.html?bookSearch=true#ID-2129-00000376
https://www.cisco.com/c/en/us/td/docs/security/asa/asa916/configuration/general/asa-916-general-config/basic-certs.html?bookSearch=true#ID-2129-00000376
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_tl-tz.html#wp3654045040
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_tl-tz.html#wp3654045040
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_tl-tz.html#wp2959782516
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z/m_tl-tz.html#wp2959782516

« digital signature of certificate request information, signed with the private key from the Key Pair.
The CSR is passed to the Certificate Authority (CA) so that it signsit, in a PK CS#10 form.

The signed certificate is returned from CA in a PEM form.

% Note: CA can dter the FQDN and Subject Name parameters defined in the Trustpoint when it signs
the CSR and creates a signed | dentity Certificate.

Generatea CSR with ASDM
1. Createa Trustpoint with a Specific Name

a. Navigate to Configuration > Device M anagement >Certificate Management > [ dentity
Certificates.

File View Tools Wizards Window Help

‘ i Go ||||'||l'
@Hcm G%Conhuhm [Jrvmnw'z-q ngsaue Qreten cm Q) Forward ?Hdv cisco

Device Management o B nent > Identity Certificates =]
»_ﬂ Management Access

% m Licensing Tesued Ta a1 Tesued By Expiry Date Associated Trustpoints Usage Public Key Type
+- 88 System Inage/Configuration junstructuredhame =asa. example. com, L=5an Jos... |unstructurediame =asa, example. . 15:09:09 CEDT il 1... T8 ow Detals

& General Purpose  RSA (2043 bits)
4 gggh High Avalabiity and Scalabiity
{1l Logaing
{E] Smart Call Home
% Cloud Web Security
Service Module Settings
g Users /AAn
Certificate Management
o E

CA Certificates

b. Click Add.
c. Define atrustpoint name.

Configuration > Device Management > Certificate Management > Identity Certificates O
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
Add Identity Certificate X
Trustpoint Name: 5L -Trustpoint|
(") Import the identity certificate from a file (PKICS 12 format with Certificate(s) +Private Key): =
Decryption Passphrase:

File to Import From:

I@ Add a new identity certificate: I

Key Pair: <Default-RSA-Key = ~ Show... New...
Certificate Subject DN: | Ch=asavpn.example.com Select...

[[] Generate seif-signed certificate

Act as local certificate authority and issue dynamic cerfificates to TLSProxy

Advanced...
[]Enable CA flag in basic constraints extension

Wt Add Certificate Cancel Help

LI oy RO RO

d. Click the Add a New Identity Certificate radio button.

2. (Optional) Create a New Key Pair

% Note: By default, the RSA key with the name of Default-RSA-Key and asize of 2048 is used.

However, it is recommended to use a unique private/public Key Pair for each Identity
Certificate.



a. Click New to generate anew Key Pair.

ration > Device Mal > Certificate > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type | Add
Add Identity Certificate B | GeneralPupose [RsA (4095 bits) Show Detas
General Purpose  RSA (2048 bits)

- = Delete

Trustpoint Name: 55L-Trustpoint
O Import the identity certificate from a file (PKCS12 format with Certificate(s)-+Private Key): Export
Decryption Passphrase: Install
File to Import From: Browse... Re-Enrol

(® Add a new identity certificate:

Key Pair: <Default-REAKey > o Show....

Certificate Subject DN: | Ch=asavpn.example, com Select...

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy | =

Advanced...

" Conc e

Ll s e L E S

b. Choose the option Enter new Key Pair name and enter aname for the new Key Pair.
c. Choosethe Key Type- RSA or ECDSA.

d. Choose the Key Size; for RSA, choose General purpose for Usage.

e. Click Generate Now. The Key Pair is now created.

ration > Device Mal > Certificate > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type | Add
Add Identity Certificate Pl | GeneralPupose [RSA (4096 bits) Show Detais
General Purpose  RSA (2048 bits)
. - Delete
Trustpoint Name: |55L-Trustpoint
O Impor [F) Add Key Pair X Export
Decryl Install
Key Type: (®)RSA (C)ecosa (O EDDSA
File to Re-Enrof
® Adda Name: () Use default key pair name
Key P,
v I@ Enter new key pair name: |35L-Keypar I
Certifi . = = =
e Usage: (@) General purpose () Spedal %
i
G -
Oen

" Cone e

3. Choosethe Key Pair Name

Choose the Key Pair to sign the CSR with, and to be binded with the new certificate.



Configuration > Device Management > Certificate Management > Identity Certificates

1
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type | Add
Add Identity Certificate DY | GeneralPurpcee R4 (4095 bito) Shomw Detais
General Purpose RSA (2048 bits) |
: - | Delete
Trustpoint Name: S5L-Trustpoint
(C) Import the identity certificate from a file (PKICS 12 format with Certificate(s)+Private Key): Export
Decryption Passphrase: Install
File to Import From: Browse... Re-Enrof

(®) Add a new identity certificate:

Key Pair: I : T I Show... New...

Certificate Subject DN: | CM=asavpn.example.com Select...

[[] Generats self-signed certificats

Act as local certificate authority and issue dynamic certificates to TLS-Proxy =

{ Advanced...

[[J Enable CA fiag in basic constraints extension

o ol vt

el s e S

4. Configurethe Certificate Subject and Fully Qualified Domain Name (FQDN)

_& Caution: The FQDN parameter must match the FQDN or the | P address of the ASA interface
that the Identity Certificate is used for. This parameter sets the requested Subject Alternative
Name (SAN) extension for the Identity Certificate. The SAN extension is used by
SSL/TLS/IKEV2 client to verify if the certificate matches the FQDN it connects to.

a. Click Select.

Configuration > Device Management > Certificate Management > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type I Add
@ Add Idéntity(ertiflcale ) ) - - -X
Trustpoint Mame: SSL-Trustpoint

() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase:

File to Import From: Browse... Re-Enrol
(®) Add a new identity certificate:

Key Pair: S5L-Keypair w show... Mew...

Certificate Subject DN: | CN=asavpn.example.com

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy E

Advanced...

[[] Enable CA flag in basic constraints extension

W Add Certificate Cancel Help

b. In the Certificate Subject DN window, configure certificate attributes - choose attribute from
drop-down list, enter the value, click Add.



Configuration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
Trustpoint Name: SSL-Trustpoint
O Import the dentity &l (= ., tificate Subject DN X
Decryption Passphrast
File to Import From: Atiribute Value
(®) Add 2 new identity cef DN Attribute to be Added
Key Pair: Attribute: |Common Name (CN)
Value: A F
Certificate Sub}ecl DN alue: asa.vpn E’YBWDIE com Delete
[[] Generate seif-sign
Act as local e
oK Cancel Help
[[] Enable CA fiagink
W Add Certificate Cancel Help
Configuration > Device Management > Certificate Management > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
Trustpoint Name: SSL-Trustpoint
O Import the dentity & (= ., yificate Subject DN %
Decryption Passphrast
File to Import From: Atiribute Value

(®) Add a new identity cel

Key Pair:

Common Name (CN)

DN Attribute to be Added
Attribute: |Country (C) ~ Add>>

Common Mame (CN)
Department (OU)
Company Name (O}
Country (C)

State (5t)

Location (L)

Email Address (EA)

(o4 Cancel Help

Value:
Certificate Subject DN Sue Delete

[[] Generate seif-sign

Act as local cal

[ Enable CA flagint

W Add Certificate Cancel Help

Attribute Description

The name through which the firewall can be accessed (usually the fully-qualified

CN )
domain name, for example, vpn.example.com).

Oou The name of your department within the organization.

(@) The legally registered name of your organization/company.
C Country code (2 letter code without punctuation).

ST The state in which your organization is located.

L The city in which your organization is located.

EA Email address

% Note: None of the previous fields values can exceed a 64-character limit. Longer value
could cause problems with the Identity Certificate installation. Also, It is not necessary to
define all the DN attributes.

Click OK after all the attributes are added.
c. Configure the device FQDN - click Advanced.



l Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage

Public Key Type

[E) Add Identity Certificate

Tsporttone:  [SiTnspont |

) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):
Den'vpﬁnnPampl‘rm:[ ]
reompatrem [ | [ |

(®) Add a new identity certificate:

Key Pair: | 55LKeypair v | [ New..

Certificate Subject DN: |m=asa.vpn.exmﬂe,can l Select... |
[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable CA fiag in basic constraints extension

i Add Certiicate | | Cancel | Helo |

d. Inthe FQDN field, enter the fully-qualified domain name through which the deviceis

accessible from the internet. Click OK.

llwed'lo Issy~-i=-

| [ Advanced Options X

B Add Identity Certificate
Enrodment mode parameters and SCEP challenge password are not available for self-signed certificates.

Trustpoint Name: E Certificate Parameters EnrolmentMode SCEP Challenge Password
) Import the identity certifica
Decryption Passphrase: [ FQon: |
Fietotmpert Froms || BT ]
o I tPAdch':| |
(®) Add a new identity certifica
[] Indlude serial number of the device
Key Pair: E
Certficate Subject Di: |
[] Generate self-signed ce

Act as bocal certifica

[ Enable CA flag in basic

ok || ol || Hep |

Public Key Type

5. Generate and Savethe CSR

a. Click Add Certificate.



Configuration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Pubiic Key Type
[E) Add Identity Certificate X
Trustpoint Name: SSL-Trustpoint

() Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):

Decryption Passphrase:
File to Import From: Browse. ..
(®) Add a new identity certificate:
Key Pair: S5L-Keypair w show... Mew...
Certificate Subject DN: | CN=asa.vpn.example.com Select...

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

[[] Enable CA fiag in basic constraints extension

Cancel Help

b. A prompt displaysin order to save the CSR to afile on the local machine.

Add

Show Details

Export

Install

Re-Enrof

Confiquration > Device Management > Certificate Management > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
@ d : - ) ) ) . Show Details
Delete
Trustpoint Name: S5L-Trustpoint|
() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key): Export
Decryption Passphrase: | !} Install
Fie to Import From: | @ Identity Certificate Request b4 e
(@) Add a new identity certificate: To complete the enrollment process, please save the PKCS10 enrollment

| request {C5R) and send it to the CA.
Key Pair: S5L-Ke
i | You will then need to install the certificate that is returned from the CA by
Certificate Subject DN: CN:asa.vi clicking the Install button in the Identity Certificates panel.

[[] Generate self-signed certificate Save CSR to File:

Act as local certificate author
oK Cancel Help

[Agvanced... |

[[] Enable A flag in basic constraints extension

W Add Certificate Cancel Helo

Click Browse, choose alocation in which to save the CSR, and save the file with the .txt

extension.

% Note: When the file is saved with a .txt extension, the PK CS#10 request can be opened

and viewed with atext editor (such as Notepad).

c. Now the new trustpoint is displayed in a Pending state.

Issued To Issued By Expiry Date Assodated Ter:pounIs Public Key Type | Add
— Show Detais
Delete
Export
Install
Re-Enrol

Install the Identity Certificatein PEM format with ASDM

The installation steps assume that the CA signed the CSR, and provided a PEM encoded (.pem,.cer, .crt)



Identity Certificate and CA certificate bundle.
1. Install CA Certificatethat Signed the CSR

a. Navigate to Configuration > Device Management >Certificate M anagement >, and choose
CA Certificates. Click Add.

Configuration > Remote Access VPN > Certificate Management > CA Certificates ]
Issued To Issued By Expiry Date Associated Trustpoints 1 Usage Active Iml
IdenTrust Commerdal Root.., CM=IdenTrust Commerdial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome _ServerCA General Purpose No Edit
QuoVadis Root CA 2 CN=QuoVadis Root CA 2, ... 19:23:33 CEST Nov 24 2031 _SmartCalHome _ServerCA2 General Purpose Mo

b. Enter the Trustpoint name and select I nstall From File, click Browse button, and select the
intermediate certificate. Alternatively, paste the PEM encoded CA certificate from atext file
into the text field.

0

Issued To Issued By Expiry Date Assodated Trustpoints Usage Active Add
IdenTrust Commercial Root... CM=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome _ServerCA General Purpose Mo Edit
QuoVadis Root CA 2 [CN=QuoVadis Root CA 2, ... |19:23:33 CEST Nov 24 2031 |_SmartCalHome _ServerCA2

Show Details

Install Certificate =
Request CRL
Trustpoint Name:
tpoin tpain Delete

(®) Install from a file: Browse...

() Paste certificate in PEM format:

% Note: Install the CA certificate that signed the CSR. Use the same Trust Point name as
the Identity Certificate. The other CA certificates higher in the PKI1 hierarchy can be
installed in separate Trust Points.

c. Click Install Certificate.



gement > CA Certificates
Issued To Issued By Expiry Date Assodated Trustpeints ~1 Usage Active
IdenTrust Commercial Root... CN=IdenTrust Commerdal... 19:12:23CEST Jan 16 2034  _SmartCallHome_ServerCA General Purpose Mo
QuoVadis Root CA 2 CN=QuoVadis Root CA 2, ... 19:23:33 CEST Mov 24 2031  _SmartCallHome_ServerCA2 General Purpose No
Trustpoint Name: S5L-Trustpoint
(O Install from a file: Browse. .
(®) Paste certificate in PEM format:
|gTeEnHaToL RnQoB5 IQIEASArL 2698 ae W BMDDBGHkxWay fornL ASUSWZVTZSVN "
4noWaXH 1boGGD7+5vkDesIfL 2B 7pEhGodLh7Gk 1T4KogL IDMILgkzOCtZkCT 7f
SkXvFik 1Z 1cZEGNSb: 3aVZ8 lewluTHOX 48k (TPHE+B5QG0 +d IwaOsbCwk
oK SSEPpHZ 3IQuVxGiing,/zmomzx] 4G /tel6e yMOpiprVEDYiQOHNKQAQT SLKWR SX.
Cj9RKNYCbPFig3p2FdH 7w h 1K 3pr AGMEAAGIUDBOMAWGA IUDERQFMAMBAF3VHQYD
VROOBBYEFES5kZsbragbatlFV52U47emauX aMBBGA 1UdInQYMBaAFE S5kZsbrath
SHLFVS2U47emIuXaMADGCSGSTh 3DQEBCWUAASBAQArsXFWK 3iNBwOsYhSmaT
cGGaeyDMRhs 3RS fwD25M2wkAF 4AY ZHGNSGKIVCK +ModKMQZy 4X uhjs SNDU ToF fsf
20K AREX 153V YLKBEGOATAA [RQRYY = 3 imes B 4im 3 AT 118 A A b
R yjalHSEEFlackNe AR Aty B3sfEbFhl [ Please wait i
gWEYNHOVMOBsvyTXSLIIFOUCAmAY +HGD i
deVeovOi/PANNrAII+Ng Zir WENIMXWZOH (@ Information
=-==-END CERTIFICATE - Please wait while ASDM is delive
device...
() Use EST: l@ @ INFO: Certificate has the following attributes:
Specfy source Interface: [=fone — | | Fingerprint: e3ad165¢ 2673424c 627e0cSf b30b4a02
EST URL: https:/f/
Certificate Subject DN: | Ch=risavpn31 | Trustpoint CA certificate accepted.
allow-untrusted-connection
Qs
Spedify source Interface: | - None -
SCEP URL: http:/ff
Retry Period: 1 minutes
Retry Count: 0 {Use 0 to indicate unlimited retries)

Install Certificate

2. Ingtall Identity Certificate

Cancel

Add

Edit
Show Details
Request CRL

Delete

a. Choose the I dentity Certificate created previously during the CSR generation. Click I nstall.

agement > Identity Certificates
Issued To ~1 Issued By Expiry Date Assodated Trustpoints Usage Public Key Type
(on-cxanpie com [Nt Avaiabe pendng ISRt tioon ]

% Note: The Identity Certificate can have Issued By field as Not available and the Expiry

Date field as Pending.

b. Choose afile that contains the PEM encoded | dentity Certificate received from the CA, or
open the PEM encoded certificate in atext editor and copy and paste the Identity Certificate
provided by the CA into the text field.

Assodated Trustpoints Usage Public Key Type

Issued To 1 Tssued By Expiry Date
. . General Purpose RSA (2048 bits)
[E) Install Identity certificate X tpoint General Pu RSA (2048 bits)

Identity Certificate
(@) Install from a file:

(C) Paste the certificate data in base-64 format:

Install Certificate Cancel Help

Show Details
Delete
Export

Re-Enrol




% Note: Identity certificate can be in .pem, .cer, .crt format to install.

c. Click Install Certificate.

Issued To ~1 Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
[onexanpie.con] —— iotavadable ——— lpendng [sstsgont | Uneown | R
} General Purpose RSA (2048 bits)
= : tpoint General Purpose RSA (2043 bits) Delete
Identity Certificate il-L Export
() Instal from a file: .
1 [ Information X Instal
(®) Paste the certificate datain bz Please wait while ASDM is delivering tH
device... Re-Enroll
[ANEZEY gDmVLCHTEEMVR 2R @
Gyer 3x 26XML MAHBptyMcHD @ Certificate import sucreeded.
T8y9YialpogMnamGkaQpckAF
KdNQFBLrSVWINTUF 2DowH3 L]
-——END CERTIFICATE——
< |
I
Install Certificate Cancel Help

3. Bind the New Certificateto I nterface with ASDM

The ASA needs to be configured to use the new Identity Certificate for WebV PN sessions that
terminate on the interface specified.

a. Navigate to Configuration > Remote Access VPN > Advanced > SSL Settings.

b. Under Certificates, choose the interface that is used to terminate WebV PN sessions. In this
example, the outside interface is used.

Click Edit.

c. In the Certificate drop-down list, choose the newly installed certificate.

Configuration > Remote Access VPN > Advanced > 551 Settings

Edit
Dele
(B Select SSL Certificate X
spedfy enrolled trustpaints to be used for SSL authentication and VPN load balancng on the
OUTSIDE-direct interface. To enroll a trustpoint, go to Device Management > Certificate
Mar > Identity Certificates,
Certificates | r
Specify which certificates, ifag Interface: OUTSIDE-direct s not assodated with a certificate of their own.
Primary Enrolled Certificate: S5L-Trustpoint:unstructurediame =asavpn.exampl... - -
Interface Key-Type Edit
Hoad felancng Evoled ortte: e - <
inside
lnsde-vien [ ][ conel Heb
management
Fallback Certificate: — None — w
Forced Certification Authentication Timeout: 2| minutes

d. Click OK.

e. Click Apply.



Certificates

Specify which certificates, if any, should be used for S5L authentication on each interface. The falback cerfificate will be used on interfaces not assodated with a certificate of their own.

Load Balandng Certificate Key-Type

L |Primay:ASA(2043bits) LoadBakndng: ..

Interface Primary Certificate
OUTSIDE-direct SSL-Trustpoint:unstructuredame=. ..

Now the new Identity Certificateisin use.

=]

Install an Identity Certificate Received in PKCS12 Format with

ASDM

PKCS12 file (.p12 or .pfx format) contains Identity Certificate, Key Pair, and CA certificate(s). It is created
by the CA, in case of wildcard certificate, or exported from a different device. It isabinary file, and cannot

be viewed with text editor.

1. Install the ldentity and CA Certificatesfrom a PKCS12 File

Identity Certificate, CA certificate(s) and Key Pair needs to be bundled into asingle PKCS12 file.
a. Navigate to Configuration > Device Management > Certificate Management, and choose

| dentity Certificates.
b. Click Add.
c. Specify a Trustpoint Name.

nagement > Identity Certificates

Trustpoint Name: I S5L-Trustpoint-PKCS12 I

Decryption Passphrase:
File to Import From:
() Add a new identity certificate:
Key Pair: <Default-RSA-Key>

Certificate Subject DN: | CN=risavpn3l

Generate self-signed

[ Enable CA flag nbasic consirainis exiensior

Add Certificate Cancel

(@) Import the identity certificate from a fie (PKCS 12 format with Certificate(s) +Private Key):

cal certificate authority and issue dynamic certificates to TLS-Proxy

anced

d. Click the Import The Identity Certificate from aFile radio button.

Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add
[T show Details
[E) Add Identity Certificate X Delete
Export




Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add

@ Add Identity Certificate N | [
Import ID certificate file *
Trustpont Name:

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

e T —
|- vpn.example.com.ph

Fie to Import From: | | [ erowse... |

() Add a new identity certificate:
Key Pair: | <pefaultRsAkey> o] [ show.. | [Thewe. |
Certificate Subject DN:  |Chi=risavpni1 || select... |
Generate self-signed certificate
Act as local certificate authority and issue dynamic certificates to TLS-Proxy

File name: [vpn.ewlde.m.pfx | | Import ID certificate file I

El Fiesoftype: | all Fles ~ ’T‘

[[] Enable CA fiag in basic constraints extension

| AddCertificate | | Cancel | [ Help |

e. Enter the passphrase used to create the PK CS12 file.

Issued To Issued By Expiry Date Assodated Trustponts Usage Publz Key Type Add

[ Add Identity Certificate X Delete |
Trstpont Name: [

(@ Import the identity certificate from a fle (PKCS 12 format with Certificate(s)+Private Key): | sl |
| ReEnroll |

Decryption Passphrase: I erene
File to Import From: C:YJsers\cisco.DESKTOP-R2CHBG ‘ Browse... |

(O Add a new identity certificate:
Key Pair: [ <Default-RsAKey> Ul [ stow.. | [RenE
Certificate SubjectDN:  |Chi=risavpni1 | [ select... |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[] Enable CA fiag in basic constraints extension

[ Add Certificate | | Cancel | Help |

f. Click Add Certificate.

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add

@ Add Identity Certificate X Delete |
Tsont e E=

(@) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key): L sl |
ST — | Reena |
Fie t From: : isco.| :

Please wait...
e B

© B Information X
kel Please wait while ASDM is delivering the command(s) to the
Certi device... ) ) _ ) } )

Created trustpeints for CAs higher in the hierarchy as the CA certificate was not self-signed.

WARNING: CA certificates can be used to validate VPN connections, by default. Please adjust E |
the validation-usage of this to limit the validation scope, if necessary E

[[] Enable CA fiag in basic constraints extension Import PKCS 12 operation completed successfully.

Gaomes || o |1 v =1




% Note: When you import a PKCS12 with CA certificates chain, the ASDM creates the
upstream CA trustpoints automatically with names with added -number suffix.

Configuration > Remote Access VPN = Certificate Management > CA Certificates
Issued To ~ 1 Issued By Expiry Date Associated Trustpoints Usage Active
KrakowCA-sub1-1 CN=KrakowCA-sub1 12:16:00 CEDT Oct 19 2028 SSL-PKCS12 Signature Yes
KrakowCA-sub1 CN=KrakowCA 12:16:00 CEDT Oct 19 2023 SSL-PKCS12-1 Signature Yes
KrakowCA CN=KrakowCA 12:16:00 CEDT Oct 19 2028 S5L-PKCS12-2 Signature es

2. Bind the New Certificateto I nterface with ASDM

The ASA needs to be configured to use the new Identity Certificate for WebV PN sessions that
terminate on the interface specified.

a. Navigate to Configuration > Remote Access VPN > Advanced > SSL Settings.

b. Under Certificates, sdlect the interface that is used to terminate WebV PN sessions. In this
example, the outside interface is used.

Click Edit.

c. In the Certificate drop-down list, choose the newly installed certificate.

Configuration > Remote Access VPN > Advanced > SSL Settings

Edit

() Select SSL Certificate b4

Specify enrolled trustpoints to be used for SSL authentication and VPN load balandng on the
QUTSIDE-direct interface. To enrol a tr int, go to Davice I 1t > Certificate
— Management > Identity Certificates. T

Certificates | -
Spexify which certificates, if an Interface: QUTSIDE-dract s not assodated with a certificate of their own.
Primary Enrolled Certificate: 55L-Trustpoint-PKCS 12:unstructuredName=FTD72-ek, U... -
Interface Key-Type ‘ L Edit
Load Balandng Enrolled Certificate: | -- Mone -~ w
OUTSIDE drect 2 —
inside
inside-vian (e (=2
management
Fallback Certificate: —MNone — w
Forced Certification Authentication Timeout: 2| minutes

Apply Reset

d. Click OK.
e. Click Apply.

Certificates
Spedify which certificates, if any, should be used for S5L authentication on each interface. The fallback certificate will be used on interfaces not assodated with a certificate of their own.

Interface Primary Certificate Load Balancing Certificate Key-Type Edit
OUTSIDE-drect SSL-TrustpointPKCS 12instructuredMame=F... | [Primary: RSA (2048 bits), Load Balan....

Now the new Identity Certificateisin use.
Certificate Renewal

Renew a Certificate Enrolled with Certificate Signing Request (CSR) with ASDM



Certificate renewal of CSR enrolled certificate requires you to create and enroll anew Trustpoint. It needs to

have a different name (for example, old name with enroll year suffix). It can use the same parameters and
Key Pair asthe old certificate, or can use different ones.

Generatea CSR with ASDM
1. Createa New Trustpoint with a Specific Name

a. Navigate to Configuration > Device Management >Certificate Management > | dentity
Certificates.

File View Teols Wizards Window Help

v Type topic to searc Go |||l'||l'
@) Home |0 configuraton [J morstoring | | o) save (QRefresh | () Back () Forward ? Help cisco

Device Management o B Configy yent > Identity Certificates =)
§ [==1]
4 8 Licensing Tssued To 3 Issued By Expiry Date Agsocated Trustpoints Usage Public Key Type _
5188 System Image/Configuration Jumstructuredniame =asa. exampie.com, L=San Jos... |unstructurediame =asa.example.,.. 15:09:09 CEDT 3l L.. TP General Purpose  RSA (2048 bits) T
-8 igh avatablty and seatty
#-{1] Logging

{F] smart CalHome
Cloud Web Security
g Service Module Settings
g Users/ass
[E3 Certificate Management
= % CA Certificates

b. Click Add.
c. Definea Trustpoint Name.

Issued To ~1 Issued By

Expiry Date Associated Trustpoints Usage Public Key Type Add
unstructurediame =asa.example.com, L=5an Jos... unstructuredMame =asa.example... 15:09:09 CEDT Ml L... TP General Purpose  RSA (2048 bits)

(5 Add |dentity Certificate

X B
| Trstointrame: | B
(®) Impart the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):
Decryption Passphrase: —
File to Import From: Browse. ..

() Add a new identity certificate:

Key Pair: <Default-ASA-Key> Show...

Certificate Subject DN:

Enable CA flag in basic constraints extension

Add Certificate Cancel Help

[ ey

d. ClickAdd a New I dentity Certificate radio button.

2. (Optional) Create a New Key Pair

% Note: By default, the RSA key with the name of Default-RSA-Key and a size of 2048 is used,

however, it is recommended to use a unique private/public Key Pair for each Identity
Certificate.

a. Click New to generate anew Key Pair.



anagement > Identity Certificates

Issued To Issued By Expiry Date Associated Trusmownts Public Key Type
unstructrediame-=... 15: 10:00 CEST Feb 6 2024 RSA (2048 bits)
[E) Add Identity Certificate x
Trustpoint Name: S5L-Trustpoint-2023

(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From: Browse. ..

(® Add a new identity certificate:

Key Pair: <Default-RSAKey> w Show...
Certificate Subject DN:  CN=asavpn.example.com Select...
[[] Generate seif-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help

b. Choose the option Enter new Key Pair name and enter a name for the new Key Pair.

c. Choosethe Key Type- RSA or ECDSA.

d. Choose the Key Size; for RSA, choose General purpose for Usage.

e. Click Generate Now. The Key Pair is now created.

anagement > Identity Certificates

Issued To Issued By Expcrv Date Associated Trusmownts Usage Public Key T\-'DE |
Trustpoint Name: 1S5L-Trustooint-2023
q [ Add Key Pair X ke
Key Type: (@)RSA () ECDSA () EDDSA

@ Mame:  (O)Use default key pair name

(®) Enter new key pair name:

35L-KeyPaif-2023|I Ew...

sae: [ <09 <

Usage: (@) General purpose

T e

O Spedal L

i

Help

e ey

" o o

3. Select the Key Pair Name

Choose the Key Pair to sign the CSR with, and to be binded with the new certificate.

Add
Show Details
Dalete
Export
Install

Re-Enrol

Add
Show Details
Dalete
Export
Install

Re-Enrol



Confiquration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add
unstructurediame=. .. |CN=ca.example.com, OU... | 15: 10:00 CEST Feb 6 2024 RS54 (2048 bits) Tow Dol
Add Identity Certificate b4 Delate
Export
Trustpoint Name: 55L-Trustpoint-2023
(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): Install
Decryption Passphrase: Re-Enrol

File to Import From:

(®) Add & new identity certificate:

Key Pair: |/sst-keypair-2023 o show..

Certificate Subject DN:  CN=asavpn.example.com Select...

[[] Generate seif-signed certificate

Act as local certificate m_:tgul_. and issue dynamic certificates to TLS-Proxy

Advanced...
[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help i

4. Configurethe Certificate Subject and Fully Qualified Domain Name (FQDN)

_& Caution: The FQDN parameter must match the FQDN or the | P address of the ASA interface

that the certificate is used for. This parameter sets the Subject Alternative Name (SAN) for the

certificate. The SAN field is used by SSL/TLS/IIKEV2 client to verify if the certificate matches
the FQDN it is connects to.

% Note: CA can alter the FQDN and Subject Name parameters defined in the trustpoint when it
signs the CSR and creates a signed Identity Certificate.

a. Click Sdlect.

Configuration > Device Management > Certificate Management > Identity Certificates (m]
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
unstructurediame=. .. |CN=ca.example.com, OU... | 15: 10:00 CEST Feb 6 2024 RS54 (2048 bits) Tow Dol
Add Identity Certificate X Delete
Export
Trustpoint Name: 55L-Trustpoint-2023
() Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Frivate Key): Instal
Decryption Passphrase: Re-tnrol

File to Import From:

(®) Add & new identity certificate:

Key Pair: SS5L-KeyPair-2023 ~ Showe. Hew
Certificate Subject DN:  CN=asavpn.example.com Select...
[[] Generate seif-signed certificate -
Act as local certificate authority and issue dynamic certificates to TLS-Proxy
|
Advanced...

[[] Enable CA flag in basic constraints extension

% Add Certificate Cancel Help I

b. In the Certificate Subject DN window, configure certificate attributes - select attribute from
drop-down list, enter the value, click Add.



Confiquration > Device Management > Certificate Management > Identity Certificates o

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add

Shom Detads
Delsts

Trustpoint Name: S5L-Trustpeoint-2023 | =2

[ Certificate Subject DN X
. Attribute Value |
DN Attribute to be Added Common Name {CN) ____ 2savpn.example. com
Attribute: | Country (C) ~ Add>> omesanitames(c) -
value:  |Ug| Delete ‘
|I| Cancel Help
| Enable CA Miag in basic consraints extension T
w Cancel Hep
Attribute Description
CN The name through which the firewall can be accessed (usually the
fully-qualified domain name, for example, vpn.example.com).

Oou The name of your department within the organization.
O The legally registered name of your organization/company.
C Country code (2 letter code without punctuation)
ST The state in which your organization is located.
L The city in which your organization is located.
EA Email address

% Note: None of the previous fields can exceed a 64-character limit. Longer value could
cause problems with the Identity Certificate installation. Also, It is not necessary to define
all the DN attributes.

Click OK after al the attributes are added.
c. To configure device FQDN, click Advanced.



Issued To

General Purpose

[B Add Identity Certificate X Delete

Trustpoint Name: 55L-Trustpoint-2023 |

(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):

Decryption Passphrase: | | ReEmror
File to Import From: | Bromse... |

(®) Add a new identity certificate:

Key Pair: | S5L-KeyPair-2023 v|| show. | | New.. |

Certificate Subject DN: :m.exanﬂe.m,0=exanplei|:|_ Select... |

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[JEnable CA flag in basic canstraints extension

| addcertficate ||  cancd || Help ]

d. Inthe FQDN field, enter the fully-qualified domain name through which the deviceis
accessible from the internet. Click OK.

Issued By
PR A T ET TR =S S SEnan ‘ General Purpose 25! 5) ’—]Shmlnﬂals
B Advanced Options X

Enrolment mode parameters and SCEP challenge password are not available for self-signed certificates.

Certificate Parameters  Enrolment Mode  SCEP Challenge Password
[ mstal
FQDN: |asavpn.eulmle.m| | e
E-mail: | |
IP Address: | |
[ Indude serial number of the device

N

oK || cancel || hep

5. Generate and Savethe CSR

a. Click Add Certificate.



Issued To

General Purpose

[E) Add Identity Certificate b | Delete |
Trustpoint Name: |S5L-Trustpoint-2023 | ILt—‘
O Import the identity certificate from a file (PKCS12 format with Certificate (s) +Private Key): S

Decryption Passphrase: | | Re-Enrol
Fie to ImportFrom: | || Browse...
(®) Add a new identity certificate:
Key Pair: |sSLKeypair-2023 | Show... New...
Certificate Subject DN: :}pn.exanple.m,0=exal|ple inc] T
[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

g Add Certificate || Cancel | velp |

b. A prompt displaysin order to save the CSR to afile on the local machine.

General Purpose RSA (2048 bits)
@ Add Identity Certificate X | Delet=
[ [ Export
Trustpoint Name: _Sﬂ.-Tl’l.lBlDd'lt-m23 |—’
() Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): GEE
i Re-Enrcll
[ Identity Certificate Request X
F

To complete the enrollment process, please save the PKCS 10 enrollment
@) request (CSR) and send it to the CA.

K You will then need to install the certificate that is returned from the CA by
dicking the Install butten in the Identity Certificates panel.

=

Save CSR to File: |C:\Users\cisco.DESKTOP-R2CHSGS\Docun| [ Brawse... |

== = =

Advanced...

[[] Enable CA flag in basic constraints extension
W Add Certificate |

Click Browse. Choose alocation in which to save the CSR, and save the file with the .txt
extension.

%‘ Note: When the file is saved with a .txt extension, the PK CS#10 request can be opened
and viewed with atext editor (such as Notepad).

c. Now the new trustpoint is displayed in a Pending state.

Issued To Issued By Expiry Date Assodiated Trusipoints Usage Public Key Type i Add |
CN=ca.example.com, OU... 15:10:00 CESTFeb6 2024  SSL-Trustpoint General Purpose RSA (2048 bits)

Show Detas
[asavon.example.com] ot Avaiable Sending... SSL-Trustpoint-2023 T




Install the Identity Certificatein PEM Format with ASDM

The installation steps assume that the CA signed the CSR, and provided a PEM encoded (.pem, .cer, .crt)
new |dentity Certificate and CA certificate bundle.

1. Install CA Certificatethat Signed the CSR

The CA certificate that signed the Identity Certificate can be installed in the Trustpoint created for
|dentity Certificate. If the Identity Certificate is signed by intermediate CA, then this CA certificate
can be installed in the Identity Certificate Trustpoint. All the CA certificates upstream in the hierarchy
and can be installed in separate CA Trustpoints.
a. Navigate to Configuration > Device M anagement >Certificate Management >, and choose
CA Certificates. Click Add.

Configuration > Device Management > Certificate Management > CA Certificates o
Issued To Issued By 1 Expiry Date Assodizted Trusipoints Usage Active
ca.example.com CM=ca.example.com, QU=l,.. 15:10:00 CEST Feb & 2030 SSL-Trustpoint General Purpose fes =
QuoVadis Root CA 2 CM=QuoVadis Root CA 2, ... 19:23:33 CEST Mov 24 2031 _SmartCalHome _ServerCAZ General Purpose Mo
IdenTrust Commercial Root... CN=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome _ServerCA General Furpose No

b. Enter the Trustpoint name and choose I nstall From File, click Browse button, and choose
the intermediate certificate. Alternatively, paste the PEM encoded CA certificate from atext
fileinto the text field.

Configuration > Device Management > Certificate Management > CA Certificates =]
Issued To Issued By 1 Expiry Date Assodiated Trustpoints Usage Active Add
ca.example.com CM=ca.example.com, OU=l,., 15:10:00 CEST Feb 6 2030 SSL-Trustpoint General Purpose Yes

[&) Install Certificate

Trustpoint Name: ISSL‘Tluslpcht-ZDR I

(®) Install from a file:

(C) Paste certificate in PEM format:

% Note: Install the intermediate certificate with the same trust point name as I dentity
Certificate trust point name, if Identity Certificate is signed by intermediate CA
certificate.

c. Click Install Certificate.



Issued To Issued By 1 Expry Date Assodated Trustpoints Usage Active Add
ca.example.com CM=ca.example.com, QU=l,.. 15:10:00 CEST Feb 6 2030 SSL-Trustpoint General Purpose Yes

Trustpoint Name: SSL-Trustpoint-2023 Request CRL

Edit
Show Detais

() Install from a file: Browse. .

Delete

(@) Paste certificate in PEM format:

|aTeBnHqTOLRNQOBS 1QIXEA4S AL 2698aewBBMDOBG ko Way forwL ASUSWZVTZSWN ~
|4noWaxH1boGGD 7+5vik0es L 28 FpEhGodLh Gk 1 T4 oqL IDMILgkzOctZkCT 7F

| SkxvFik 12 1cZEGnSb2umnlqaVZs 1ewIuTHOX 48ls 3uXTPHS +8 5QG0 +d lwaOsbCwk

| oK SSEPPHZ 31QuVxGiirp /zmomzxd4G ftel6e yMOpipnVID YjQSHNKQAQT SLKwRSX
|0j9xKnY CbPfg 3p 2FdH 7w Jh 1K 3pr AgMBAAGIUDBOMAWGA LUJEWQFMAMBAFSWHQYD
|VROOBSYEFES SkZsbradb ot FV 52U 47em2uX aMBBG A 1dIw( YMBaAFE 55k Zsbragh
|9tLFV52U47em3uXaMADGCSqGSIbIDQEBCWUAAIBAOArsXIFwK 3ilNBwOsYh5maT
|cGoeyDMRhs3Rs /WD 25M 2wkAF4AYZHgNSgK E

|29kgaRijsx 153V YLkBESoALaA fQFXEV +h7

|0jRyjalH 56BFackNc FKRddtV X YBSsfEBFhNBoe
|gWBYnHOVMOSsvyTXSLIIFOLCAMAY HGagh

|deVieovOiPAxnrAll-+MNg 23rWFN 3MXWZ04530 INFO: Certificate has the following attributes:
weeesEND CERTIFICATE ===

Fingerprint: e9ad 165¢ 2673424c 6e7e0c5f b30b4a02
() Use EST:

Specify source Interface: | —Hans — Trustpoint CA cerfificate accepted.
EST URL: https://
Certificate Subject DM: | Cl=risavpn31
allow-untrusted-connection
() Use SCEP:
Spedify source Interface: | —None —
SCEP URL: http:/f
Retry Period: 1 minutes

Retry Count: a (Use 0 to indicate unlimited retries)

Install Certificate Cancel Help

In the example, the new certificate is signed with the same CA certificate asthe old one. The
same CA cert|f|cate IS associ ated with two Trustpoints now.

=
Tssued To Issued By ~* Expiry Date Assodiated Trustpoints Active Add
|c2.example.com _______[CN=ca.example.com, OU=!... SSL-Trustpoint-2023, SSL-Trustpoint £t
QuoVadis Root CA 2 CN=QuoVadis RootCA 2, ... 19:23:33CESTNov 242031 _SmartCalHome_ServerCA2 General Purpose Mo
IdenTrust Commercial Root... CM=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome_ServerCA General Purpose No \ Show Details
Request CRL
Delete
2. Ingtall Identity Certificate
a. Choose the I dentity Certificate created previously with the CSR generation. Click I nstall.
Configuration > Device Management > Certificate Management > Identity Certificates m]
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
unstructurediame=... Ch=ca.example.com, QU... 15:10:00 CEST Feb6 2024  SSL-Trustpoint General Purpose RS5A (2043 bits) Show Detais
Delete
Export
Re-Enrol

% Note: The Identity Certificate can have | ssued By field as Not available, and the Expiry
Datefield as Pending.

b. Choose afile that contains the PEM encoded Identity Certificate received from the CA, or open
the PEM encoded certificate in atext editor, and copy and paste the | dentity Certificate
provided by the CA into the text field.



Configuration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints w1 Usage Public Key Type
unstructurediames... CN=ca.example.com, OU... 15:10:00 CEST Feb & 2024 SSL-Trustpoint General Purpose RSA (2048 bits)
Tocavon.exampie com] SSL Trustoont-2023
[T Install Identity certificate x
Identity Certificate
(®) Install from a file: - Browse

(") Paste the certificate data in base-64 format:

|

Instal Certificate Cancel Help

% Note: Identity certificate can be in .pem, .cer, .crt format to install.

c. Click Install Certificate.

> Mal > Ma > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints w1 Usage Public Key Type
unstructurediames=... CN=ca.example.com, OU... 15:10:00 CEST Feb & 2024 SSL-Trustpoint General Purpose RSA (2048 bits)
25ovon example com ot ivaloble —— —— Jpending .~ [5SLTrustpont-2023

1

Identity Certificate
O !E Ple .
B Information x
Please wait wh

device... . .
@ @ Certificate import succeeded.

Issued To Issued By Expiry Date Assodated Trusipeints ~1 Usage Public Key Type
unstructuredame=... CN=ca.example.com, OU... 16:10:00 CEDT Apr 6 2024 S5L-Trustpoint-2023 General Purpose RSA (4096 bits)
15:10.00 CEST Feb 6 2024 RSA (2048 biz)

3. Bind the New Certificateto I nterface with ASDM

Add
Show Details
Delate
Export
Install

Re-Enrcl

Add
Show Details
Delete
Export
Install

ReEnrol

The ASA needs to be configured to use the new Identity Certificate for WebV PN sessions that

terminate on the interface specified.

a. Navigate to Configuration > Remote Access VPN > Advanced > SSL Settings.

b. Under Certificates, choose the interface that is used to terminate WebV PN sessions. In this

example, the outside interface is used.

Click Edit.



c. In the Certificate drop-down list, choose the newly installed certificate.

Configuration > Remote Access VPN > Advanced > SSL Settings o

(B Select S5L Centificate X

Specify enrolled trustpoints to be used for S5L authentication and VPN load balancing on the
QUTSIDE-direct interface. To enroll 3 trustpoint, go to Device Management > Certificate
Management > Identity Cerlificates.

Certificates | 3
Specify which certificates, ifan  Interface: OUTSIDE-drect £es not associated with a certificate of their own.

1 Primary Enrolled Certificate: SSL-Trustpoint-2023:unstructuredMame =asavpr.exampl... « | F
Interface ] ) Key-Type Edit
QUTSIDE-direct ReadESMCHI EN eI hsied] = None = Rl Frinary: RSA (2048 bils), Load Balanding: n...

inside

inside-vlan Cancel Help
ar it

d. Click OK.

e. Click Apply. Now the new Identity Certificateisin use.

Configuration > Remote Access VPN > Advanced > S5L Settings (m]

Certificates
Specify which certificates, if any, should be used for SSL authentication on each interface. The falback certificate will be used on interfaces not assodated with a certificate of their own.

Interface Primary Certificate Load Balancing Certificate Key-Type
QUTSIDEdirect SSL-Trustpoint-2023wmstructure...] —|Primary: RSA (4096 bits), Load Balandng: n...

inside
inside-vian
management

Renew a Certificate Enrolled with PK CS12 Filewith ASDM

Certificate renewal of PKCS12 enrolled certificate requires you to create and enroll a new Trustpoint. It
needs to have a different name (for example, old name with enroll year suffix).

PKCS12 file (.p12 or .pfx format) contains Identity Certificate, Key Pair, and CA certificate(s). It is created
by the CA, for example, in case of wildcard certificate, or exported from a different device. It isabinary
file, and cannot be viewed with text editor.

1. Install the Renewed Identity Certificate and CA Certificatesfrom a PK CS12 File

The Identity Certificate, CA certificate(s) and Key Pair needs to be bundled into a single PKCS12 file.
a. Navigate to Configuration > Device Management > Certificate Management, and choose
| dentity Certificates.
b. Click Add.
c. Specify anew Trustpoint Name.




Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type I Add I

[ Add Identity Certificate * Delete |
Tspontrene:  [stspemaicse | ==

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

o || e |

Fie to Import From: | || eromse... |
() Add a new identity certificate:
Key Pair: | <Defaut-RsAKey> O] [ stow... | [TReRT
S — s |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

d. Click the Import The Identity Certificate from aFile radio button.

Issued To Issued By Expiry Date Assodated Trustponts Usage Publz Key Type Add
I| [ showetais
B Add Identity Certificate m l I Delete |
Import ID certificate file X

L

(@) Import the identity certificate from a fle (PKCS12 format with Certificate(s) +Private Key):

Lookin: | 2] Documents v| 2 eem@-

S
Fie toImport From: | | [ erowse... |
(O Add a new identity certificate:
Key Pair: | <Default-Rsakey> EEE T
S sk |
Generate self-signed certificate
Act as local certificate authority and issue dynamic certificates to TLS-Proxy

E ‘ Files of type: ’m—v| ’T‘

[] Enable CA fiag in basic constraints extension

e. Enter the passphrase used to create the PK CS12 file.

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add

[E) Add Identity Certificate X Delete |
Tsgontane: [ Soot ]
(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

Decryption Passphrase: | eveee | ReEnrol |
Fie to Import From: | C:\Jserscisco.DESKTOP-R2CHBG| | Browse... |

() Add a new identity certificate:
Key Pair: | <Defaut-RsAKey> O] [ stow... | [TReRT
Corteste susect ek |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable CA flag in basic constraints extension

[ Add certificate | | Cancel | Help |




f. Click Add Certificate.

Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustponts Usage Publc Key Type | Add
| Show Details
=1 . Delete
Trustpoint Name: SSL-Trustpoint-PKCS12 t
(@) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):
Decaryption Passphrase: (eeess
File to Import From: |C:\Jsers\cisco.DESKTOP-R2CHBG| | Browse... |
Ond B
B nformation X
Key |
4 Please wait while ASDM is delivering the command(s) to the
Cortl device. ..
E @ Created trustpeints for CAs higher in the hierarchy as the CA certificate was not self-signed.

WARNING: CA certificates can be used to validate VPN connections, by default. Please adjust
the validation-usage of this trustpeint to limit the validation scope, if necessary

[[] Enable CA fiag in basic constraints extension Import PKCS 12 operation completed successfully.

W

" rddcotiat ||| concel e

% Note: When a PKCS12 with CAs certificates chain isimported the ASDM creates the
upstream CAs trustpoints automatically with names with added -number suffix.
Configuration > Remote Access VPN = Certificate Management > CA Certificates

Issued To ~1 Issued By Expiry Date Assodated Trustpoints Usage Active
KrakowCA-sub1-1 CN=KrakowCA-subl 12:16:00 CEDT Oct 19 20258 SSL-PKCS12 Signature Yes
KrakowCA-sub1 CN=KrakowCA 12:15:00 CEDT Oct 19 2023 S5L-PKCS12-1 Signature fes
KrakowCA CN=KrakowCA 12:16:00 CEDT Oct 19 2028 SSL-PKCS12-2 Signature fes

2. Bind the New Certificateto I nterface with ASDM

The ASA needs to be configured to use the new Identity Certificate for WebV PN sessions that
terminate on the interface specified.

a. Navigate to Configuration > Remote Access VPN > Advanced > SSL Settings.

b. Under Certificates, choose the inter face that is used to terminate WebV PN sessions. In this
example, the outside interface is used.

Click Edit.

c. In the Certificate drop-down list, choose the newly installed certificate.



Configuration > Remote Access VPN > Advanced > SSL Settings

Edit

Delete

[ Select SSL Certificate X
Spedify enrolled trustpaints to be used for 551 authentication and VPN load balancng on the
OUTSIDE-direct interface. To enrol a tri int, go to Device 1t > Certificate
Mar > Identity Certificates,
Certificates - | =
Specify which certificates, if an Interface: OUTSIDE-direct

s not assodated with a certificate of their own.

Primary Enrolled Certificate: SSL-Trustpoint-PKCS12:unstructuredName =FTD72-ek, u... -
Interface Key-Type Edit |
Load Balandng Enrolled Certificate: | -- Mone -

o ¥ —
NS
- .

management

Fallback Certificate: —None -

Forced Certification Authentication Timeout: 2 | minutes

Apply Reset

d. Click OK.

e. Click Apply.

Certificates
Specify which certificates, if any, should be used for SSL authentication on each interface. The fallback certificate will be used on interfaces not associated with a certificate of their own.
Interface Primary Certificate Load Balancing Certificate Key-Type | E Edit !
OUTSIDE-drect S5L-Trustpoint PKCS 12nstructuredame=F... | |primary: RSA (2048 bits), Load Balan...
1

Now the new Identity Certificateisin use.
Verify

Use these steps in order to verify successful installation of the third-party Vendor Certificate and use for
SSL VPN connections.

View Installed Certificatesvia ASDM

1. Navigate to Configuration > Remote Access VPN > Certificate M anagement, and choose | dentity
Certificates.

2. The Identity Certificate issued by the third-party vendor can appear.

Certificates
Spedfy which certificates, if any, should be used for S5L authentication on each interface. The fallback certificate will be used on interfaces not assocated with a certificate of ther own.
Interface Primary Certificate Load Balanding Certificate Key-Type | E Edit ’
OUTSIDE-drect SSL-Trustpoint-PKCS12wnstructuredMame=F... [ |Primary: RSA (2048 bits), Load Balan...

Troubleshoot

This debug command is to be collected on the CLI in the case of an SSL Certificate Installation failure.

» debugcryptoca 14

Frequently Asked Questions



Q. What isa PKCS12?

A. Incryptography, PKCS12 defines an archive file format created to store many cryptography objects as a
singlefile. It iscommonly used to bundle a private key with its X.509 certificate or to bundle al the
members of achain of trust.

Q. What isaCSR?

A. In public key infrastructure (PK1) systems, a certificate signing request (also CSR or certification request)
is amessage sent from an applicant to aregistration authority of the public key infrastructure in order to
apply for adigital Identity Certificate. It usually contains the public key for which the certificate can be
issued, information that is used to identify the signed certificate (such as adomain name in Subject) and
integrity protection (for example, adigital signature).

Q. Whereisthe password of the PKCS12?

A. When certificates and Key Pairs are exported to a PKCS12 file, the password is given in the export
command. For importing a pkcsl2 file the password needs to be delivered by the owner the CA Server or
person that exported the PK CS12 from another device.

Q. What isthe difference between the root and the identity?

A. In cryptography and computer security, aroot certificate is a public key certificate that identifies a root
certificate authority (CA). Root certificates are self-signed (and it is possible for a certificate to have
multiple trust paths, say, if the certificate was issued by aroot that was cross-signed) and form the basis of
an X.509-based public key infrastructure (PK1). A public key certificate, a'so known as adigital certificate
or ldentity Certificate, is an electronic document used to prove the ownership of a public key. The certificate
includes information about the key, information about the identity of its owner (called the subject), and the
digital signature of an entity that has verified the certificate's contents (called the issuer). If the signature is
valid, and the software that examins the certificate trusts the issuer, then it can use that key to communicate
securely with the certificate's subject.

Q. | installed the cert, why does it not work?
A. This could be due to many reasons, for example:

1. The certificate and trustpoint are configured, but they have not been bound to the process that usesit. For
example, the trustpoint to be used is not binded to the outside interface which terminates Anyconnect
clients.

2. A PKCSI12fileisinstalled, but gives errors due to the intermediate CA certificate missing in the PKCS12
file. The clients that have the intermediate CA certificate as trusted, but do not have root CA certificate as
trusted, are not able to verify the whole certificate chain and report the server Identity Certificate as not
trusted.

3. A certificate populated with incorrect attributes can cause installation failure, or client side errors. For
example, certain attributes are encoded using the wrong format. Another reason is that the Identity
Certificate is missing Subject Alternative Name (SAN), or the domain name used to access the server is not
present as a SAN.

Q. Doesainstallation of a new cert require a maintenance window or causes downtime?

A. Installation of anew certificate (identity or CA) is not intrusive and does not cause downtime or requre a
maintenance window. To enable a new certificate to be used for a service that existsis a change and require
a change request / maintenance window.

Q. Can adding or changing a certificate disconnect the connected users?
A. No, the usersthat are currently connected stay connected. The certificate is used at connection
establishment. Once the users reconnect, the new certificate is used.



Q. How can | createa CSR with awildcard? Or a Subject Alter native Name (SAN)?
A. Currently, the ASA/FTD cannot create a CSR with wildcard; however, this process can be done with
OpenSSL. In order to generate the CSR and ID key, you can run the commands:

openssl genrsa -out id.key 2048

opensd req -out id.csr -key id.key -new
When atrustpoint is configured with Fully Qualified Domain Name (FQDN) attribute, the CSR created by

ASA/FTD contains the SAN with that value. More SAN attributes can be added by the CA when it signsthe
CSR, or the CSR can be created with OpenSSL

Q. Doescertificate replacement take effect immediately?

A. The new server Identity Certificate is used only for the new connections. The new certificate is ready to
be used immediately after the change, but is actually used with new connections.

Q. How can | check if the installation worked?
A. The CLI command to verify: show crypto ca cert <trustpointname>

Q. How to generate PKCS12 from The Il dentity Certificate, CA certificate, and private key?
A. PKCSI12 can be created with OpenSSL, with the command:
openssl pkcsl2 -export -out p12.pfx -inkey id.key -inid.crt -certfile ca.crt

Q. How to export acertificatetoinstall it in a new ASA?
A.
» With CLI: use the command: crypto ca export <trustpointname> pkcsl2 <passwor d>

* With ASDM:

a. Navigate to Configuration > Device M anagement > Certificate Management > | dentity
Certificates and choose the | dentity Certificate. Click Export.

File View Tools Wizards Window Help = = tlllvllli

@ vome | anﬁg.ranvam Q&n@kgﬁm Qoo Q) ror cisco
Bookmarks a B X C > Device = Certificate > Identity Certificates [m]
o bookmark & page, right-cick on a

:“:: ;J"e nanq;?on tree and select Issued To Issued Bv Expiry Date Assaciated Trustponts Public Key Type Add

’ wwmwwrwz-* Sl M(ww Show Detais
©Go [ Deete unstru ‘Ucd\lwc-'m CH= erlcmerU 15:10:00 CEST Feb 6 2029 $5L-Trustpaint General Purpose  RISA (2048 bits)
unstructuredilame=FTD7,, CN KrakowCh-sub1-1 04:44:00 CEST Dec 21 2024 85L rustmntJKCS 2 General Purpose  RSA (2048 buts) Delete
[2sa. vpn. example.com] Mot Avaiable Pending. .. SSL-Trustpaint| Unknawn

Device Management g 8

7 {8 Management Acce: |

-8B Licensng

+-88 System Image Configuration

£ g8 High Avalabiéty and Scalabiity

=1 Logging :

{8 smart Call+ome Finds | [miticaee
a Cloud Web Security Certificate Expration Alerts
Service Module Settings - s - =
il @ Users/AAA Send the first alert before : 50 | (days) | SetDefault
= [ Certificate Management Repeat Alert Interval : 7 (days)
dc-tiwc«liﬁmnu
CA Certificates Weak Crypto Configurations

b. Choose where to export the file, specify the export password, click Export Certificate.



Confiquration > Device Management > Certificate Management > Identity Certificates o

Issued To Tssued By Expiry Date Associated Trustpeints Usage Public Key Type Add

S
unstructureddame=risav... CMN=ta.example.com, OU... 15:10:00 CEST Feb & 2024 SSL-Trustpoint General Purpose RSA (2048 bits)
unstructuredName=FTD7... CN=KrakowCA-subl-1 04:44:00 CEST Dec 21 2024 SSL-Trustpoint-PKCS12 General Purpose RSA (2048 bits) Delete
[asa.vpn.example.com] Not Available Pending... SSL-Trustpoint| Unkrown
Export
Find: @ [ Match Case

Certificate Expiration Alerts
Send the first alert before : |60 | (days) Set Default
Repeat Alert Interval : 7 (days)

Weak Crypto Configurations - Export certificate XL

] Permit Weak key sizes and Ha
it/ Export to File: C:\Users\cisco DESKTOP-R2CHBGS \Documents'ce| | Browse...

Public CA Enrollment . Certificate Format:
Get your Cisco ASA security appliz (@) PKCS12 Format (Certificate(s) + Private Key) stomers a spedial promotional price for certificates and trial certificates for
testing.
() PEM Format (Certificate Only) [}
Using & previously saved certifica Configuration Enaryption Passphrase

Encryption Pas: ase; sees
ASDM Identity Certificate Wizard — ja T

The Cisco ASDM Identity Certifica  Confirm passphrase: | eees| k.

Export Certificate Cancel Help

The exported certificate can be on the computer disk. Please put the passphrase in a safe place,
thefileis useless without it.

Q. If ECDSA keysare used, isthe SSL certificate generation process different?
A. Theonly difference in configuration is the keypair generation step, where an ECDSA keypair can be
generated instead of an RSA keypair. The rest of the steps remain the same.

Q. Isit alwaysrequired to generate a new Key Pair?

A.The Key Pair generation step is optional. Existing Key Pair can be used, or in case of PKCS12 the Key
Pair isimported with the certificate. Please see the Select the Key Pair Name section for the respective
enrollment / re-enrollment type.

Q. Isit safeto generate a new Key Pair for a new Identity Certificate?
A. The processissafe aslong asanew Key Pair nameis used. In such a case, the old Key Pairs are not
changed.

Q. Isit required to generate the key again when afirewall isreplaced (like RMA)?

A. The new firewall by design does not have Key Pairs present on the old firewall.

The backup of running-configuration does not contain the Key Pairs. The full backup done with ASDM can
contain the Key Pairs.

The Identity Certificates can be exported from an ASA with ASDM or CLI, before it fails. In case of
failover pair, the certificates and Key Pairs are synchronised to a standby unit with write standby
command. In case one node of failover pair isreplaced, it is enough to configure the basic failover and push
the config to the new device.

In case aKey Pair islost with the device and there is no backup, a new certificate needs to be signed with
Key Pair present on the new device.






