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This document describes how to configure rule actions in Rule-Based Policy for web policy management.

Overview

Rule-Based Policy uses rulesets that match based on identity. Each ruleset contains rules, and each rule
matches based on identity, destination, and schedule. The system applies both rulesets and rulesin atop-
down order of precedence. The identity is matched to the first applicable ruleset, then the first rule that
matches the identity, destination, and schedule is applied.

A new feature in Rule-Based Policy allows administrators to assign alow, warn, block, or isolate actions to
rule identities for specific destinations and applications.

For instructions on how to configure rulesets and rules, refer to the Manage the Web Policy documentation.

Actions: Allow, Allow (Secure), Warn, Block, and | solate

Y ou can assign one of these actions to individual rulesin aruleset:

Allows access to the destination or application unless a security issue is detected. File
Allow (Secure) |[Inspection and Security Categories still apply. Thisisthe default action for “allow” unless
you select a security override.

Allows access to the destination or application without security protection. Security

Allow settings cannot be overridden for an entire content category.

Warn Presents rule identities with a warning page and an option to continue, instead of blocking
access.

Block Denies access to the destination. Rule identities cannot override or continue past the block
page.

|solate Instead of blocking identities from the destination endpoints, a cloud-based browser hosts

the browsing session for that destination.



https://docs.umbrella.com/umbrella-user-guide/docs/manage-web-policies

Set a Rule Action

Select arule action when you create or edit arule.

1. Go toWeb Policy > [Select the appropriate Ruleset].
2. ClickAdd RuleorEdit Rule.
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A Web policy i made up of rulesets and rulesets are made up of rules. A rule determines how Umbrella’s various: securilies protect your organization’s identities. This security protection includes
configurations: that control access to intemet destinations. A rule can then e applied to 8 subset of those ruleset identities. A rulesat can include all or a subset of all of your organization’s identities.
are evaluated in descending ordar and apply their action whan the identity and destination match, and when any rule conditions, such as time of day or week, are met. Click Add to add and configure
niw ruliset to your organization”s Web policy. For mang information about Web policies, rulesets, and rules, Sed Umbrela’s Help.
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3. In the drop-down menu, selectAllow,War n,Block, orl solatefor the destination.
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» Thedefault for “allow” applies security and blocks the destination if athreat is detected.
» To dlow access without security protection, select the option to "override security."
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For more information, visit the Umbrella L earning Hub for videos about Rule-Based Policies.



https://community.cisco.com/t5/security-videos/bg-p/4561-videos-security

