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Introduction

This document describes if Cisco Umbrella works with DNSBLS and URIBLS.

Does Umbrella Work with DNSBLS and URIBLS?

Umbrella cannot guarantee that DNSBL/URIBL services can respond correctly to requests originating from 
Umbrella's servers. In many cases, list providers are looking to handle only low volume usage. From their 
perspective, all requests from Umbrella users are seen as coming from the same source leading to traffic 
well beyond the list providers thresholds.  
 
Spamhaus and URIBL reference this specifically on their respective FAQ pages: 
 
"Check what DNS resolvers you are using: If you are using a free "open DNS resolver" service such as the 
Google Public DNS or large cloud/outsourced public DNS servers, such as Level3's or Verizon's, to resolve 
your DNSBL requests, in most cases you will receive a "not listed" (NXDOMAIN) reply from Spamhaus' 
public DNSBL servers. We recommend using your own DNS servers when doing DNSBL queries to 
Spamhaus.” — Spamhaus 
 
"URIBL provides public lookups over DNS for low volume usage. If you spam check a large amount of 
email, or you use a shared DNS platform for resolution, you may receive a response saying the query was 
refused. That said, Public DNS providers such as OpenDNS or Google Public DNS are affected due to the 
high volume of queries they generate, as are many other internet service providers (ISP) that use caching 
nameservers for their customer base. “ — URIBL

In regard to overall interoperability, Umbrella works with all DNSBLs and these URIBLs:

dnsbl.org•
rfc-ignorant.org•
rhsbl.ahbl.org•
rhsbl.sorbs.net•
surbl.org•
ubl.dnsbl.borderware.com•
uribl.com•
uribl.org•


