Enable Reporting In Activity Search for Cloud-
Delivered Firewall

Contents

Introduction
Overview

Solution

| ntroduction

This document describes how to enable reporting for Cloud-Delivered Firewall policies on network tunnels.

Overview

By default, reporting for Umbrella Cloud-Delivered Firewall is not enabled. Y ou must manually enable the
feature on each network tunnel to receive reports for Cloud-Delivered Firewall policies.

Solution

To enable reporting on the Dashboard:

1. Navigate to Policies > Firewall.

2. Select the network tunnel to enable reporting.

3. Click the three dots on the right-hand side of the selected tunnel.
4. Toggle the switch for L ogging to enable reporting.
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Use this policy to contral network traffic based on IR, port, and protocol. Rules are evaluated from the top down. For more information about Firewall Policy, view Manage Firewall,

FILTERS &, Search Firewall Rule name: tions
1 Selected SELECTALLS EXPORT EMABLE RULES DISABLE RULES
Firawall Peliey
a
Any IP5 Ary iPs - ~
1 i HO) - Pon Bloc ® Enabd Block l 124hrs ) r 23, - 02:21pm|
Urribredia HQ - Pon Blocking Enabted @ Any e s e (663.0 /2dhrs)  Apr 23, 2020 - 02:2 1 l:l
) 2 Urnibredls MO - P Block ® Enabled @ Block  Am Akt A & 0)24hrs Apr 09, 2020 = 12:10am
preda MO - oCking W Any Ports AR PSHE oy 5 pr 09, y
B Any 1Ps 21Ps - = .
3 Al Uribrelta Resobseds ® Enablad Allow Ay 30.5 kf24hrs ) Apr 23, 2020 - 02:2pmy
o Lirtn e W Ay : Any Ports (. ) Tl e
. Any IP5 1P
4 ke SER ey SO e ® Enabs Block Y A Hif
Block S5H to SAL Serve Enatted @ Any adij P 3 Mo Hits
) = Any IPs Any IPs YT .
lock 5 ® En Block A & No H
5 Block High Port Enabled @ Ay i PoS A f2dhrs No Hits
§ i i Any IPs Ary P — = o
nfault Rule ® En Allow T 11.9 kf2dhrs ) " e 12 1pm
5 Detault Rule Enabiled Ay vy Dioits Ay o 1.9 ki2dhrs)  Apr 23, 2020 = 02:21p

360055369031



5. Toggle the switch for Logging to enable.
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Use this policy to contral network traffic based on IP, port, and protocol. Rules are evaluated from the top down. For more information about Firewall Policy, view Manage Firewall.

Manngement FILTERS 0, Search Firewall Rube nam

1 Selected  SELECTALL S EXPORT  EMABLERULES  DISABLERULES = o+
=] Actio
Palicy Components ;. o
Any 1Ps Ay | T TT WL ™
' I Umbrelia HQ - Port Blocking #2 @ Enabled @ Bloek A (B63.0 /24hrs) A
/] = ing 2 Any Ports 3 Ports e Ed ]
Duplicate
. Any 1P5 ik
0 2 Umibredta HQ - IP Blocking ® Enabled @ Block Ay m
Any Ports Ary Ports Enabled [ |
) Any 1Ps 21Ps —
sty Regol ® En Al (30,5 ki2dhrs )
o 3 Allerw Urnibredla Resobs Enabled Arry Ay Ports Ary Parts (30.5 kiZdhrs )
Block
) 4 Block SSH 1o SOL Serve ® Enstied @ Block A Ay WPa e a Deles
L ook S5 SOL Serer wy fny Ports 1 Port
. Any 1P Any Ps
ock 5 @ En Block A
a s Block High Ports Enatted @ Any Any Ports 1Fon Mo Hits
. Any 1Ps Ary Ps
el p ® En Allew " - 02
0 s Default Rube Enabiod Any Any Ports Ay Borts Apr 23, 2020 - 02:21pm

360055232232



