Resolve Network Tunnel Inactivity On Umbrella
Dashboard
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This document describes how to troubleshoot network tunnels showing as inactive on the Umbrella
Dashboard.

Problem

After adding network tunnels, the tunnels appear on the Umbrella Dashboard as inactive.

Troubleshoot

1. Enable logging for the default Cloud-Delivered Firewall (CDFW) policy to activate network tunnels.
Y our network tunnels only show as "active" if logging for the default Cloud-Delivered Firewall
(CDFW) policy is enabled:

aseo’ Firewall Policy e

Use this policy to control network traffic based on IP. port, and pratocol. Rules are evaluated from the top down. For more information about Firewall Policy, view Manage Firewall.
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2. If logging is enabled, run this command on the router where the network tunnels are configured:



<#root>

show crypto ikev2 sa

Ensure that the source IP address is an internal 1P address from the user network as per RFC 1918. Check
your configuration according to this guide: Network Tunnel Configuration. If the error continues, please
create aticket with the show crypto ikev2 sa command aong with the CDFW logs to our Support Team for
assistance.



https://docs.umbrella.com/umbrella-user-guide/docs/tunnels

