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| ntroduction

This document describes how to integrate Cisco Umbrellawith FireEye.
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» A FireEye appliance with access to the public Internet.
 Cisco Umbrella Dashboard administrative rights.
» The Cisco Umbrella Dashboard must have the FireEye integration enabled.

Components Used

The information in this document is based on Cisco Umbrella.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Overview

With integration between the FireEye security appliance and Cisco Umbrella, security officers and
administrators are now able to extend protection against advanced threats to roaming laptops, tablets, or
phones while also providing another layer of enforcement to a distributed corporate network.

This guide outlines how to configure your FireEye to communicate with Cisco Umbrella so security events
from FireEye are integrated into policies that can be applied to clients protected by Cisco Umbrella.

Note: The FireEye integration is only included in Cisco Umbrella packages like DNS Essentials,
DNS Advantage, SIG Essentias, or SIG Advantage. If you do not have one of these packages and
would like to have the FireEye integration, please contact your Cisco Umbrella Account Manager.
If you have the correct Cisco Umbrella package but do not see FireEye as an integration for your
dashboard, please contact Cisco Umbrella Support.

| ntegration Functionality

The FireEye appliance first sends Internet-based threats it has found, such as domains that host malware,


https://docs.umbrella.com/umbrella-user-guide/docs/set-up-custom-integrations
https://umbrella.cisco.com/products/umbrella-enterprise-security-packages
https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support

command and control for botnet, or phishing sites, to Cisco Umbrella.

Cisco Umbrella then validates the information passed to Cisco Umbrellato ensureit isvalid and can be
added to a policy. If the information from FireEye is confirmed to be formatted correctly (for example, itis
not afile, acomplex URL, or ahighly popular domain) the domain address is added to the FireEye
destination list as part of a security setting that can be applied to any Cisco Umbrella policy. That policy is
immediately applied to any requests being made from devices using policies with the FireEye destination
list.

Going forward, Cisco Umbrella automatically parses FireEye aerts and adds malicious sites to the FireEye
destination list. This extends FireEye protection to all remote users and devices and providing another layer
of enforcement to your corporate network.

Tip: While Cisco Umbrellatriesits best to validate and allow domains which are known to be
generally safe (for example, Google and Salesforce), to avoid unwanted interruptions, we suggest
adding domains you never wish to have blocked to the Global Allow List or other destination lists
as per your policy. Examplesinclude:



» The home page for your organization

» Domains representing services you provide that can have both internal and external records.
For example, "mail.myservicedomain.com” and "portal.myotherservicedomain.com".

* Lesser-known cloud-based applications you depend on that Cisco Umbrella does not include
in automatic domain validation. For example, "local cloudservice.com”.

These domains can be added to the Global Allow List, which isfound under Policies > Destination
Listsin Cisco Umbrella.

Configuring Your Cisco Umbrella Dashboard to Receive
| nfor mation from FireEye

Thefirst stepisto find your unique URL in Cisco Umbrellafor the FireEye appliance to communicate with.
1. Log into the Cisco Umbrella Dashboard as an Administrator.
2. Navigate to Policies > Policy Components > Integrations and select FireEye in the table to expand it.

3. Select the Enable box and then select Save. This generates a unique, specific URL for your organization
within Cisco Umbrella.

o e ]

- e Enabled

=ve protects the most valuable assets from today's cyber attackers. Their combination of technology. intelligence, and expertise — reinforced with an aggrassive incident response team — helps
eliminate the impact of breaches. The FireEye Global Defense Community incledes 2,700 customers across 67 countries. Le

# Engble

Copy and paste the URL balow into the HTTP netifications section of your FireEya Dashboard.

htkps://s-platform.opi.opendns. com/1. B/events? customerkey=212616ea-1683-47b3-bE54-4b30063b@203

SEE DOMAINS

Y ou can use this URL later to configure the FireEye appliance to send datato Cisco Umbrella, so be sure to
copy the URL.

Configuring FireEye to Communicate with Cisco Umbrella

To begin sending traffic from your FireEye appliance to Cisco Umbrella, you must configure FireEye with
the URL information generated in the previous section.

1. Log into FireEye and select Settings.


https://docs.umbrella.com/deployment-umbrella/docs/add-a-new-destination-list
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2. Select Notifications from the list of settings:
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)
<® Fire Eye

Dashboard Alerts Summaries Filters Settings Reports About

Settings: Date and Time

Date and Time [ Date and Time Settings
User Accounts
Manually set the date, time, and time zone. Or, o
Email synchronization.
MPC Network

(Current Time: 11/11/13 17:29: 24 UTC)
Inline Operational Modes

Inline Policy Exceptions Set Manually:
Inline Whitelists (Movember =|( 21 ][ 2013 2)—(127 =
Motifications
Enable NTP:
Metwork .
Add NTP Server: |
Greylist 5
YARA Rules NTP Server Delete Update T
|.ntp. ]
Guest Images ER T - Update
time.nist.gov = Update
Certificates

Remove Selected NTP Servers
Appliance Database

Appliance Licenses Set Time Zone:

Legin Banner [ uTC Bl set Time Zone




3. Ensure all Event Typesto be sent to Cisco Umbrella are selected (Umbrella recommends starting with
all), and then select the HT TP link at the top of the column.
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4. When the menu expands, select these options to enable Event Notification. The numbered steps are
outlined in the screenshot:

1. Default delivery: Per Event

2. Default provider: Generic

3. Default format: JSON Extended

4. Namethe HTTP Server "OpenDNS".

5. Server Url: Paste the Cisco Umbrella URL you generated from your Cisco Umbrella dashboard
earlier here.

6. Notification drop-down: Select All Eventsto ensure maximum coverage.
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5. Ensure the Delivery, Default Provider, and Provider Parameter s drop-downs all match the default
settings, or if multiple notification servers are being used:

» Delivery: Per Event basis

» Default Provider: Generic

* Provider Parameters. Message format JSON Extended
* (Optional) If you prefer to send traffic over SSL, select SSL Enable.

At this point, your FireEye applianceis set to send the selected Event Types to Cisco Umbrella. Next, learn
how to see thisinformation in your Cisco Umbrella Dashboard and set a policy to block against this traffic.

Ensuring Connectivity: “Test Fire” Between FireEye and Cisco
Umbrella

At thispoint, it isagood ideato test your connectivity and ensure that everything is set up properly:

1. In FireEye, select domain-match from the Test Fire dropdown and select Test Fire:
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In Cisco Umbrella, the FireEye integration includes alist of domains provided by the FireEye Appliance to
see which domain(s) are being actively added.

2. After you select Test Fire, in Cisco Umbrella navigate to Settings > | ntegrations and select FireEyein
the table to expand it.

3. Select See Domains.

FireEye Destination List

Saarch tha Domaina. .

| 01n02ndcodld.com

| 11825407 30d7fbealablibaaral07648.com

| 17search1f.com
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Selecting Test Fire generates adomain in the FireEye Destinations List named “fireeye-
testevent.example.com-[date]”. Each time you select Test Firein FireEye, it creates a unique domain with
the date in UNIX Epoch time attached to the test, so future tests can have a unique test domain name.



FireEye Destination List

fireaye-teatevant. 1214 1684670851 1 .example.com
firaaye-teatevant. 1314 168467 FOT 19 axample.com
firmaye-teatevant. 1814 17653623530 exampie.com

fi ragye-teatevant. (214717 F2B1ob220. exampie.com

If the Test Fire is successful, more events from FireEye is sent to Cisco Umbrella, and a searchable
list begins to be populated and grow.

Observing Events Added to the FireEye Security Setting in " Audit
Mode"

The events from your FireEye appliance begin to popul ate a specific destination list that can be applied to
policies as a FireEye security category. By default, the destination list and the security category are in "audit
mode" and are not applied to any policies and cannot result in any change to your existing Cisco Umbrella
policies.



Note: "Audit mode" can be enabled for however long is hecessary based on your deployment
profile and network configuration.

Review Destination List
Y ou can review the FireEye destination list at any time:
1. Navigate to Policies > Policy Components > I ntegr ations.

2. Expand FireEye in the table and select See Domains.
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Review Security Settingsfor a Policy

Y ou can review the security settings that can be added to a policy at any time:
1. Navigate to Policies > Policy Components > Security Settings.

2. Select a security setting in the table to expand it and scroll to | ntegrationsto locate the FireEye setting.

INTEGRATIONS
D FireEye
Domains sent to Umbrealla via FireEye Event notifications, based on the notification settings enabled within the FiraEye dash

D Local Custom Integration

Block domains uncoverad by your own local intelligence
1-20f 2
DELETE CANCEL m
115014080803

Y ou can a'so review integration information through the Security Settings Summary page.



i \pplied T Contains
YOl New EolCy 0 Identities 2 Policy Settings ~ Aug 22, 2017

Policy Name
Your New Policy
0 Identities Affected [‘)1 2 Destination Lists Enforced

Edit

Edit

U Security Setting Applied: Default Settings

| U Umbrella Default Block Page Applied
Edit Preview Block Page

Edit Disable

':] Content Setting Applied: High

ADVANCED SETTINGS

DELETE FOLICY CANCEL

115013920526

When getting started, it is best to leave this security setting cleared in order to ensure domains are correctly
populating in an "audit mode."

Applying the FireEye Security Settingsin " Block M ode" to a Policy
for Managed Clients

Once you are ready to have these additional security threats enforced by clients managed by Cisco
Umbrella, change the security setting on an existing policy, or create a new policy that that sits above your
default policy to ensureit is enforced first.

First, create or update a security settings:
1. Navigate to Policies > Policy Components > Security Settings.

2. Under Integrations, select FireEye and select Save.

INTEGRATIONS

FireEye
|—| Local Custom Integration

1-20f 2

DELETE CANCEL



115013921406

Next, in the Policy wizard, add this security setting to the policy you are editing:
1. Navigate to Policies > Policy List.

2. Expand a policy and under Security Setting Applied and select Edit.

3. In the Security Settings dropdown, select a security setting that includes the FireEye setting.

Security Settings

Default Settings -
New Security Setting 2

Default Settings

MSP Default Settings

New Security Satting

Mew Saecurity Setting 1

ADD NEW SETTING

115014083083

The shield icon under Integrations updates to blue.

INTEGRATIONS

U FireEye

Local Custom Integration

CANCEL SET & RETURN

115013922146

4. Select Set & Return.



Tip: Itisaso possible to edit your Security Settings from the Policy wizard.

FireEye domains contained within the security setting for FireEye are blocked for identities using the policy.

Reporting within Cisco Umbrella for FireEye Events

Reporting on FireEye Security Events

The FireEye destination list is one of the security categories available for reports. Most or all of the reports
use the Security Categories as afilter. For instance, you can filter security categoriesto only show FireEye-
related activity:

1. Navigate to Reporting > Activity Search.



2. Under Security Categories, select FireEyeto filter the report to only show the security category for
FireEye.

Security Categories Select All

[ Dynamic DNS

L Command and Control
L Malware

L2 Phishing

| FireEye

[ Loecal Custom Integration

L) Unauthorized IP Tunnal Access

115013924986
3. Select Apply to see FireEye-related activity for the period selected in the report.
Reporting on when Domains Were Added to the FireEye Destination List

The Admin Audit log includes events from the FireEye appliance as it adds domains to the destination list.
A user named “FireEye Account”, which is also branded with the FireEye logo, generates the events. These
events include the domain that was added and the time at which it was added.

Y ou can filter to only include FireEye changes by applying afilter for the “FireEye Account” user.

If the“Test Fire” step earlier was performed, the addition of the FireEye test domain can appear in the Audit
Log.



Admin Audit Log

Date Time

Nov.25,20... | 11:5840AM | 67.21587.13 | <% FireEye Account @ Policy Sett

<> Changed domains - FireEye Threat Feed

» Added Domain

s fireeye-testevent.ts13854098551488.example.com

Handling Unwanted Detections or False Positives

Allow Lists

Although unlikely, it is possible that domains added automatically by your FireEye appliance could
potentially trigger an unwanted detection that blocks your users from accessing particular websites. Ina
situation like this, Umbrella recommends adding the domain(s) to an allow list (Policies > Destination
Lists), which takes precedence over al other types of block lists, including security settings.

There are two reasons why this approach is preferable.

» First, in case the FireEye appliance was to re-add the domain after it was removed, the allow list
safeguards against this causing further issues.

» Second, the alow list shows a historical record of problematic domains that can be used for forensics
or audit reports.

By default, thereisa Global Allow List that is applied to al policies. Adding adomain to the Global Allow
List resultsin the domain being allowed in all policies.

If the FireEye security setting in block mode is only applied to a subset of your managed Cisco Umbrella
identities (for instance, it is only applied to roaming computers and mobile devices), you can create a
specific alow list for those identities or policies.

To create an alow list:

1. Navigate to Policies > Destination Lists and select the Add icon.

2. Select Allow, and add your domain to the list.

3. Select Save.

Once the destination list has been saved, you can add it to an existing policy covering those clients that have
been affected by the unwanted block.

Deleting Domains from the FireEye Destination List

Next to each domain name in the FireEye destination list is a Delete icon. Deleting domains lets you clean
up the FireEye destination list in the event of an unwanted detection.

However, the delete is not permanent if the FireEye appliance resends the domain to Cisco Umbrella.
To delete adomain:

1. Navigate to Settings > I ntegrations, then select "FireEye" to expand it.



2. Select See Domains.
3. Search for the domain name you want to delete.

4. Select the Deleteicon.

J333.aaszxy.ru %

5. Select Close.
6. Select Save.

In the instance of an unwanted detection or false positive, Umbrella recommends creating an allow list in
Cisco Umbrellaimmediately and then remediating the fal se positive within the FireEye appliance. L ater,
you can remove the domain from the FireEye destination list.



