Configure | P or DNS Settingson a Device with
Umbrella Roaming Client Installed
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| ntroduction

This document describes how to change static |P or DNS settings on a device with the Umbrellaroaming
client installed.

Overview

The Umbrella Roaming Client modifies the DNS settings on the computers Network Interface (NIC). This
means you must take extra care wherever you attempt to change settings on the interface, such as assigning a
static 1P address.



Note: This article only applies to the standalone Roaming Client and not the AnyConnect Roaming
Security Module.

Basics
The Roaming Client replaces the DNS server assigned to the network interface with the loopback address

(127.0.0.1). It isnormal to see thisvalue (127.0.0.1) assigned as DNS server when the client is running.

When making a change to the Network Interface you MUST also replace the 127.0.0.1 DNS server value
with the correct DNS server value for your network. Do not use the default value of 127.0.0.1.



Caution: When switching from aDHCP IP address to a static | P configuration, you MUST also
supply a static DNS server. If thisis not done it can cause the DNS resolution to fail.

Examples

This screenshot shows an example of the DNS setting which must be updated when setting the static IP
address:



Internet Protocel Version 4 (TCP/1Pvd) Properties -

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 172 ., 16 ., 235 . 187
Subnet mask: 255 .255.255. 0
Default gateway: 172 . 16 .235. 2

Obtain DMS server address automatically

(®) Use the following DS server addresses: Must Change

____1

Preferred DNS server: 127. 0 .0 . {1

Alternative DMNS server;

[ ] validate settings upon exit Advanced. ..

oK Cancel

360041282071

Remove the 127.0.0.1 setting.

This screenshot shows an example of a correctly set DNS server:



Internet Protocel Version 4 (TCP/IPvd) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address; 172 . 16 , 235, 187
Subnet mask: 255,255,255, 0
Default gateway: 172 . 16 .235. 2

Obtain DMS server address automatically

(@) Use the following DNS server a-:l-:lress_es: Correct DNS

Preferred DMS server: I 172 . 16 .235., 2|

Alternative DNS server:

[] validate settings upon exit Advanced. ..

QK Cancel

360041282111

It isnow safeto click OK and save the new Network interface settings.



Note: After saving the NIC settings the Roaming Client again replaces the DNS server with
127.0.0.1. Thisis normal and expected behaviour.

More I nformation

The computer is configured to send all DNS traffic through the Roaming Client on 127.0.0.1:53. However,
the Roaming Client remembers the list of DNS servers that you assign to the network interface and uses

them for handling DNS traffic:

» If aDNSquery isfor an Internal Domain it is sent to the saved DNS servers from the network

interface
» All other DNS queries are sent directly to Umbrella DNS resolvers in the cloud

When switching to a static |P configuration the DHCP DNS server address is lost which triggers a known
limitation in the Roaming Client. The Roaming Client does not configure DNS protection on a network
interface with no DNS server, leading to a scenario where the network interface has no DNS configured.



