Understand Additional Stepsfor Enabling AD
Connector-Synced Web SAML Users
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| ntroduction

This document describes what additional steps are needed after enabling AD Connector-Synced Web SAML
Users.

Prerequisites
Requirements
There are no specific requirements for this document.

Components Used

The information in this document is based on Umbrella Secure Internet Gateway (SIG).

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Overview

This article refers to the setup process of provisioning SAML bypassin the Secure Web Gateway for your
Active Directory users. Thisis accomplished with the steps in the Umbrella documentation: Provision Users
to Umbrella Automatically Using AD Connector Based Provisioning.

This article serves as a troubleshooting guide for adding users into your Web policies.

Common Issues and Additional Resources


https://docs.umbrella.com/deployment-umbrella/docs/5-connect-active-directory-to-umbrella
https://docs.umbrella.com/deployment-umbrella/docs/5-connect-active-directory-to-umbrella

The most common issue with adding AD Connector provisioned AD users for your web policiesis during
theinitial setup. As noted in the provisioning documentation linked here and earlier, a connector restart for

every AD Connector deployed to your organization is required before AD users are expected to appear in
your dashboard.

| ssues can appear as.
Fewer AD Users Appear in Web Policiesthan DNS Policies

» Thisisdueto AD Connector only sending a change-only directory sync. Thisis standard connector
operation.

» Toresolve, delete the domainname.data file in Program Files (x86)\OpenDNS\ for the AD Connector
and restart the connector services on all AD Connectors on your organization.

» Thisforcesafull AD Tree sync. Wait 6 hours for the tree sync to finish.

No AD Userson Web Policy, Userson DNS Policies
» Perform the steps from the "Fewer AD users' section earlier.
No AD Userson Web or DNS Policies

» Ensure an AD connector is provisioned fully with the stepsin the Umbrella documentation.
» Contact Umbrella Support if you are experiencing any difficulties.

No " Default Web Policy”

» Contact Umbrella Support as soon as possible.


https://docs.umbrella.com/deployment-umbrella/docs/5-connect-active-directory-to-umbrella
https://docs.umbrella.com/umbrella-user-guide/docs/2-connect-active-directory-to-umbrella

