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This document describes the expiration of the Umbrella SAML certificate for SWG user identity.

Overview

The Umbrella SAML certificate used for SWG User Identification expires on the 27th of June 2024
10:41:19(UTC). This certificate was renewed and made available on the 27th of May 2024. This allowed
time from then until the 27th of June for you to update your identity provider (1dP) with the renewed
Umbrella SAML certificate.

Updating the certificateis essential to avoid SAML user authentication failuresand loss of inter net
access for those users.

Thisfirst communication is intended to make you aware of this upcoming event and provide time to plan
and schedule the certificate update task with your Identity Provider.

Once the certificate is renewed and made available, afurther confirmation update was published.

Thisisan annual task, however, the Umbrella metadata URL remains constant from previous years. Thisis
why we recommend utilising the metadata URL to automatically acquire the renewed certificate, rather than
using amanual import process. When the certificate is renewed, we updated the metadata without changing
the metadata URL . This approach supports those identity providers, like ADFS and Ping I dentity, that can
monitor the relying party metadata URL and automatically update when the relying party metadatais
updated with a new certificate.

For more information on renewal options see, https.//docs.umbrella.com/umbrella-user-quide/docs/saml -
certificate-renewal-options



https://docs.umbrella.com/umbrella-user-guide/docs/saml-certificate-renewal-options
https://docs.umbrella.com/umbrella-user-guide/docs/saml-certificate-renewal-options

Note: Some Identity Providers do not perform validation of SAML request signatures and therefore
do not require our new certificate. If in doubt, please contact your Identity Provider vendor for
confirmation.

If you have any questions, do not hesitate to contact your support contact.



