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| ntroduction

This document describes how to configure the Cisco Cloud Security app with IBM QRadar for log analysis.

Overview

QRadar from IBM isapopular SIEM for log analysis. It provides a powerful interface for analyzing large
chunks of data, such asthelogs provided by Cisco Umbrellafor your organization's DNS traffic. The Cisco
Cloud Security App for IBM QRadar provide insight from multiple security products (Investigate,
Enforcement, and CloudL ock) and integrates them with QRadar. It also helps the user to automate security
and contain threats faster and directly from QRadar.

When you set up Cisco Cloud Security app for QRadar, it integrates al the data from Cisco Cloud Security
platform and allows you to view the datain graphical form in the QRadar console. From the application,
analysts can:

* Investigate domains, ip addresses, email addresses
» Block and Unblock domains (enforcement)
* View the information of all the incidents of the network.

This article outlines the basic how-to of getting QRadar set up and running so that it is able to pull the logs
from your S3 bucket and consume them.

Requirements



Note: Support for QRadar must come from IBM, as Cisco is unable to directly support third-party

hardware or software. For any issues connecting your Umbrella dashboard to your S3 bucket, we

can provide support. Much of the information found here can also be found on the IBM website:
https.//www.ibm.com/support/knowledgecenter/SSA42VS DSM/c_dsm_guide microsoft_Cisco_Umbrella o

Cisco Umbreélla requirements

This document assumes that your Amazon AWS S3 bucket has been configured in Umbrella (Settings > Log
Management) and is showing green with recent logs having been uploaded.

For more information on how to configure this feature, read here: Manage Y our L ogs.

IBM Security QRadar SIEM requirements

The administrator is required to have administrative rights to the QRadar appliance(s), the Amazon S3
configuration and Umbrella dashboard, these instructions assume that the QRadar administrator is familiar
with creating LSX (Log source Extension) files.

Please be aware that the Cisco Cloud Security App v1.0.3 only works up to IBM QRadar 7.2.8. The new


https://www.ibm.com/docs/en/dsm?topic=umbrella-configure-cisco-communicate-qradar
https://docs.umbrella.com/umbrella-user-guide/docs/manage-your-logs

version, v1.0.6, works with the current QRadar version from 7.4.2 and later.

| nstalling Cisco Cloud Security App for IBM QRadar

1. Download and install the Cisco Cloud Security App for IBM QRadar found here: Cisco Cloud
Security App v1.0.3 (for IBM QRadar v7.2.8) or Cisco Cloud Security App v1.0.6 (for IBM QRadar
v7.4.8).

2. After theinstallation, deploy changesin QRadar.

Cisco Cloud Security App Configuration: Adding L og Source

Note: You can see other logs in S3 such as Audit and Firewall, but they are not supported. Only set
up the three listed here. Any attempts to configure those other logs resultsin failure.

To add alog source, click on the Admin tab on the QRadar navigation bar, scroll down and click
on QRadar L og Sour ce Management, then click the button +New L og Sour ce:

» Log Source Name (entry names must match exactly as listed):


https://apps.xforce.ibmcloud.com/hub/extension/e166adf27d1d6cb2859c58aa8760d43b
https://apps.xforce.ibmcloud.com/hub/extension/e166adf27d1d6cb2859c58aa8760d43b
https://apps.xforce.ibmcloud.com/hub/extension/ac62d16c6f8a6068424f896155d9ca3c

- Cisco DNS Logs: cisco_umbrella dns logs
- Cisco UmbrellalP Logs:. cisco_umbrella_ip_logs
- Cisco Umbrella Proxy Logs: cisco_umbrella_proxy logs
» Event Format: Cisco UmbrellaCSV
» Log Source Type: Cisco Umbrella
» Protocol Configuration: Amazon AWS S3 REST API
* FilePattern: .*A.csv\.gz
* Log Source Extension: CiscoUmbrella_ext **
» Please select any groupsyou would like this log sour ce to be a member of:
cisco_umbrella logsource group

Go through the Add a Single Log Source Wizard:

IBM QRadar Log Source Management - Add a Single Log Source
® select Log Source Type
O Stlact rsoeol Tyse Select a Log Source type

O Configure Log Source .
Parameters O, umbre *

O Configure Protocol I Cisco Umbrella I
Parameters

Step 2: Select Protocol Type

4404306773524



IBM QRadar Log Source Management - Add a Single Log Source
& Select Log Source Type

e Select a protocol type

O Configure Log Source

Farametars Q
O Ccenfigure Protacel I Amazon AWS 53 REST APL
Parameters
Forwarded

O Test Protacol
Parameaters

[] show Undecumented Protocol Types

4404306773268

1BM QRadar Log Source Management - Add a Single Log Source

@ Select Log Source Type

© svactProtcainipa Configure the Log Source parameters

® configure Log Source
Parameters Hame *

The name of the log source,
O Configure Protocol 4

Parameters
O Test Protocol Deseription
Parameters An optional description of the log source,
Enabled

Indicates whether the log source should be enabled.

Groups *
Tha groups that this log source will belong to.

Extension

Log Source Extensions perform post-processing of events after default parsing has
occurred.

+ Show More

4404313505300

cisco_umbralla_dns_logs

CiscoUmbrella_sxt




Configure the protocol parameters

~ | AWS Authentication Configuration ]

Log Source Identifier * cisco_umbrella_dns_logs

Authentication Method * Access Key 1D/ Secret Key v

- Access Key ID [ Secret Key: Standard Access Key
authentication

+ Show More

Access Key ID * XOOOOOODOOOOOK
The Access Key 1D that is required to access the AWS 53 bucket.

Secret Key * LT T T @
The Secret Key that is required to access the AWS 53 bucket.

~ | AWS 53 Collection Configuration |

53 Callartinn Mathnd * Hlam o Poa

4404306774164

= IBM QRadar Log Source Management - Add a Single Log Source
& Select Log Source Type
© seact ProwscolTipa Configure the protocol parameters

& Configure Log Source

Paramelars ~ [ AWS 53 Celleetion Configuration ]
L Configure Protecol 53 Collection Method * Use a Specific Prefix - Single Account/Region Only R
Farameters Choose how to collect the data,
+ Show More

O Test Protocal
Paraméters

Bucket Name * clscosmanaged-au-west=2
The name of the AWS 53 bucket where the log files ane stored.,

Directory Prefix * :3_5112a158aad 51ec7ab8449a10400ba02 TaccObe3 /dnslogs/

The root directory location on the AWS 53 bucket from which the
files are retrieved.

+ Show More

Reglon Name * eu-wesl=2

The Region the SQS Queve or 53 Bucket s in. Example: us-
east-1, eu-west-1, ap-northeast-3

Event Format * Cisto Umbrella CSV -
Choose the format of the events that are contained in the files.

& Sl Mars

4404306897556



Test Protocol Parameters
Vv

Restart

Results (4):
w +~ Testing DNS resolution of [s3.amazonaws.com]
~ +~ Testing TCP connection to [s3.amazonaws.com:443]
w «< Testing 551 connection to [s3.amazonaws.com:443]

w +° Testing access to 53 Bucket [cisco-managed-eu-west-2)

Events (5):

Log Source Identifier Payload

cisco_umbrella_dns_logs “sourcefile” : || | N : 2= 10400b2027acc0c3-dns Logs-2021-06-26-2021-86-26-23-50-44ea. csv.
cisco_umbrella_dns_logs {"sourceFile": "_bxlmtjaludauba&:z Tacc®dc3i-dnslogs-2021-06-26-2021-06-26-23-50-ab6fd.csv.

cisco_umbrella_dns_logs {"sourceFile"

Step 4: Configure Protocol Parameters

4404306881812

68449a10400bal27accORc3-dns Llogs-2021-06-26-2021-06-26-23-50-cbef. csv.




Note: If the Log Source Extension is not mapped to "CiscoUmbrella_ext", please choose the Log
Source Name from the list:

@ Log Source Extensions - Google Chrome = m} X
A ecure | G
Add Edit Copy €) Dalate [l EnableDisable Log Sources (7]
Extension Name Description Enabled Default for Log Source Types

&



Edit a Log Source Extension 9]

Name Ciscoldmbralla_sxt

Description

Log Source Types
Available Set to default for

3Com 8800 Series Switch - Cisco Umbrella

APC UPS

AhnLab Policy Center APC

Akamai KONA &>

Amazon AWS CloudTrail

Amazon AWS Security Hub C’

Amazon GuardDuty

Ambiron TrustWave ipAngel Intrusion Prevention Sy:

Apache HTTP Server

Application Security DbProtect i N

Upload Extension] Choose file | No file chosen Upload|

Extension Document
<ns2-device-exiension xmins:ns2="event_parsing/device_extension">
=pattern id="UserName-Pattern-1">"MostGranularldentity”."(.*?)" </pattem=
<pattern id="EventName-Pattern-1"=(_*)=/pattern=
=match-group device-type-id-override="431" order="1">
<matcher order="1" enable-substitutions="true" capture-group="\1" pattern-id="UserName-Pattem-1" field="UserName" />
<matcher order="1" capture-group="1" pattern-id="EventName-Pattern-1" field="EventName" />
<gvent-match-multiple force-gidmap-lookup-on-fixup="false" send-identity="UseDSMResults" pattern-id="EventName-Pattern-1" />
</match-group=
</ns2 device-extension=

Save| Cancel

360071326791
Hereis an example of what a Cisco Managed Bucket looks like:

Bucket name: cisco-managed-us-west-1

ACCESS_KEY_ID: XXXXXXXXXXXXXX

SECRET_ACCESS_KEY: XXXXXXXXXXXXXX

Region: us-west-1

Your Directory Prefix is the key part of this. This is the customers folder,
followed by the appropriate Tog folder.

For exampTle: xxxxxxx_cfa37bd906xxxxxx3aff94e205db7bxxxxxxx/dnsTogs

Navigate back to Cisco Cloud Security App Settings and set the Panel refresh ratein hoursto a
minimum value of "1" in order for the graphs to display data.

Generating Authentication Token

The administrator needs to generate a service token to add to your Cisco Security App. As best practice,
recreated the Authorized Service Token every 90 days.

1. Loginto QRadar > Admin Tab > Authorized Services.



IBM QRadar Security Intelligence

Dashboard  Offenses  Log Activity Network A...  Assels Reporis  Risks  Vulnerabil...

Gigamon ...  Digital Gu...  ScoutVision  Cisco pxG... System Time: 6:36 PR
Adrmiin @ Desioymens Esanr () Depioy Cranges  Advanced ¥ ]
- =m g Auto Update Backup and Recovery Global System Index Management Aggregated Data Metwork Higrarchy System and License
Motfications Management Management
- = )
o & &s . (2 G =
System Health System Settings Assat Profiler Custorn Offense Close Store and Forward Raference Set Centralized Cradentials
it out Configuration Reasons Management
¥ Plug-ins
[«% |
3 - =S X o
Forwarding Destinations Routing Rules Domain Management E A Resource Restrictions
User Management
7 il & a
Users User Roles Sacurity Profiles Authentication Authorized Services Tenant Management
360071965571
Manage Authorized Services - Google Chrome - u] X
A Not secure | hitps,/ D/ console/do,/qradar/authorizedService?dispatch=authorizedServiceList
Add Authorized Service || () Delete Authorized Service  [B Edit Aut Selected Token:None (7]
Service Name Authorized By Authentication Token User Role Security Profile Created Expires
Local Health Console configservices G . Admin Admin Nov 30, 2017, 10:25:4...  Permanent

360071965551

3. Enter the details and generate authentication token.
4. After generating the token, click "Deploy Changes'.

Configuring the Cisco Cloud Security App

1. From the Admin tab on the QRadar navigation bar, scroll down and open Cisco Cloud
Security App Settings.

IBM QRadar Security Intelligence

Dashbo... Offenses  Log Acti...  Network...

Assets Reports Risks  Vulnera.. EUUUM Digital G.. Gigamo.. CiscoCl. Domain.. UserAn.. CiscolS...
Adrnin @ Depioymant Baeee () Dapioy Cranges  Advances ¥

17
Cisco Cloud Security

M min
Cisco

Cisco Cloud Security App
Settings

360071754732

2. Enter the Authentication Token generated in previous step.



cisco

Qradar Settings

QRadar Server IP

QRadar Server port

QRadar service token

360072462992

3. Edit the Api Settings as follows:

Cisco Investigate Base URL : https://investigate.api.umbrella.com/

Cisco Investigate API token: generate viathe Umbrella dashboard -> Investigate -> API
Keys-> Create New Token; for more information see

https://docs.umbrella.com/depl oyment-umbrella/docs/create-investigate-api-key

Cisco Enforce Base URL: https://s-platform.api.opendns.com/1.0/

Cisco Enforce CustomerKey: generate viathe Umbrella dashboard -> Policy
Components -> Integrations -> Add; for more information see
https://docs.umbrella.com/umbrel | a-user-gui de/docs/set-up-custom-integrations

Cisco Cloudlock Base URL: https://{'Y ourCloudlockAPI Server}/api/v2 (for example,

https://api-demo.cloudl ock.com/api/v2/. Please confirm your Cloudlock Base URL aka
Cloudlock Enterprise API URL by sending an email to support@cloudlock.com.)
Cisco Cloudlock API token: generate via Cloudlock -> Settings -> Authentication & API
-> Generate; for more information see https://devel oper.cisco.com/docs/cloud-

security/cloudl ock-api-getting-started/#authentication

Api Settings

Show Cisco Cloudlock incident * Yes No
details to end user

Show Cisco Cloudlock UEBA Panels * Yes No

Cisco Investigate Base URL

Cisco Investigate API token

Cisco Enforce Base URL

Cisco Enforce CustomerKey

Cisco Cloudlock Base URL

Cisco Cloudlock API token

360072703611

A popup indicates that the application settings have been successfully updated.


https://investigate.api.umbrella.com/
https://docs.umbrella.com/deployment-umbrella/docs/create-investigate-api-key
https://s-platform.api.opendns.com/1.0/
https://docs.umbrella.com/umbrella-user-guide/docs/set-up-custom-integrations
https://api-demo.cloudlock.com/api/v2/
https://developer.cisco.com/docs/cloud-security/cloudlock-api-getting-started/#authentication
https://developer.cisco.com/docs/cloud-security/cloudlock-api-getting-started/#authentication

A Not secure | hitps:/ RS ccnsole/plugins 3pp_ _setting
T TuEs "
From
After how many cycles the settir _
to be refreshed Successfully updated application settings
ox |
Api Settings
360071986151
Indexing in QRadar
1. Navigate to the Admin tab, then click on Index M anagement.
System Configuration
Q@ € | } B e ”~
Auto Update Backup and Recovery Global System Inde: Management Aggregated Data Network Hierarchy System and License System Health
Management
i 2o ¢ N G = ™
System Seftings Asset Profier Custom Offense Close Store and Forward Reference Set Ceniralized Credentials  Forwarding Desfinations Routing Rules
Configuration Reasons Management
il 2 8]
Domain g Exten g Resource
360071780112
2. Index the CEPs Packaged with the app.
€ Index Management - Google Chrome = [m} )
S < < < ol e/ do/qradar/indexManagementConso 2=(QRadar8pageld=IndexManagementConsocle Q
@ Enavie incex (@) Disable Index  [Search Q

Display: Last 24 Hours ¥ View: Al v Database: All L Show: | All v

Index management allows you to control dalabase indexing, which can oplimize search performance for frequently used criteria. The system supporls multiple indexed properties. Properties that can be indexed
in the system are lisled below.

WARNING : Enabling indexing on oo many properties, can have a negative impact on system performance. It is important that you return to this page after adjusting indexing 1o monitor the health of the
indexes.

% of Searches Using  ~

Indexed Property Pty 1% of Searches Hitting | % of Searches Missind  pata whitten Database
® Log Seurse 81.40% o0 70% oMB events -~
[ ] DNS Category (custom 32.18% 0% events
[ ] Event Type (custom) 27.85% 0% 00% B events
® Domain URL (custom) 12.88% % events

Event Date (custom) 0% events
® dentities (custom 0% WE events
® Granular User (sustom 433% % HE events
® Usemame 0.50% 10M8 Evenis
[ ] Location Origin 1D {custom) 0% KB events
® Event Category (custom) 0% KB events
[ ] Paliey (sustem) % = events
[ ] Custom Rule 00% 0% soMS events
[ ] Resource (custom) 121% % 100% OKE events

360071988811

These are the recommended CEPs to be indexed:

1.
2.
3.
4.

Log Source

DNS Category

Event Type

Domain URL



5. |dentities
6. Granular User
7. Username
8. Location Origin ID
9. Event Category
10. Policy
11. Resource

Now you are ready to use QRadar to start monitoring activities for Cisco Umbrella, Investigate, and
CloudL ock details. More instructions on how to navigate QRadar can be found here: Navigating the Cisco
Cloud Security App.



