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This document describes how to troubleshoot the Umbrella | SR4k integration
Prerequisites
Requirements

There are no specific requirements for this document.

Components Used

The information in this document is based on Cisco Umbrella.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Overview

This articleis a continuation of Cisco Umbrella Integration for | SR4k deployment quide and is provided as a
guide to aid troubleshooting registration issues, as well as problems with internal and external DNS
resolution.



https://docs.umbrella.com/deployment-umbrella/docs/integration-for-isr-4k-and-isr-1100-security-configuration-guide

Note: The renewed cert for api.opendns.com from 29-May-2024 is now signed by a new
chain/intermediate/root. The new root is DigiCert Global Root G2 (serial:
033af 1e6a711a9a0bb2864b11d09faeb).

Registration and Certificate Import

1. Obtain your API Token from Umbrella Dashboard: Admin > API Keys> (create) L egacy Network
Devices.

2. Import the CA certificate to the ISR4k via CLI using either of these methods:

Import from URL:
| ssue the command and allow 1SR4k fetch the cert:

crypto pki trustpool import url http://www.cisco.com/security/pki/trs/ios.p7b



Import directly in terminal:
Copy and paste the CA certificate (see attachment) using the command:

(This certificate isfor DigiCert Global Root G2.)

crypto pki trustpool import terminal

MIIDjjCCAnagAwIBAgIQAzrx5qcRqaC7KGSxHQNn65TANBgkghkiGO9w0OBAQsFADBh
MQswCQYDVQQGEwIVUzEVMBMGALUEChMMRGTnaUN1cnQgSW5jMRkwFwYDVQQLEXB3
d3cuzZGlnaWN1cnQuY29tMSAwHgYDVQQDExdEawdpQ2VydCBHbG91 YWwgUm9vdCBH /WwQEAwWIBhjAdBgNVHQ4EFgQUTiJUIBiV
5uNu5g/6+rkS7QYXjzkwDQYJKoZIhvcNAQELBQADggEBAGBNnKIRvDkhj6zHd6mcY
1YT9PMWLSn/pvtsrF9+wX3N3KjITOYFnQoQj8kVnNeyIv/iPsGEMNKSUIEyExtv4
NeF22d+mQrvHRAiGfzZ0JFrabAOUWTWI8kndth/JswlHKj2ZL7tcu7XUIOGZXING
Fdtom/DzMNU+MeKNh]73jitralj41E6Vf8PTwUHBHQRFXGU7Aj64GxJUTFy8bJZ91
8rGOmaFvE7FBcf6IKshPECBV1/MUReXgRPTgh5Uykw7+UOb6L]3/1yK5S9kIRaTe
pLiaWNObfVKfj11DiICGknibVb63dDcY3feODkhv1d1927jyNxF1WW6LZZm6zNT 1
MrY=

Copy and paste the Intermediate certificate using the command:

(This certificateisfor DigiCert Global G2 TLSRSA SHA256 2020 CAl.)

crypto pki trustpool import terminal

MIIEYDCCA7CgAwIBAgIQDPWIB1itWAVR6UFAsI8zwZjANBgkghkiGO9w0OBAQsFADBA
MQswCQYDVQQGEwIVUzEVMBMGALIUEChMMRGTnaUNTcnQgSW5jMRkwFwYDVQQLEXB3
d3cuZGTnaWN1cnQuY29tMSAwHgYDVQQDEXdEawdpQ2VydCBHbGI1 YWwgUm9vdCBHATAHBgVngQwBATAIBgZngQwBAgEWCAYGZ4EMAQICMAgGBmeBDAECAZANBgkghkiG
9wOBAQsFAAOCAQEAKPFwyyiXaZd8dP3A+iZ7U6utzWX9upwGnIrXWkOH7ZUIMVT+t
wcW1BSAuwWdH/SviWgKtiwla3JLko716f2b4gp/DA/I1S7w7d7kwcsr4drdjPtAFVS
s1me5LnQ89/nD/7d+MS5EHKBCQRfz5eel jJ1js+aWNIXMX43AYGyZmOpGrFmCW3R
bpDOufovARTFXFZkAd19h6g4U5+LXUZtXMYnhIHUfoyMo5tS58aI7Dd8KvvwVVo4
chDYABPPTHPbgjclgCmBaZx2vN4Ye5DUys/vZwP9BFohFrH/6j/f3IL16/RZkiMN
JCqVIUzKoZHm1lLesh3Sz8W2jmdv51b2EQJ8HMA==

————— END CERTIFICATE-----

3. Enter the API token to ISR4k CLI using the command:

parameter-map type umbrella global
token XXXXXXXXXXXXXXXXXXXXXXXXXXXX

4. Thisisthe bare minimum sample configuration on 1SR4k:

interface GigabitEthernet0/0/0

ip address 192.168.50.249 255.255.255.252
ip nat outside

umbrella out

interface GigabitEthernet0/0/1.10
encapsulation dotlQ 10

ip address 192.168.8.254 255.255.255.0
ip nat inside

umbrella in odns_v10_5

Additional information:

» Ensure you configure the "umbrella out” before "umbrellain™ command.

» Registration can be successful only when port 443 isin an open state and allows the traffic to pass
through any existing firewall.

* Inolder Cisco IOS XE Denali version, the OpenDNS command is used instead of Umbrella.

Verifying the Certificate Import and Device Registration
1. Verify if the CA certificate has been stored successfully on the ISR4k device:

* If the certificate import was done using the URL, issue the command dir nvram: to verify that the
i0s.p7b certificate is successfully stored in the device NVRAM.



ISR4k@Z-CWSSOMLAB#HdLr nvram:
Directory of nuvram:/

IZ2YR9 —rw- AEE6 startup-config
32770 352 private-config
32771 AEEG underlying-config
476 persistent-data
118 ISE4451-¥-4x1GE_B_&_#A
1L i ectm_ieee_mib
%) iflndex-table
1736 QuovadisEoot#DIACCA . cer
fite) 2 CiscoECCRoot#2CA. Cer
791 CiscoRootCAMELCA. cer
1097 QuodadisEoot#SCECA cer
1885 CiscoRootCAZ#CCA. Cer
1467 QuoYadisEoot®#EAICA . cer
225 ClscoRXC-RZ#1CA . cer
464 CiscoECCRoot#1CA cerp
246 DETREootCAXZRABERCA . car
1492 QuovadisRoot#SEEBCA . Ccer
2E5 Ciscolicensi#lCA cer
1176 DigiCertGlob#BCI1CA. cer
2945 CHmp_inventory
146259 ios.prhb

* If the certificate import was done using the copy/paste method, run the command show cry pki

trustpool and verify the serial number and cn of the certificate:

2. To verify the successful registration of the | SR4k, run the command show umbrella deviceid.




Sample output:

Device registration details

Interface Name Tag Status Device Id
interface GigabitEthernet0/0/1.10 odns_v10_5 200 SUCCES 010a04efd4edbcls
interface GigabitEthernet0/0/1.11 odns_v11 200 SUCCES 010a04efd4edxyl5
Dashboard outpuit:

© GET MY API TOKEN

e FLM2006WOMZ

e 0dns: 5_V FLM2006WOMZ

Debugging & Logging

» Verify ISR4k version: show version OF show platform (required Cisco |IOS XE Denali 16.3 or
newer)

» Enable device registration debug logs: "debug umbrella device-registration" then "show logging"
(to disable - no debug umbrella device-registration)

These are sample logs:

Certificate missing:
Jun 13 04:05:32.639: %OPENDNS-3-SSL_HANDSHAKE_FAILURE: SSL handshake failed
Certificate installed and device is successfully registered:

*%PKI-6-TRUSTPOOL_DOWNLOAD_SUCCESS: Trustpool Download is successful
*%0PENDNS-6-DEV_REG_SUCCESS: Device id for interface/tag GigabitEthernet0/0/1/0dns_v10_5 is 010a0e4bci4

Api.opendns.com is not resolvable:

<#root>

*%UMBRELLA-3-DNS_RES_FAILURE:

Failed to resolve nane api.opendns.com

Retry attempts:0



* Verify DNSresolution: Thereisno 'dig' or 'nslookup’ command available on ISR4k. It isbest use
"ping hostname source interface #" fromthe |SR4k CLI
* ISR with VRF configured: On the interface, make sure you have "ip name-server vrf <vrf_name>
<dns_server_ip>" configured and verify with "ping vrf <vrf_name> api.opendns.com"
» Ensure"ip dnsserver” is configured: This allows the ISR to be queried directly.
» Todisable DNSCrypt, enter this command: parameter-map type umbrella global > no dnscrypt
* Interna domain verification: Run the command show umbrella config and look for the Local Domain
Regex, for example:
show umbrella config > Local Domain Regex parameter-map: dns bypass
show run | be dns_bypass
show platform hardware qfp active feature dns-snoop-agent client hw-pattern-1list
» Unable to import certificate using URL or certificate imported using terminal is getting deleted after
reboot:

crypto pki trustpool import url http://www.cisco.com/security/pki/trs/ios.p7b

% Error: failed to open file.

% No certificates imported from http://www.cisco.com/security/pki/trs/ios.p7b.

Wor karound: manually download "ios.p7b" cert bundle via curl and copy to the Router's flash > Clear
existing certificate from pool > Import "ios.p7b" cert bundle from flash:

<#root>

Show run | sec crypto pki

crypto pki certificate pool

cabundl e nvram Trust pool 15. cer

crypto pki trustpool clean

crypto pki trustpool import url flash:ios.p7b

Reading file from bootflash:ios.p7b

% PEM files import succeeded.


http://www.cisco.com/security/pki/trs/ios.p7b
http://www.cisco.com/security/pki/trs/ios.p7b

