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I ntroduction

This document describes how Cisco Umbrella users can download Cisco Secure Client.
Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Overview

Umbrella customers are licensed to download Cisco Secure Client. This functionality isincluded
automatically in our most common licenses, including:

* DNS Security Essentials
* DNS Security Advantage
» SIG Security Essentials

» SIG Security Advantage

The Cisco Secure Client (CSC) isaunified security endpoint agent that delivers multiple security servicesto
protect the enterprise, including VPN* and Umbrella Roaming Security. If you do not have one of these
packages but would like to use CSC, you can contact your account manager to grant CSC licenses for the
Umbrella Roaming Security Module.



* Cisco VPN protection is optional and can be disabled for customers' using third party VPNSs.

Downloading the Latest Version of Cisco Secure Client

The best way to download the Cisco Secure Client is through the Umbrella Dashboard:

1. Select Deployments > Roaming Computer s and select the Download icon for Roaming Client.
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Roaming Computers are those that are protected by either the Umbrella Roaming Client, or Cisco Secure Client Umbrella module

Gore |dentities (formerly AnyConnect). This area of the Dashboard gives administrators the ability to deploy your clients with the download button on the
upper right and to manage your Roaming Computers below.
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2. Select the version of CSC according to your operating system and download the Umbrella Roaming
Security Module:

» Pre-Deployment Package: (Recommended) Most common for standalone, network installs, and

mass deployment.
» Headend Deployment Package: For Cisco-VPN customers to deploy central from the VPN headend.



Download Cisco Secure Client X

The Cisco Secure Client protects laptops and desktops, on and off the network.
For more information, including prereguisites, see Umbrella’'s Help.

A For your internal domains to resolve, you must add internal domains before you
deploy.

Cisco Secure Client (Recommended)

Step 1. Download the latest version of Cisco Secure Client

Pre-Deployment Package:
Windows (x86/x64) | Windows (Arm) | macOS

Headend Deployment Package:
Windows (x86/x64) | Windows (Arm) | macOS

Mote: Earlier versions of Cisco Secure Client can be downloaded at Software
Central

Step 2. Download the Umbrella Roaming Security Module Profile

The Cisco Secure Client can be configured to enable an Umbrella Roaming
Security module that provides both DNS and Web Security. The installer must be
combined with the Module Profile. For more information, see Umbrella's Help.

Download Module Profile

@ The Umbrella module requires Cisco Secure Client for Windows or macOs.
Cisco recommends the latest release.
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Downloading the Umbrella Roaming Security Module Profile

Y ou also need to download the Umbrella module profile (Step 2) described earlier inthis article. Thisis
required for the endpoint to register with Umbrella.



See the Deployment Guide for details of how to deploy the profile.

Downloading a Specific Version of Cisco Secure Client

If you want a specific version of AnyConnect or Cisco Secure Client, you can search the Cisco downloads
site.

Y our Cisco account automatically associates with your Umbrella subscription. For older accounts that were
not automatically associated, you can manually do so by using your contract number in the Access
M anagement section of https.//id.cisco.com/ (select Access Management > Add Access).

Add Access

What typa of BCcass are you requesting?
O Software Downdoad, support tools, and entiled contont on Ciseo.com
Q)  TAC and RMA case creation, Software Download, support tocls, and enfitled content on Cisco.com

Your antitament to services is dafined by your coniRCTS CoVrA0s terms.

I you are an end customear who purchased a Pariner-Branded Service suppodt conlract, you are only entitted io Software Dowrload, support lools, and enlitled content on
Cisco.com, and must contact your Resaller in tha avont that TAC suppart or RMA is neadad,
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Support for Cisco Secure Client

For any questions about Cisco Secure Client including installation, please reach out to the Cisco Technical
Assistance Center (TAC) to create aticket.

For questions about Umbrella DNS/Web security functionality, please contact Umbrella support.


https://docs.umbrella.com/deployment-umbrella/docs/deploy-umbrella-for-cisco-secure-client
https://software.cisco.com/download/home/283000185
https://software.cisco.com/download/home/283000185
https://id.cisco.com/
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

