Automate Deployment of Secure Client on MacOS
with a Bundled Umbrella Profile
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This document describes how to deploy the Cisco Secure Client Umbrella module on macOS computers or
install the Umbrella module as a Standalone App.

Prerequisites

» Accessto Umbrella Dashboard.

Access to the Cisco software Cisco Secure Client 5 downloads page.

AnyConnect Umbrella Module Profile (orginfo.json).

A macOS supported platform: macOS 13, macOS 12, 11.2, 10.15, and 10.14 (al 64-bit).

(Optional but highly recommended) Umbrella Root Certificate installed, thisis used by the testing
section when we visit a site that has been blocked by our DNS/SWG policy. For further details of the
Root Certificate installation, click here.

Umbrella Module with Visible VPN AnyConnect M odule

1. Download the proper Secure Client package for macOS from the Software Download page. This
image shows the download for any manual/in-tune install:

AnyConnect Pre-Deployment Package (Mac OS) 29-Aug-2022 68.78 MB /' [l
cisco-secure-client-macos-5.0.00556-predeploy-k9.dmg
Advisories [

2. Download the OrgInfo.json file from your dashboard. Thisfileis unique to your dashboard, so make
sure thisis not shared by any other ORG ID that is not yours.


https://www.cisco.com/c/en/us/support/security/secure-client-5/model.html#~tab-downloads
https://software.cisco.com/download/home/286330811/type/282364313/release/5.0.00556

Download Roaming Client

Clseo Umbrella Roamirg Cllent

Clsco Secure Cilent Umbrelia Roaming Security Module

10774086449556

3. Change the installer image to read/write by either running the Disk Utility or using the Terminal
application, as follows: hdiutil convert <source dmg> -format UDRW -o <output dmg>

userPfmac0S-Jbrenesm Desktop % hdiutil convert cisco-secure-client-macos-5.8.80566—predeploy—k%.dmg —format UDRW —o cisco-umbrella.dmg
Reading Protective Master Boot Record (MBER : @)..

Reading GPT Header (Primary GPT Header : 1)..

Reading GPT Partition Data (Primary GPT Table : 2)..

Reading (Apple_Free : 3)..

Reading disk image (Apple_HFS : &)..

Reading
Reading G

Reading

Elapsed Time: B%B.924ms

Speed: 152.4Mbytes/sec

Savings: @.0%

created: /Users/user/Desktop/cisco-umbrella.dmg

10774087233812

4. To open the newly converted dmg file and open the Profiles folder, click on Profiles, then on the
Umbrellafolder, and drop the Orglinfo.json file you just downloaded from your dashboard.



Name Date Modified Kind

h ACTransforms.xml [ Today at 8:20 AM 5 XML document
» B ampenabler Aug 17, 2 at 12:19 PN Folder
- Bl feedback Aug 17, 1 Folder

B iseposture Aug 17, 20 PN Folder
B nvm Aug 17, 2022 at 12:18 Folder
B umbrella Today at 8:20 AM Folder
» I vpn Aug 17, 2022 at 12:19 PN - Folder

| X | I umbrella

Name Date Modified Size

# Orginfo.json Today at 7:10 AM 120 bytes

10774134765460

5. Proceed with the install ation of the Umbrella module.

% |nstall Cisco Secure Client

Custom Install on "Untitled"

Package Name Action
Introduction [«\ Install

License T AMP Enabler
Diagnostics and Reporting Tool
Secure Firewall Posture
Installation Type ISE Posture
Metwork Visibility Module
+ Umbrella Install

Destination Select

Space Required: 81.2 MB Remaining: 28.59 GB

Installs the module that enables Umbrella.

Go Back Continue

10774089484052




6. After it has been installed, the two modules are visible: the AnyConnect VPN and the Umbrella
Roaming Security.

@ Finder File Edit View Go Window Help ® 05 0 Frig8:50 AM &S

Cisco Secure Client sttt

cisco

AnyConnect VPN:
Ready to connect.

~ | Connect

Umbrella:
Umbrella is active.

10774090397332



Note: You can also just drop the Orglnfo.json file manually to the computer to this location:
/opt/cisco/secur eclient/umbrella.

Umbrella M odule as a Standalone App

1. Download the proper Secure Client package for macOS from the Software Downloads
page. This screenshot shows the download for any manual/in-tune install:

AnyConnect Pre-Deployment Package (Mac OS) 29-Aug-2022 68.78 MB —
cisco-secure-client-macos-5.0.00556-predeploy-k9.dmg
Advisories []

2. Download the Orglnfo.json file from your dashboard. Thisfile is unique to your dashboard so make


https://software.cisco.com/download/home/286330811/type/282364313/release/5.0.00556

sure thisis not shared by any other ORG ID that is not yours.

Download Roaming Client

Clseo Umbrella Roamirg Cllent

Clsco Secure Cilent Umbrelia Roaming Security Module

10774086449556

3. Change the installer image to read/write by either running the Disk Utility or using the Terminal
application, as follows: hdiutil convert <source dmg> -format UDRW -o <output dmg>

userPfmac0S-Jbrenesm Desktop % hdiutil convert cisco-secure-client-macos-5.8.80566—predeploy—k%.dmg —format UDRW —o cisco-umbrella.dmg
Reading Protective Master Boot Record (MBER : @)..

Reading GPT Header (Primary GPT Header : 1)..

Reading GPT Partition Data (Primary GPT Table : 2)..

Reading (Apple_Free : 3)..

Reading disk image (Apple_HFS : 4

Reading

Reading

Reading GPT Header (Backup GPT Header :

Elapsed Time: B%B.924ms

Speed: 152.4Mbytes/sec

Savings: @.0%

created: /Users/user/Desktop/cisco-umbrella.dmg

10774087233812

4. Open the newly converted dmg file and open the Profiles folder. Here we need to perform two steps:

a. Edit the ACTransforms.xml and make sure the <DisablevPN> iS Set to true and that it is
uncommented.



Name

ACTransforms.xml

LY

Vv v

dmpenapiler
feedback
iseposture
nvm

v

umbrella

vpn

B ACTransforms.xml

<l-— QOptional AnyConnect installer settings are provided below. Uncomment the setting(s) to perform

optional action(s) at install time. -—
<Transfarms=
<DisableVPN>true</DisableVPN>
<!— =yisaviecusitomercxper tencerecuvack=true<=/DisableCustomerExperienceFeedback> ——=
</Transforms>

14562544855956

b. Click on Profiles, then on the Umbrella folder, and drop the Orginfo.json file you just downloaded
from your dashboard.

Mame Date Modified

B ACTransforms.xml [
B ampenabler
B feedback
B iseposture
- Il nvm
B umbrella

B vpn

L N
Name

# QOrginfo.json

10774151059476



5. Proceed with the installation of the Umbrella module.

¥ |nstall Cisco Secure Client

Custom Install on "Untitled"”

Package Name
Introduction

License AMP Enabler

Diagnostics and Reporting Tool

Secure Firewall Posture
Installation Type ISE Posture

Destination Select

Metwork Visibility Module
~ Umbrella

Space Required: B81.2 MB

Installs the module that enables Umbrella.

10774089484052

6. After it has been installed, only the Umbrellamoduleisvisible.

Action Size
Install 60.2 MB

Install

Remaining: 28.59 GB

Go Back Continue




@ Finder File Edit View Go Window Help Iy OB Frigi3aAM ==

[
==
Cisco Secure Client alualn
cisco
Umbrella:
Umbrella is active.

10822280968340



Note: You can also just drop the Orglnfo.json file manually to the computer to this location:
/opt/cisco/secur eclient/umbrella.

Scripted I nstallation

The package can be installed in an automated fashion using scripts or endpoint management software.
However, when the package is run in an unattended way all Secure Client modules are installed by
default.

The attached file install_choices.xml configures Secure Client to only install the required core VPN
module and Umbrella modules.

To control the installed modules you can supply the install_choices.xml as an installer argument.

# Attach DMG
hdiutil attach ~/Downloads/csc-readable.dmg

# Run the installer with supplied install_choices.xmlsudo installer -pkg Cisco\ Secure\ Client\ <versi



For more detail s see Customize MacOS installation of Secure Client.

Verification

» Try going to welcome.umbr ella.com and make sure you are protected:

@ Chrome File Edit View History Bookmarks Profiles Tab Window Help <) G Fri113 PM

o Cisco Umbrella - Welcome! X +

&« & welcome.umbrella.com

Support Contact Us Login

i -
ciIsco C|SCO Umbre”a Y Product Customers Use Cases Partners Resources

Q Welcome to Umbrellg!

Your internet is faster, more reliable and better
protected because you’'re using Cisco Umbrella.

Blog Q

10822309479316

» Try going to any or our test destinations and make sure you are protected by Umbrella.




@ Chrome File Edit View History Bookmarks Profiles Tab Window Help o G Frité1PM &8 Q =

L Site Blocked X+ v

&« (&) # malware.opendns.com

tees” Cisco Umbrella

This site is blocked due to a security threat.

internetbadguys.com

mermatbadguys.com is blocked for al RC due 1o secunty policies.

Please contact your network Admin for further support

Terms | Privacy Policy | Contact

10822354721428

* Onyour Umbrella dashboard, we can check the computer has successfully synced to Umbrellaand
imported as a Roaming Client Computer:

Idensay Name w -

Roaming Computer Infermation

&

ac 05 10.15.48

Security Information = IPv4

Protected - ves URCF

Security Information - IPVE

Tags.
© o0 TG

DELETE cuLosE

10822355033236



