Compare Umbrellalnsightsand Newer Umbrella
Subscription Features

Contents

Introduction

Overview

Feature Comparison Definitions

Additional Documentation

| ntroduction

This document describes the differences between the Umbrella Insights package and newer Umbrella
subscriptions using a feature comparison matrix.

Overview

This article is meant to provide a simple side-by-side comparison of the Umbrella Insights package to the
newer Umbrella subscriptions. This comparison does not provide an exhaustive list of al features but aims
to cover the most significant differences. Use this information to determine which features each subscription
includes.

Feature Comparison Definitions

* Yes: The package fully includes this feature.

* No: The package does not include this feature.

* Add-On: You can include this feature in the subscription as an additional purchase. It is not part of
the base subscription.

» Partial: The subscription includes some components of this feature. Contact your Cisco sales
representative for details.

» Depends: The subscription might include this feature based on specific conditions. Consult your
Cisco sales representative for clarification.

Components Insights DNS Advantage |[SIG Essentials SIG Advantage
AnyConnect

Roaming Security  |Add-On Yes Yes Yes

Module

Cisco Security Yes Yes Yes Yes

Connector

Networks Yes Yes Yes Yes

Network Devices Partial Yes Yes Yes

Umbrella

Chromebook Client Yes Yes Yes Yes




Umbrella Roaming

Client Yes Yes Yes Yes
Virtual Appliances |Yes Yes Yes Yes
Network Tunnel No No Yes Yes
Azure & Okta Cloud Partial Yes Yes Yes
AD
Policy Settings Insights DNS Advantage |SIG Essentials SIG Advantage
BPB codes Yes Yes Yes Yes
D.NSContent Yes Yes Yes Yes
Filtering
Web Qontent No No Yes Yes
Filtering
Custom Destination
List - TLDs Yes Yes Yes Yes
Custom Destination .
List - URLS No Partial Yes Yes
Custom Block Page [Yes Yes Yes Yes
Intelligent Proxy Depends Yes Yes Yes
SWG Proxy No No Yes Yes
CDFW No No Yes Yes
Internal 1P Yes Yes Yes Yes
Reporting
File Inspection (AMP .
+AV) Add-On Partial Yes Yes
Malware Protection |Yes Yes Yes Yes
SSL Decryption
Exemption By Category only By Category Only |Yes Yes
SSL Inspection Depends Partial Yes Yes
File Inspection
Sandbox No No Yes Yes
L7IPS No No Add-On Yes
DLP No No Add-On Yes
RBI No No Add-On Add-On
Tenant Control No No Yes Yes
Cloud Malware No No Yes Yes
Custom Warn Page |No No Yes Yes
File Type Control No No Yes Yes
E/Ianagablllty Insights DNS Advantage |SIG Essentials SIG Advantage
eatures
3rd Party Threat No Yes Yes Yes




Feed Integration

Activity Search Yes Yes Yes Yes
Cisco Threat No Yes Yes Yes
Response

End-user Dashboard Yes Yes Yes Yes
Access

Enforcement API No Yes Yes Yes
Investigate - Console |Add-On Yes Yes Yes
Investigate - On-

Demand Enrichment |Add-On Yes Yes Yes
API

L-og Management Add-On Yes Yes Yes
(S3)

M anagement API No Yes Yes Yes
Multi-Org Add-On Yes Yes Yes
Reporting API Yes Yes Yes Yes
SAML Integration |Partid Yes Yes Yes
Scheduled Reports  |Partiad Yes Yes Yes
Detailed Reports Partia Yes Yes Yes
SecureX Depends Yes Yes Yes
Support Package Add-On Yes Yes Yes

If further clarification is needed, please confirm feature availability and details with your Cisco sales or
partner representative.

Additional Documentation

* Current Umbrella Subscriptions
+ Umbrella Package Comparison Data Sheet
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