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This document describes the structure of Custom Uniform Resource Locator (URL) Categories, in Secure
Web Appliance (SWA).

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

* How proxy works.
» Secure Web Appliance (SWA) administration.

Cisco recommends that you have:

» Physical or Virtual Secure Web Appliance (SWA) Installed.
* License activated or installed.
» The setup wizard is completed.

* Administrative Access to the SWA.



Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Custom URL Categories

The URL filter engine lets you filter transactions in Access, Decryption, and Data Security Policies. When
you configure URL categories for policy groups, you can configure actions for custom URL categories, if
any are defined, and predefined URL categories.

Y ou can create custom and external live-feed URL categories that describe specific Host Names and
Internet Protocol (1P) Addresses. In addition, you can edit and delete URL categories.

When you include these custom URL categories in the same Access, Decryption, or Cisco Data Security
Policy group and assign different actions to each category, the action of the higher included custom URL
category takes precedence.

Note: If Domain Name System (DNYS) resolves severa |Psto awebsite, and if one of those IPsis
custom blocked list, then the Web Security Appliance blocks the website for al IPs, irrespective of
they not listed in the custom blocked list.

Live-feed URL Categories

External Live Feed Categories are used to pull the list of URLs from specific site, for example to fetch the
Office 365 URLs from Microsoft.

If you select External Live Feed Category for the Category Type when Creating and Editing Custom
and External URL Categories, you must select the feed format (Cisco Feed Format or Office 365 Feed
Format) and then provide a URL to the appropriate feed-file server.

Here are the expected format for each feed file:

» Cisco Feed Format &€ This must be a comma-separated values (.csv) file; that is, atext file with a
.Csv extension. Each entry in the .csv file must be on a separate line, formatted as
address/’comma/address type
(for example: www.cisco.com,site or ad2.*\.com,regex). Valid address types are site and regex.

Hereis an excerpt from a Cisco Feed Format .csv file:

www.cisco.com,site
\.Xxyz, regex
ad2.*\.com, regex
www.cisco.local,site
1:1:1:11:1:1::200,site

+ Office 365 Feed Format & Thisisan XML filelocated on a Microsoft Office 365 server, or a


http://www.cisco.com,site

local server to which you saved thefile. It is provided by the Office 365 service and cannot be
modified.

The network addresses in the file are enclosed by XML tags, this structure: products > product > address list
> address. In the current implementation, an "address list type" can be IPv6, IPv4, or URL [which can
include domains and Regular Expressions (regex) patterns.

Hereis asnippet of an Office 365 feed file:

<products updated="4/15/2016">
<product name="0365">

<addresslist type="IPv6">
<address>fc00:1040:401: :d:80</address>
<address>fc00:1040:401: :a</address>
<address>fc00:1040:401: :9</address>
</addresslist>

<addresslist type="IPv4">
<address>10.71.145.72</address>
<address>10.71.148.74</address>
<address>10.71.145.114</address>
</addresslist>

<addresslist type="URL">
<address>*.cisco.com</address>
<address>*.example.local</address>
</addresslist>

</product>

<product name="LYO">

<addresslist type="URL">
<address>*.subdomain.cisco.com</address>
<address>*.example.local</address>
</addresslist>

</product>

</products>

Note: Do not include http:// or https:// as part of any site entry in the file, or an error occur. In other
words, www.cisco.com is parsed correctly, while http://www.cisco.com produces an error

Stepsto Create Custom URL Categories

Step 1. Choose Web Security Manager > Custom and External URL Categories.


http://www.example.com
http://www.example.com

Web Security Manager | Security

Authentication
Identification Profiles
Saas Policies

Web Policies
Decryption Policies
Routing Policies

Access Policies

Overall Bandwidth Limits

Data Transfer Policies
Cisco Data Security
Outbound Malware Scanning
External Data Loss Prevention
Web Traffic Tap Policies

SOCKS Policies

Custom Policy Elements

|
Define Time Ranges and Quotas
Domain Map ‘
IP Spoofing Profiles
HTTP ReWrite Profiles

Cisco Umbrella Seamless ID ‘

Bypass Settings
L4 Traffic Monitor

image- Select custom Category in GUI



: Enter an identifier for this URL category. This name appears when you configure URL filter for
policy groups.

e List Order: Specify the order of this category in the list of custom URL categories. Enter &€cel&€€
for the first URL category in the list.
The URL filter engine evaluates a client request against the custom URL categoriesin the order
specified.

Note: When the URL filter engine matches a URL category to the URL in aclient request, it first
evaluates the URL against the custom URL categoriesincluded in the policy group. If the URL in the
request does not match an included custom category, the URL filter engine comparesit to the
predefined URL categories. If the URL does not match any included custom or predefined URL
categories, the request is un-categorized.

» Category Type: Choose L ocal Custom Category or External Live Feed Category.
* Routing Table: Choose Management or Data. This choiceisavailable only if &€aesplit routinga€€ is
enabled; that is, it is not available with local custom categories.



Custom and External URL Categories: Add Category

Edit Custom and External URL Category

(__ Category Name: ) [CustomURLCategoriesAllowedIP

Comments: | ¢

(' List Order:) |2

Category Type: | Local Custom Category ~

Sites: .7 X =
cisco.com,.cisco.com

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced (Rﬁgular Expressions: | ? _)

s

Enter one regular expression per line. Maximum allowed characters

image- Local custom URL category

[Local Custom Category

Define Use Regular Expressions

The Secure Web Appliance uses aregular expression syntax that differs slightly from the regular
expression syntax used by other Velocity pattern-matching engine implementations.

Further, the appliance does not support a backward slash to escape aforward slash. If you need to use a



forward slash in aregular expression, simply type the forward slash without a backward slash.
Note: Technically, AsyncOS for Web uses the Flex regular expression analyzer

To test your regular Expressions you can use thislink : flex lint - Regex Tester/Debugger

Caution: Regular expressions that return more that 63 characters fail and produce an invalid-entry
error. Please be sure to form regular expressions that do not have the potential to return more than 63
characters

Caution: Regular expressions that perform extensive character match consume resources and can
affect system performance. For this reason, regular expressions can be cautiously applied.

Y ou can use regular expressions in these locations:

&E¢ Custom URL categories for Access Policies. When you create a custom URL category to use with
Access Policy groups, you can use regular expressions to specify multiple web servers that match the pattern
you enter.

&€E¢ Custom user agents to block. When you edit the applications to block for an Access Policy group, you
can use regular expressions to enter specific user agents to block.

Tip: You cannot set the web proxy bypass for Regular Expressions.

hereisthe List of Character Classesin Flex Regular Expression

Character classes
I |lany character except newline|
\w\d\s |word, digit, whitespace |
\W\D\S |not word, digit, white space |
[[abc] lany of a b, or c |
["abc]  |nota, b, orc |
[ag] |[character betweena& g |

Anchors
[rabc$  ||start / end of the string |
\o |word boundary |

Escaped characters
\\* W\ |lescaped special characters |
M\n\r  |ltab, linefeed, carriage return |
\I00A9  |[lunicode escaped © |
Groups & Lookaround

|(abe) |[capture group |
I\ ||back reference to group #1 |
[(?:abc)  ||non-capturing group |

|

|

[(?>=abc) |[positive look ahead
|(?labc)  |Inegative look ahead
Quantifiers & Alternation



https://www.regextester.com/104875

lat a+ a? |0 or more, 1 or more, Oor 1 |
la{5} & 2,}||exactly five, two or more |
|8{1,3}  |loetween one & three |
|
|

la+? & 2,} ?match as few as possible
lablcd Imatch ab or cd

Caution: Bewary of un-escaped dots in long patterns, and especially in the middle of longer patterns
and Be wary of this meta-character (Star * ), especially in conjunction with the dot character. Any
pattern contains an un-escaped dot that returns more than 63 characters after the dot is disabled.
Always escape * (star) and . (dot) with \ ( back slash) like\* and \.

If we use .cisco.local in the regular expression the domain Xcisco.local is amatch as well.

The un-escaped character affect the performance and it creates slowness during web Browsing. Thisis
because the pattern-matching engine must go through thousands or millions of possibilities until find a
match for the correct entry also it can have some security concerns regards to the ssimilar URL s for
allowed Policies

Y ou can use the command-line interface (CLI) option advancedpr oxyconfig > miscellaneous > Do you
want to enable URL lower case conversion for velocity regex, to enable or disable default regex
conversion to lower case for case-insensitive matches. Use if you have issues with case sensitivity.

Limitations and Design Concerns

* You can use no more than 30 External Live Feed filesin these URL category definitions, and each file
must contain no more than 5000 entries.

* If the number of external feed entriesincreased, it causes performance degradation.

* Itispossibleto use the same address in multiple custom URL categories, but the order in which the
categories are listed is relevant.

If you include these categories in the same policy, and define different actions for each, the action defined
for the category listed highest in the custom URL categoriestable is applied.

* When anative File Transfer Protocol (FTP) request is transparently redirected to the FTP Proxy, it
contains no Hostname information for the FTP server, only its | P address.

Because of this, some predefined URL categories and Web Reputation Filters that have only Hostname
information does not match native FTP requests, even if the requests are destined for those servers.

If you wish to block access to these sites, you must create custom URL categories for them to use their P
addresses.

* An un-categorized URL isaURL that does not match any predefined URL category or included
custom URL category

Use Custom URL Categories|n Palicies

The URL filter engine lets you filter transactions in Access, Decryption, and Data Security Policies. When
you configure URL categories for policy groups, you can configure actions for custom URL categories, if
any are defined, and predefined URL categories.

Steps To Configure URL Filters For Access Poalicy



Step 1. Choose Web Security Manager > Access Policies.



Web Security Manager Security

Authentication
Identification Profiles

SaaS Policies

Web Policies
Decryption Policies
Routing Policies

( Access Policies )

Overall Bandwidth Limits

Data Transfer Policies
Cisco Data Security
Outbound Malware Scanning
External Data Loss Prevention
Web Traffic Tap Policies

SOCKS Policies

Custom Policy Elements

Custom and External URL Categories
Define Time Ranges and Quotas
Domain Map

IP Spoofing Profiles

HTTP ReWrite Profiles

Cisco Umbrella Seamless ID

Bypass Settings
L4 Traffic Monitor

Image- Select Access Palicies from GUI
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) In the Custom URL Category Filtering section, you can add custom URL categories on which to take
action in this policy:

a) Click Select Custom Categories.



Access Policies: URL Filtering: Access Policy

Custom and External URL Category Filtering

-

-

No Custom Categories are included for this Policy.

LSelect Custom Categories...

)

Image-Select Custom URL Category

b) Choose which custom URL categories to include in this policy and click Apply.

Category :
Category Type Setting S
MSOffice365Feed External Feed || Exclude from policy

CustomURLCategoriesA...

Custom
(Local)

| Include in policy

Office365WebserviceF...

Cancel

External Feed

[ Use Global Settings (ExclL

Image-Select Custom Categoriesto include in policy

Choose which custom URL categories the URL filter engine must compare the client request against.

The URL filter engine compares client requests against included custom URL categories, and ignores

excluded custom URL categories.

The URL filter engine compares the URL in aclient request to included custom URL categories before

predefined URL categories.

The custom URL categoriesincluded in the policy appear in the Custom URL Category Filtering section.

Step 4. In the Custom URL Category Filtering section, choose an action for each included custom URL

category.

Custom and External URL Category Filtaring

Category
) CustomURLCategorieshliomed 1P

Select Custom Categones... |

These URL Catogories v cofined &5 growp membershie critevia, AT sther ciegerios Ane nol Appiicadle for this palicy.

Category Type
Custom {Local)

Use Glabal Cre
Bl Relinect Al |
L] Lt O
Select all Select all Select all Selectall




Action Description
Block The Web Proxy denies transactions that match this setting.
Redirects traffic originally destined for a URL in this category to alocation you specify.
Redirect When you choose this action, the Redirect To field appears. Enter a URL to which to
redirect all traffic.
Always allows client requests for web sitesin this category.
Allow Allowed requests bypass al further filters and Maware scans.
Only use this setting for trusted web sites. Y ou can use this setting for internal sites.
Monitor The Web Proxy neither allows nor blocks the request. Instead, it continues to evaluate the
client request against other policy group control settings, such as web reputation filter.
The Web Proxy initially blocks the request and displays awarning page, but allows the user
Warn . . A )
to continue by click on a hypertext link in the warning page.
Quota-Based Asaindividual user approaches either the volume or time quotas you have specified, a
warning is displayed. When aquotais met, a block page is displayed. .
Time-Based ||The Web Proxy blocks or monitors the request during the time ranges you specify.

Step 5. In the Predefined URL Category Filter section, choose one of these actions for each category:

* Use Global Settings

Monitor

« Warn

Block

Time-Based

Quota-Based




Predefined URL Category Flltering

These WAL Clegovies are deffosd as group membanthip crifevia, ANV cther caleganies are nal spplicabie for phis polcy

Apavt frowmn the URL cadegories Ushed here, 2l bhe LURL categonies from e global sccess policy will De imhanted i Dhis powcy.

Use Global
Settings Block H
LX)
Category Select il Sehect all Sel
& Animals and Pets C

€3 ans

fredefined Guata Profie: | 10GEdaRLImE ~ | )

Astrology
LN Life mamge: | MormingShift w
Action: [y -1 i
Otherwise: ey =

Image- Select Action for predefined Category

Step 6. In the Uncategorized URL s section, choose the action to take for client requests to web sites that do
not fall into a predefined or custom URL category. This setting also determines the default action for new
and merged categories results from URL category set updates.

Uncategorized URLs

Specify an action for urls that do not match any category.
Uncategorized URLs: | Manitor

@efault Action for Update Categories: :?) Most Res

Image- Choose action for uncategorized URL
Step 7. Submit and Commit Changes.
Steps To Configure URL Filters For Decryption Policy

Step 1. Choose Web Security Manager > Decryption Policies.

Web Security Manager Securit)

Authentication

Identification Profiles
SaaS Policies

Web Policies

Decryption Policies

Routing Policies
Access Policies
Overall Bandwidth Limits

Data Transfer Policies



In the Custom URL Category Filtering section, you can add custom URL categories on which to take action
in this policy:

a. Click Select Custom Categories.



Decryption Policies: URL Filtering: DecryptionPolicy

Select Custom Categories... I ,

Custom and External URL Category Filtering

No Custom Categories are included for this Policy.

Image - Choose Custom Categories

b. Choose which custom URL categories to include in this policy and click Apply.

Category :
Category Type Setting S
MSOffice365Feed External Feed || Exclude from policy

CustomURLCategoriesA...

Custom
(Local)

| Include in policy

Office365WebserviceF...

Cancel

External Feed

[ Use Global Settings (ExclL

Image-Select Custom Categoriesto include in policy

Choose which custom URL categories the URL filter engine must compare the client request against.

The URL filter engine compares client requests against included custom URL categories, and ignores

excluded custom URL categories.

The URL filter engine compares the URL in aclient request to included custom URL categories before

predefined URL categories.

The custom URL categoriesincluded in the policy appear in the Custom URL Category Filtering section.

Step 4. Choose an action for each custom and predefined URL category.

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

| Select Custom Categories... |

Use Override Global
Global ' I '
Settings Pass Through = Monitor | Decrypt = Dro
O ©
Category Category Type @ Select all Select all Select all | Select all | Sele
O CustomURLCategoriesBLOCKED Custom (Local) I( Y’ |




Action Description

Pass Passes through the connection between the client and the server without inspection the traffic

Through |[content.

Monitor The Web Proxy neither allows nor blocks the request. Instead, it continues to evaluate the
client request against other policy group control settings, such as web reputation filter.
Allows the connection, but inspects the traffic content. The appliance decrypts the traffic and

Decrvot applies Access Policies to the decrypted traffic asif it were aplain text Hypertext Transfer

yp Protocol (HTTP) connection. When connection decrypted and Access Policies Applied, you

can scan the traffic for Maware.

Dro Drops the connection and does not pass the connection request to the server. The appliance

P does not notify the user that it dropped the connection.

Step 5. In the Uncategorized URL s section, choose the action to take for client requests to web sites that do
not fall into a predefined or custom URL category.

This setting al so determines the default action for new and merged categories results from URL category set
updates.



Uncategorized URLs

Specify an action for urls that do not match any category.

Uncategorized URLs: || Decrypt VD

(Dehult Action for Update Categories: ?) | Most Restrictive v |

Image - Uncategorized decryption Policy

Step 6. Submit and Commit Changes.

Caution: If you want to block a particular URL category for Hypertext Transfer Protocol Secure
(HTTPS) requests, choose to decrypt that URL category in the Decryption Policy group and then
choose to block the same URL category in the Access Policy group.

Steps To Configure URL Filters For Data Security Policy Groups

Step 1. Choose Web Security Manager > Cisco Data Security.

Web Security Manager Security

Authentication
Identification Profiles

SaaSsS Policies

Web Policies

Decryption Policies

Routing Policies

Access Policies ‘
Overall Bandwidth Limits

Data Transfer Policies

Cisco Data Security

Outbound Malware Scanning
External Data Loss Prevention
Web Traffic Tap Policies '

SOCKS Policies

Custom Policy Elements



In the Custom URL Category Filtering section, you can add custom URL categories on which to take action
in this policy:

a. Click Select Custom Categories.



Custom and External URL Category Filtering

No Custom Categories are included for this Policy.

| Select Custom Categories...

Image - Select Custom Field

b. Choose which custom URL categories to include in this policy and click Apply.

Select Custom Categories for this Policy

Category :
Category Type Setting S
MSOffice365Feed External Feed || Exclude from policy
. Custom : ,
CustomURLCategoriesA... iLocal) | Include in policy
Office365WebserviceF... External Feed lUse Global Settings (ExclL

Cancel

Image-Select Custom Categories to includein policy

Choose which custom URL categories the URL filter engine must compare the client request against.

The URL filter engine compares client requests against included custom URL categories, and ignores
excluded custom URL categories.

The URL filter engine compares the URL in aclient request to included custom URL categories before
predefined URL categories.

The custom URL categoriesincluded in the policy appear in the Custom URL Category Filtering section.

Step 4. In the Custom URL Category Filtering section, choose an action for each custom URL category.

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use
Global
Settings

Category Category Type | Select al

@' CustomURLCategoriesBLOCKED Custom (Local) —_

| Select Custom Categories... ]

Image - Data Security Choose Action



Action Description

Always allows upload requests for web sites in this category. Applies to custom URL
categories only.

Allow Allowed requests bypass all further data security scan and the request is evaluated against
Access Poalicies.

Only use this setting for trusted web sites. Y ou can use this setting for interna sites.

The Web Proxy neither allows nor blocks the request. Instead, it continues to evaluate the

Monitor upload request against other policy group control settings, such as web reputation filter.

Block The Web Proxy denies transactions that match this setting.

Step 5. In the Predefined URL Category Filtering section, choose one of these actions for each category:
* Use Global Settings
* Monitor

* Block



Predefined URL Category Filtering

These URL Categories are defined as group membership criteria. AN other categories are not applicable for this policy.

Apart from the URL categories listed here, all the URL categories from the global access policy will be inherited in this polic

Category
) Hunting

€3 lllegal Activities

Image - Data Security Pre Defined URL Choose Action

Step 6. In the Uncategorized URL s section, choose the action to take for upload requests to web sites that
do not fall into a predefined or custom URL category.

This setting al so determines the default action for new and merged categories results from URL category set
updates.

Uncategorized URLs

Specify an action for urls that do not match any category.

Uncategorized URLs: I[ Block VD

(De’r‘ault Action for Update Categories: ?) [ Least Restrictive V|

Image - Data Security Un Categorized

Step 7. Submit and Commit Changes.

Caution: If you do not disable the maximum file size limitation, Web Security Appliance continues
to validate the maximum file size when the Allow or Monitor options are selected in the URL
filtering.

Steps To Configure Controlling Upload Requests With Custom URL Categories

Each upload request is assigned to an "Outbound Maware Scanning" Policy group and inherits the control
settings of that policy group.

After the Web Proxy receives the upload request headers, it has the information necessary to decide if it
must scan the request body.

The DV S engine scans the request and returns a verdict to the Web Proxy. The block page appears to the
end user, if applicable.

Step1l  ||Choose Web Security Manager > Outbound Malwar e Scanning.




Step 2 ||In the Destinations column, click the link for the policy group you want to configure.

Step 3 ||In the Edit Destination Settings section, select "Define Destinations Scanning Custom
Settings' from the drop-down menu.

Step 4 ||In the Destinations to Scan section, select one of these:

Option Description
Do not scan any The DV S engine scans no upload requests. All upload requests are
uploads evaluated against the Access Policies

The DV S engine scans all upload requests. The upload request is
Scan all uploads blocked or evaluated against the Access Policies, depends on the DVS
engine scan verdict

The DV S engine scans upload requests that belong in specific custom
Scan uploads to URL categories. The upload request is blocked or evaluated against
specified custom the Access Palicies, depends on the DV S engine scan verdict.

URL categories
Click Edit custom categories list to select the URL categoriesto scan

Step5  [[Submit your changes.

Step 6 ||In the Anti-Malware Filtering column, click the link for the policy group.

Step 7 ||In the Anti-Malware Settings section, select Define Anti-Malware Custom Settings.

Step 8 ||In the Cisco DV S Anti-Malware Settings section, select which anti-malware scan engines to
enable for this policy group.

Step 9  ||Inthe Malwar e Categor ies section, choose whether to monitor or block the various malware
categories.

The categories listed in this section depend on which scan engines you enable.

Step 10 ||Submit and Commit Changes.

Steps To Configure Control Upload Requestsin External DLP Policies



Once the Web Proxy receives the upload request headers, it has the information necessary to decide if the
request can go to the external DL P system for scan.

The DLP system scans the request and returns a verdict to the Web Proxy, either block or monitor (evaluate
the request against the Access Policies).

Step1l ||Choose Web Security Manager > External Data L oss Prevention.

Step 2 ||Click the link under the Destinations column for the policy group you want to configure.

Step 3 Under the Edit Destination Settings section, choose &€oDefine Destinations Scanning
Custom Settings.2€€

Step 4 ||In the Destination to scan section, choose one of these options:

» Do not scan any uploads. No upload requests are sent to the configured Data L oss
Prevention (DLP) system(s) for scan. All upload requests are evaluated against the
Access Policies.

» Scan al uploads. All upload requests are sent to the configured DL P system(s) for scan.
The upload request is blocked or evaluated against the Access Policies depends on the
DLP system scans verdict.

» Scan uploads except to specified custom and external URL categories. Upload requests
that fall in specific custom URL categories are excluded from DLP scan policies. Click
Edit custom categories list to select the URL categories to scan.

Step 5 ||Submit and Commit Changes.

Bypass And Passthrough URLs

Y ou can configure the Secure Web Appliance in transparent proxy implementation to bypassthe HTTP or
HTTPS requests from particular clients, or to particular destinations.

Tip: You can use passthrough for applications that require traffic to passthrough the appliance,
without need to any modification, or certificate checks of the destination servers

Caution: The Domain Map feature works in HTTPS Transparent mode. This feature does not work in
Explicit mode and for HTTP traffic.

e Loca Custom Category must be configured to allow the traffic to use thisfeature.

» When thisfeature enabled, it modify or assign the server name as per the server name configured in
the Domain Map, even if Server Name Indication (SNI) information is available.

» Thisfeature does not block traffic based on domain name if that traffic matches the Domain Map and



correspond custom category, decryption policy and passthrough action are configured.

» Authentication does not work with this pass through feature. Authentication requires decryption, but
traffic is not be decrypted in this case.

* traffic is not monitored. Y ou must configure UDP traffic not to come to the Web Security Appliance,
instead it must go directly through firewall to the Internet for applications like WhatsApp, Telegram
and so on.

» WhatsApp, Telegram and Skype works in Transparent mode. However, some apps like WhatsApp do
not work in Explicit mode due to restrictions on the app.

Ensure you have an identification policy defined for the devices that require pass through traffic to specific
servers. Specifically, you must:

» Choose Exempt from authentication/identification.

* Specify the addresses to which this Identification Profile must apply. Y ou can use | P addresses,
Classless Inter-Domain Routing (CIDR) blocks, and subnets.

Step 1 Enable HTTPS Proxy.

Step 2 Choose Web Security Manager > Domain Map.

a Choose Add Domain.

b. Enter the Domain Name or the destination server.

c. Choose the order of the priority if there are some domains specified.
d. Enter the |P addresses.

e. Click Submit.

Step 3 Choose Web Security Manager > Custom and External URL Categories.
a. Choose Add Category.

b. Provide these information.

Settings Description

Category Enter an identifier for this URL category. This name appears when you
Name configure URL filter for policy groups.

Specify the order of this category in thelist of custom URL categories.

List Ord . . .
SO enter 40146 for the first URL category in the list.




Settings Description

The URL filter engine evaluates a client request against the custom URL
categoriesin the order specified.

Category

Type Choose Local Custom Category.
Y ou can enter regular expressions in this section to specify additional
sets of addresses.

Advanced
Y ou can use regular expressions to specify multiple addresses that match
the patterns you enter.

c. Submit and commit the changes.

Step 4

e. Choose Done.

Choose Web Security Manager > Decryption Policies.
a. Create anew decryption policy.

b. Choose the identification profile that you created for bypass HTTPS traffic for specific
applications.

c. In the Advanced panel, click the link for URL Categories.

d. In the Add column, click to add the custom URL category created in step 3.

f. In the Decryption Policies page, click the link for URL Filtering.
g. Choose Pass Through.
h. Submit and commit the changes.

(Optional) You can use the % ( format specifier to view access log information.

Configure Web Proxy Bypass For Web Requests

Once you add the Custom URL Categories to the proxy bypass|list, al the | P addresses and the domain
names of the Custom URL categories are bypassed for both the sour ce and destination.

Step 1

Choose Web Security Manager > Bypass Settings.

Step 2

Click Edit Bypass Settings.




0.0.0.0/0.

Step 3 ||Enter the addresses for which you wish to bypass the web proxy.

Note: When you configure /0 as a subnet mask for any IP in the bypass list, the appliance
bypasses all the web traffic. In this case, the appliance interprets the configuration as

Step 4 ||Choose the Custom URL Categories that you want to add to the proxy bypass list.

Step 5 ||Submit and commit your changes.

Caution: You cannot set the web proxy bypass for Regular Expressions.

Reports

In the "Reporting” >> URL Categories page provides a collective display of URL statistics that includes
information about top URL categories matched and top URL categories blocked.

This page displays category-specific data for bandwidth savings and web transactions.

Section

Description

Time Range (drop-down list)

Choose the time range for your report.

Top URL Categories by Total
Transactions

This section lists the top URL categories that are visited on the sitein a
graph format.

Top URL Categories by Blocked
and Warned Transactions

Liststhe top URL that triggered a block or warning action to occur per
transaction in a graph format.

URL Categories Matched

Shows the disposition of transactions by URL category during the
specified time range, plus bandwidth used and time spent in each
category.

If the percentage of uncategorized URLSs s higher than 15-20%, consider
these options:

» For specific localized URLSs, you can create custom URL
categories and apply them to specific usersor group policies.

* You can report uncategorized and misclassified and URLs to the
Cisco for evaluation and database update.

» Verify that Web Reputation Filter and Anti-Malware Filter are
enabled.




URL-Categories

Time Range:

21 May 2023 00:00 to 28 May 2023 12:25 (GMT +02:00)

Top URL Categories: Total Transactions Top URL Categories: Blocked

Infrastructure and Content Delivery Netw... 3,166
Computers and Internet
Business and Industry
CustomURLCategoriesAllowedIP
Social Netwaorking
Advertisements

Search Engines and Portals
SaaS and B2B

News CustomURLCategoriesAllowec

( CustomURLCategoriesBLOCK|

Cloud and Data Centers

L]

0 2,000 4,000

Transactions
Chart Options... | Export... Warned URL Category

I Blocked by URL Category

URL Categories Matched

URL Category Bandwidth Used Time Spent Blocked by URL Category Transact
Infrastructure and Content Delivery Netw... B.6MB 00:03 0
Computers and Internet B6.7MB 00:15 1]
Business and Industry 2.8BMB 00:00 1]

Image-URL Category Report

Y ou can click on any category name to view more details related to that category, such as Domains Matched
or userslist.

URL Categories > CustomURLCategoriesBLOCKED

Time Range:

21 May 2023 00:00 to 28 May 2023 12:37 (GMT +02:00)

Top Domains for Category: Total Transactions Top Users for Category: Total T




Represents policy, port, and admin user agent
blocked which occurs before URL filtering.

Represents all transactions for which the URL
Uncategorized URL filtering engine is queried, but no category is
matched.

URL Filtering Bypassed

View Custom URL Categories|n The Access L og

The Secure Web Appliance uses the first four characters of custom URL category names preceded by
&Eox_&E@ in the access logs.

In this example the category name is CustomURL CategoriesBL OCK ED and in the acesslogs you can see
C Cust:

1685269516.853 86 10.61.108.72 TCP_DENIED_SSL/403 @ GET https://www.cisco.com:443/ - NONE/- - DROP_CUST(

Caution: Consider the custom URL category name if you use Sawmill to parse the access logs. If
the first four characters of the custom URL category include a space,Sawmill cannot properly parse
the access log entry. Instead, only use supported charactersin the first four characters.

Tip: If you want to include the full name of a custom URL category in the access logs, add the %XF
format specifier to the accesslogs.

When aweb access policy group has a custom URL category set to Monitor and some other component
(such as the Web Reputation Filters or the Different Verdicts Scanning (DV S) engine) makes the find
decision to allow or block arequest for a URL in the custom URL category, then the access log entry for the
request shows the predefined URL category instead of the custom URL category.

For more information about how to configure custom fields in Access Logs, visit : Configure Performance
Parameter in Access Logs - Cisco

Troubleshoot

Category Missmatched

From the access |ogs you can see the request belongs to which Custom URL Category, if the selection is not
as expected:

- If the request is categorized to other custom URL Categories, check for duplicate URL or a matched
Regular Expression in other Categories or Move the Custom URL Category to top and test again. it is better
to inspect the machted Custom URL Category carefully.

- If the request is categorized to Pre-Defined Categories, Check the conditions in the existed Custom URL
Category, if al match, try to add the IP address and test or make sure for the typo and correct regullar
expression is used, if any.

Predefined Categories Are Not Up To Date


https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html

If the Predefined Categories are not up to dated, or in the accesslogs you see "err" in the URL category
section, make sure TLSv1.2 is enabled for Updater.

To change the Updater SSL configuration, use these steps from GUI:

Step 1. From System Administration, choose SSL Configuration

System Administration

Policy Trace
Alerts

Log Subscriptions

Return Addresses

‘ SSL Configuration

[ Users

Network Access

Image- ssl configuration

Step 2. Choose Edit Settings.

Step 3. In Update service section, choose TLSv1.2



SSL Configuration

55L Configuration

Disabling 55Lv3 for all services is recommended for best security. Depending on your network requirements, you may also choos
versions of TLS for specific services.

Note that the 551/TLS service on remote servers may require that the selected TLS versions be sequential. 5o to avoid communi
select a contiguous set of versions for each service. For example, do not enable TLS 1.0 and 1.2, while leaving TLS 1.1 disabled.

Appliance Management Web User Interface: | changing this option will disconnect all active Web User Interface conne

again,
Enable protocol versions: TLS v1.2
() T1LS vi.1
O TLs vi.0

Proxy Services: | proyy cervices include HTTPS Proxy and credential encryption for secure

Enable protocol versions: TLS v1.3

M 1svi2
U Tis via
CJTLs vi.0

Disable TLS Compression (Recommend
TLS compression should be disabled for be

Cipher(s) to Use: |EECDH:DSS:RSA: INULL: leNULL: laNU
LL:IEXPORT:13DES: ISEED: rCﬁMELL[ﬂ},;:

Secure LDAP Services: | secyre | DAP services include Authentication, External Authentication, 5

Enable protocol versions: [ TLS v1.2
TLS v1.1
U TLs vi.0

RADSEC Services:  Epable protocol versions: TLS v1.2
TLS v1.1

B Tsvia
L) TLs vi.0

Update Service:  Enpaple protocol versions:
il TLS vi1.1
CITis vi.0

Image - Update Service TLSv1.2

Step 4. Submit and commit changes

To change the Updater SSL configuration, use these steps from CLI:
Step 1. From CLI, run sslcofig

Step 2. Type version and press enter

Step 3. Choose Updater

Step 4. Choose TLSv1.2

Step 5. Press Enter to exit the wizard


https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSEC-3303.pdf
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html

