Configure Secure Firewall Threat Defenseto Send
Intrusion Eventsto a Sysog Server Using FDM
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The objective isto configure the Secure Firewall Threat Defense (FTD) to send Intrusion events to a syslog
server via Cisco Secure Firewall Device Manager (FDM).

Environment

FTD version 7.7.10, managed by FDM. This procedure aso applies to other versions.

Resolution

Use the steps to configure the FTD to send Intrusion events to a syslog server via FDM.

Step 1. Inthe FDM GUI, navigate to the Policies tab.

Step 2. Click the Intrusion tab.
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Step 3. Click the Settings button.
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Balanced Security and Connectivity Automatically-created custom policy equivalent to ‘Balanced Security and Connectivity - Gisco Talos'. This policy Prevention
attempts to strike the delcate balance batween network connectivity and threughput and the neads. of security, While
not as strict a3 Secuwity Over Connectivity, this policy atlempts 1o keep users secure while being less obtrusie about

2 Connactivity Over Security Automatically-created custom policy equivalent to ‘Connectivity Over Security - Clsco Talos'. This policy places an Prevention
emphasis on network connectivity and throughpat, at the possible expense of security. Traffic is inspected less deeply,
and less rules ane evaluated.

3 LAB Prevention

4 Maximum Detection Autormatically-created custom policy equivalent to "Maximum Detection - Cisco Talos”. This policy places all emphasis Prevention
on sacurity. Network connectivity and throughput is not guaranteed and false positives are likely. This policy should only
bir uséd for high security areas and Security monors mist b prepansd to nvestigate alerts to detirring their validity.

4 Security Over Connectivity Automatically-created custom policy equivalent to 'Sacurity Over Connectivity - Cisco Talos®. This policy places an Prevention
emphasia on sacurity, Bt the possible axpanse of Metwork connactivity and thiosghpit. Trathc iz inspacted moe
doaply, man rules ane evaluated, and both false positives and incraased katency are sxpacted but within reascn,

Step 4. In the Send Intrusion Eventsto Syslog Server s section, click the plus (+) button.



Intrusion Policy Settings

Send intrusion events to syslog servers:

+ |e Click Here

DEFAULT NETWORK ANALYSIS POLICY

Select the Network Analysis Policy to be used in conjunction with all intrusion
policies and allowed/trusted connections. You can apply a single NAP only, so
ensure its settings are adequate for all the types of traffic handled by this device.

@ Auto

Automatically select the NAP that matches the most-used intrusion policy (or
base policy for custom rules) applied in access control rules. If you do not apply
any intrusion policies, the Balanced Security and Connectivity NAP is used. The
NAP is run in Prevention mode. Learn More (2

Custom

Explicitly select the NAP that should be used. You can then select the
inspection mode, and customize inspector and binder settings, as required.
Learn More [2

Balanced Security an

CANCEL

Step 5. Select the syslog server object, then click OK.



Intrusion Policy Settings

Send intrusion events to syslog servers:
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@ Auto

Automatically select the NAP that matches the most-used intrusion policy (or
base policy for custom rules) applied in access control rules. If you do not apply
any intrusion policies, the Balanced Security and Connectivity NAP is used. The
NAP is run in Prevention mode. Learn More (2

Custom

Explicitly select the NAP that should be used. You can then select the
inspection mode, and customize inspector and binder settings, as required.
Learn More (@
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Balanced Security and Connectivity - Cisco Talos: Prevention

Step 6: Deploy the configuration changes to the firewall.

Cause

To configure intrusion events to be sent to a syslog server, select the syslog server in the intrusion policy



settings.
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Cisco Secure Firewall Device Manager Configuration Guide
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