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This document describes the configuration of Microsoft Azure Entra D for use with captive portal (active
authentication) on Cisco Secure Firewall.

Prerequisites

Requirements

Cisco recommends knowledge of these topics:

Security Assertion Markup Language (SAML)
Microsoft Azure

Cisco Secure Firewall Management Center (FMC)
Cisco Secure Firewall Threat Defense (FTD)

Y ou must have the Standard pricing tier available in Azure for Event Hub creation. Additionally, devices
must be activated with Smart Licensing enabled with export-controlled functionality.

Components Used

The information in this document is based on these software and hardware versions:

» Cisco Secure FTD version 10.0
* Cisco Secure FMC version 10.0

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Background Information

Astraditional 1P-based security architectures struggle to keep pace with dynamic, hybrid work
environments, Cisco Secure Firewall Active Authentication with SAML integration offers arobust, identity-
centric solution. By leveraging Microsoft EntralD (Azure AD) as a centralized identity provider, this
configuration enables administrators to move beyond static network rules and enforce granular access
control based on verified user identity rather than volatile network addresses. This integration streamlines
the user experience through seamless Single Sign-On (SSO) and mandatory Multi-Factor Authentication
(MFA), while also ensuring a unified security posture that maintains strict visibility and policy enforcement
across a perimeter-less network.

Diagram

Captive Portal Between Endpoint, FTD, and Azure Entra
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Configure

Phase 1: Initial FM C and DNS Configuration

Note: Thislab uses cloud-delivered Firewall Management Center (cdFM C); however, the steps
remain the same for on-premises FMC.



Step 1. Enablethe Cisco Dynamic Attributes Connector (CSDAC)

1) Choose Integrations > Dynamic Attributes Connector.

alial.  Cloud-delivered Firewall Management Center
CISCO Devices | Secure Firewall Routing

= Integrations = X
L]
Monitor
Dynamic Attributes Connector
ﬁ.’ Insights & Reports > 1
Security Analytics & Logging
2 Events & Logs >
Splunk
@ Insights & Reports >
Cloud Services
Manage
Identity
(1) Policies >
Identity Sources
1' Objects
Realms
FE Devices >
&¥ Secure Connections Users
ﬂ' Integrations Active Sessions
Lisers

Choose I ntegrations Dynamic Attributes Connector

2) Click the control adjacent to the Disabled string to enable CSDAC.

alae. Cloud-delivered Firewall Management Center

€I3€0  untagrations | Dynamic Anributes Connector C'/ Q, Search
= Dynamic Attributes Connector Disabled

Monhor n The Dynamic Attributes Conneclor 5 curmently disabled. You must enable it to view or adit the configuration,

Enable Cisco Dynamic Attributes Connector

c) Click Done once CSDAC enablement compl etes.



Dynamic Attributes Connector

ﬂ Dynamic Attributes Conneclor enabled successfully

@ Preparing Docker.
Done

@  Verifying images
Dons

@ Downboading conneclor images.
Done

& Down wading Corg imagas
Done

G Using local images
Shippad

[ Bringing up Core services.
Do

@ Bringing up AP service
Done

Enable Cisco Dynamic Attributes Connector Satus

Step 2: Create a Fully Qualified Domain Name Networ k Object Representative of the FTD Ingress
Interface

1) Choose Objects> Add Network > Add Object.
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Create New Fully Qualified Domain Name Network Object

2) Name the Networ k Object configured with the Fully Qualified Domain Name (FQDN). Enter the
FQDN, and assign the Network Object asan FQDN type by clicking the appropriate radio button.
Click Save.



Edit Network Object ®

Name

| active_auth_fgdn —

Description \

.

Network

() Host (O Range (O Network @ FQDN

[ ftd-inside.example.com ] \

® Note:
You can use FQDN network objects in access, prefilter and translated destination in NAT rules only.

Lookup:

[ Resolve within IPv4 and IPv6 ]

C] Allow Overrides

Cancel Save

Configure FQDN Network Object Variables

Step 3: Configurethe DNS A Record

1) The example shown here uses Windows Server 2025; see the documentation for the specific name
resolution server as needed.

d

oo o Emry] W SRR LS ST | E Ll | o e e

£ DNs Name Type Data
v § DC [Fl(same as parent folder) Start of Authority (SOA)  [1], dc., hostmaster.
v [ Fc_:rward Lookup Zones ﬂ(same as parent folder) Name Server (NS) dc.
|| example.com | [Flftd-inside Host (A) 192.168.20.1

> | Reverse Lookup Zones
> (| Trust Points

Windows Server DNS A Record Configuration



Note: The client that performs Active Authentication must be able to resolve thisDNS A record.

Phase 2: Public Key Infrastructure Configuration

Aninternal Certificate Authority (CA) can be used as the Public Key Infrastructure (PKI) for the Active
Authentication configuration. Cisco FMC and FTD require the internal CA public key and paired Private
Key to be uploaded as an Internal CA object to perform the necessary SSL interception and Decrypt-Resign
operations. In addition, the internal CA must be trusted within the client browser from which Active
Authentication is performed. See the client browser documentation to check how to confirm that the browser
trusts the certificate.

Step 1. Import the Internal CA Certificatetothe FMC

1) Choose Objects > PKI > Internal CAs. Click Import CA.

Note: The Internal CA can also be created directly on the FMC.

Import Internal Certificate Authority

Nam:

[ Internal-Lab-Network-Ca ]

Certificate Data or, choose & file;

""" BEGIM CERTIFICATE-----

----- END PRIVATE KEY-----

Key or, choose a file:

[ - BEGIN CERTIFICATE-----

-====END PRIVATE KEY-----

Encrypted, and the password is: | s=essssss ]

cancel m

Import Internal Certificate Authority To Firewall Management Center

Note: Within the content of this document, white space appears covering the various field valuesin



the images and is intentional per the publishment of this document. Actual values are reflected for
your environment as you configure.

Step 2: Sign the Service Provider Certificate with the CA

1) The Service Provider (SP) certificate must be signed by atrusted Certificate Authority (CA) and returned
inaPKCS#12 (.p12) format.

Note: This CA can be internally signed. The only caveat is that the Internal CA must be trusted by
the client device.

Step 3: Deploy the SP Certificateto the FTD

1) Choose Devices > Certificates.

ahali.  Cloud-delivered Firewall Management Center
CISCO  Objects

Devices = X

Monitar
Device Management
¥ Insights & Reports >
Template Managemeant
# Events & Logs »

Platfarm Settings

ZH Insights & Reports >
Certificates

Manage

(1) Policies 5 + Show more

[ ] -
4¥ Objects

FEI Devices .‘—

Navigate To Devices And Certificates

2) Click Add Certificates.



- =

[ All Cenificates

Hama Dormain Enrclimant Typa ldentity Cortificate Expiry CA Cortificate Expiry Status

Add Certificates

e

Add New Device Certificate

3) Click the device from the drop-down list that executes Active Authentication, then click the + icon to
create anew Certificate Enrollment.

Add New Certificate @

Add a new certificate 1o the device using cert enroliment object which is used
to generate CA and identify certificate.

Device*:

[FTD* v]

Cenrtificate Enrollment®: /
[ ]+

Slect FTD And Add Add New Certificate Enrollment

4) Name the Certificate Enrollment, and from the Enrollment Type drop-down list, choose PK CS12 file.



Add Certificate Enrollment @

Name*

FTD-5P-Cert

Description

CA Information Certificate Parameters Key Revocation
Enrollment Type: [ SCEP . ]
Enrollment URL:* EST
Challenge Passwaord: SCEP

ACME
Confirm Password:

Manual /
Retry Period: PKCS12 File

______J
e {Range 0-100)
Fingesprint: [ Ex: e67d542 e355586¢ a758e7... ]
Walidatinn llcanar [ ] IDems Flant [ ] Sl Flinnte (pm ] el Sarme
Cancel Save
F

Certificate Enrollment Settings And Type

5) Import the PK CS#12 file by clicking Browse PK CS12 File and enter the required passphrase. Click
Save.



v
Add Certificate Enrollment

MName*
[ FTD-5P-Cert ]

Description

[ |

CA Information Certificate Parameters Key Revacation

Envollment Type: [ PKCS12 File v ]

PKCS512 File*: [ Browse PKCS12 File
Passphrase™: [ cassansns ffm—— ]

Validation Usage: 3 Psec cClient [ SSLClient [ SSL Server

[:] Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides

> Qwerride (0)

Cancel

A

Browse And Import PKCS12 File

6) Confirm that the enrollment details are correct and click Add.

Add New Certificate @

Add a new certificate to the device using cert enroliment object which is used
to generate CA and identify certificate.

Device*:
[ ETD w]

Centificate Enrallment®:

[ FTD-SP-Cert v ] +
Centificate Enroliment Details:

Mame: FTD-5P-Cert

Enroliment Type: PKCS512 file

Enroliment URL: /A

Cancel

Confirm Certificate Enrollment Details

7) Theimport reflects In progress.



==ETD -

FTO-5P-Carl Glabal PRCSTE fie £ In progress

Once the import completes, the SP certificate information can be validated by clicking the I D icon of the
configured certificate.

Al Cariiticates

Narm Damain Enrollment Type Identity Cerificate Expiry CA Certificate Expiry Status
o e -
FTO-SP-Cert Gickd PRESIZ fie Dec 1, 2008 Sep 12, 2006 WEA| 4B PO

Certificate Import In Progress Satus

Phase 3: Azure Configuration

Step 1: Createthe Entra Enterprise Application for the SAML Toolkit

1) Search for and click Enterprise Applications.

= Microsoft Azure Ol enterprisd

All (99+) Services (7) Microsaft Entra ID (3) Filters +4
Azure services

Services (7) See mare

+ & =

Ea:, Enterprise applications +

Search And Access Enterprise Applications

2) Click + New Application.

Microsoft Azure

Home . Enterprise applications

H Enterprise applications | All applications

4 + Mew application () Refresh

> Overview /

View, filter, and search applications in your organization that are |

= Download (Export)

' bManage

The list of applications that ane maintained by your arganizatsen
i Al applications

Select New Application Within Enter prise Applications

3) Search for the Microsoft Entra SAML Toolkit and click the thumbnail for it.



= Microsoft Azure () Search resourcsas, |

Home . Emievprise applications | AN applicatians

Browse Microsoft Entra App Gallery

T Craale your own Spplicaticn T Pk 1o the app galery _;;'1-: Gt heedBeck?

The Micredalt Emrs App Gallery i & catalsg of thausandt of apgr 1Rl make it eady to deplay and comfigure single sign-cn [S50
securely to thelr apps. Browse or creabe your cvn apphcation here. If you e wanting to pulblch an application you have develo)

& saml top Single Sigr-gn | Al Weer Aoount Manggement | All Cab

) Federsted 550 (3 Provisioning

i} ¥ou'rs currently sesing s Bimited view of spp ritk scores.
Yiour piganeration doesnt have the requinsd lcerae 1o view sk sooees for all spplcations in the gallery. You'ne ouimently sesing a

Showing 1 of 1 results

Microsoft Entra SAML

2

Risk pcore not available

Search And Select Microsoft Entra SAML Toolkit

4) Assign a Name to the Microsoft Entra SAML Toolkit Enterprise Application and click Create.
(Reference from Microsoft: Read our step-by-step Microsoft Entra SAML Toolkit integration tutorial).



https://go.microsoft.com/fwlink/?linkid=2086331

Microsoft Entra SAML Toolkit *

B Got ferdback?

Lega (D Mauma ™
ing an spp £ | Captive-auth-5anmL
- prganizatia
Publishes (0 Prervidioning (1
grated Microsoft Corporation Austomatic provisioning is naot
supported
Single Sign-On Mode (D AL
SAML-based Sign-on FRps e micrasalcamy
‘peoft Entrg § Linked Sign-on

Read our sbip-by-itep Micradal Entra SAML Toolkit integration
tutarisl

Thiz & the sample SAML app which customers can use to tedt the
SAMIL single sign-on integration with Microsoft Entra 1D

) You're currently sesing a limited view of app risk seore.
Your ceganieation doesn’t hive the requined license 10 view ik scores for all applications in
the galiery. ¥eu're cumently seeing a krrited view. To sccess full rigk soonng upgrade 1o
Microeol Endry Soete or Merpsof Erirs INbEned ACCets

Assign Name To SAML Toolkit Application

5) On the Over view page, assign the specific usersand groupsto the SAML Toolkit Enterprise
Application. In this example, the test account (captive-portal-user) is a member of the active-auth-lab group.

A 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

v

Assign Users And Groups To Application

6) Configuration of this Enterprise Application continuesin later steps.

Step 2: Configure Entra D App Registrations



1) Navigate back to Entra I D and from the left navigation menu, choose App registrations. Click the All
applicationsfilter and search for the name given to the Enterprise Application. Click the appropriate
application.

L T~ MNew registration % Endpaints )& Troubleshoot \_, Refresh _-» Do
D Overview
B Preview features ﬂ Azure Active Directony Authentication Library (ADAL) and Azure AD Graph no longe
Library (MSAL) and Microsoft Graph. Learn more
#% Diagnose and solve problems
' Manage
All applications Owned applications Deleted applications Deactiv
as Users
25 Groups £ Start typing a display name or application (client) ID to filter these r..

B External Identities
&= Roles and administrators
M Administrative units

Delegated admin
partrers

B Agents

i Enterprise applications

[T Devices /
i, App registrations

B lAambitn Aasmemansa

Navigate To App Registrations And All Applications

2) Collect and Note the Essentials Values Under the Enter prise App Registration.

Important: Hover over the values to reveal Copy to Clipboard and collect the values under
Essentials on the Overview page:

» Display Name
» Application (Client) ID
 Directory (Tenant) ID



i Captive-Auth-SAML = -

[ 2 search | # = (% Deactvate  [i Deleie & Endpeints
= o ) Got a second? We would love your feedback on Microsolt identity platform (previo
&a Quickstart
& Integration assistant . Eidentiale
#. Diagnase and sohe problems Display name : Captive-Auth-SAML
* Manage Application (chent) 1D
B Branding & properies Object ID
Directany (b 1) 1D : I |
T Authentcation (Previes) I Sectory fenant) i
Supported socaunt types @ My organizaton anky
P Fartidicatar b farsrate

Collect Display And Application And Directory ID Values

3) Click the Add a certificate or secret hyperlink.

= Captive-Auth-SAML =

F Search ._ & & Deactivwe [ Delere & Endpoims

B Overview W Got s secomdt W workd bove your feedbac on Microsoft kientity plaskenm (peeviously Azure AD for deveiope). =

& Quickstart

& Ietegration assitant . Easentialy

X Daageane and sohe problemi Didplay rume + Cagthot-Auth-SAM Client credentialy i i

~ Manage Application fclient) 10 Redirect RIS 1 veh. O 308, 0 publc chend
= Brardding & properties Object i Application |0 URI Ackd an Appligation 0 LRI
D Authenscation Previen Dlrectiey anan 10 Mansged applieation in . © CaptimAuthSAML

Supporied account fypes | My ceganization only State 0 Actrvated

T Certificabes & secret

Add Certificate Or Secret Hyperlink

4) Click + New client secret.

Captive-Auth-SAML | Certificates & secrets =

I Saarch & @ B Got fewcloack?
B Sveniew
i Chulckptart

AT Integration aisiitent

Eredentialy erabls confidengiul spplcaton: bo identily Bemisbrt B the ssthenticafion isreios when necebving fokems ot o web addnmiable ks
#. Dlagreas srd sobve problems scherne). Fest & Peghet bivel ol ssisrante, we recemimend usng o cenificate fnstesd of & chest sereet i @ crederntial
AT

= #randing & properties W Appicamon regseaton cenfianes. secrets s fedteaied credential (e De Hund i The b Deow

El LG e e e
Cenificates & pecrets Cetificates {01 Clier secrets (00 Federaned credentials [0

III Tok

o - e & pcred itring Bt the applcation uied 10 provs B identity whan eguiiting 4 Boben, Ao can be referced 10 51 applicalion paiswand

B A1 perrrd g

& i = Nﬂﬂ:llﬂﬂmllﬂ“.——l——_.__._—_——-

HL App reies Dewription iapires Value (7 Secret D

& Dwnery P CheE Seerets i beer creatiod Soe this apploation

& Febed and sdsirnsiraiong

Add New Client Secret

5) Provide a Description for the secret and adjust the expiration as necessary. Click Add.



Add a client secret %

Descriplion [ sarml-secret I

Expires Recommended: 180 days (6 months) L

essable o

wd.

Provide Description For Client Secret

6) Copy the Secret.

S

Important: Take note of the secret value copied to clipboard.

Captive-Auth-SAML | Certificates & secrets =

£ Search s 0 & Got feedback?
B Overview
& Quickstart Credentials enable confidential applications to identify themsebees to the authentication service when receiving tokens at a web addressable location {using an HTTPS

scheme), For a higher level of agsurance, we recommend using a certificate (instead of a client secret) as a credential
;\,' Intrgealion asgistant

K Diagnose and sobve problems
0 MApplication registration certificates, secrets and federated credentials can be found iin the tabs below.
~ Manage
= Branding & properties
Certificates ({) Client secrets (1) Federated credentials (0
2 Authentication (Freview) _—

Cartificates & sacrats A secret string that the application uses to prove its identity when requesting a token Also can be referred to as application password,

"o .
olen configuration .
g 9 - Maw client secret

- AP| permissions

Deseription Expires Value (0 Secret D
& Expose an AP .

samil-secret 31872027 ] 0y
HL App roles
L& Owners

Copy Client Secret Value

Step 3. Configure Microsoft Graph API Permissionsfor the App Registration.



1) Choose API Permissions from the left navigation menu, then click + Add a permission.

Home . cxsecurity | App registrations . Captive-Auth-SAML

- Captive-Auth-SAML | APl permissions =

F Seasch ‘ () mefresh A7 Got feedback?
E- ChErviiEw L

Configured permissions
& Quickstart "

Applications are authorized 10 call APLS when they are granted permissions by userssdmi
# Integration assistant all the permissions the apphoation reeds. Leam mare about permitssions and consent
X Diagnose :lndwh'tpwbh::ﬂf* + Addapermission ~* Grant ademin consent for cises
" Manage e ..

APl J Permissions narme Type Description

B Branding & rogrertes o
i Ho permissions added

3 Authentication [Preview)

Certificates & secretn
T webw and manage condented permisisons for mdnidusl appd, 83 well ad your tenant’s e

Il Token configuration

2 API permissions dif——

Configure API Permissions

2) Click Microsoft Graph API.

O C————————
Request APl permissions

Select an AP
Microsoft APls  APls my organization uses My APls

Commaonly used Microsoft APls
¥ 85§
Microsoft Graph

|, Take sdvantags of the tremondous amaunt of data in Office 265, Enterprise Mabidity +
Security, and Windows 10. Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange,
Onelrive, OneMote, SharePoint, Planner, and more through a single endpaint

Select Microsoft Graph API

3) Grant Delegated User .Read permissions, then click Add permissions.



Request APl permissions

€ All AP
ﬁ Micresoft Graph
https/fgraphmicresoftcom/ Docs o
What type ol peimiuions does your apphication require?

Delegated peimiian —
Your application reeds to access the AP as the
) i e,

Applicatson permissions

Your applcation runs a5 & Background fensce of daeman witheut a

signed-in user,

Select permissions

"

F2 User Read

—
7 AgentidUser
F IdentityRigkyLUser

U (1)

. WserRead (1)
Sign in and read user profile

D Lser Read Adl (1)
Read all users’ full profiles

I:l Uiser ReadBasic Al O
Read all users’ basic profiles

Grant Delegated User Read Permissions

Admin consent required

Yes

L]

4) Grant Application User .Read.All permissions (check the check box).



Request APl permissions X

€ All AP
li Micrasaft Graph
mipsdfgraphmicresoficomd Docs o

What type of permissions does your application reguire?

Delggated permkaang

Your application reeds bo access the AP a4 the
sagried - wier

Apphcation permissions
Your application runs & a background serdce or daseman without
sy -iny er

wapared all

Select permissions

[= userRead.a

Permisison Admin corsent required

¥ identityRiskyUser

" Uger (1) /
WserRead All ()

= es

Read ol users' full prahiles

Grant Application Read All Permissions

5) Search for and check the Group.Read.All check box to grant Group Read permissions as well. Click
Add permissions.

Select permissions expand all

2 Group Resd Adl
Permissicn Adman consent requined
" Growp (1)
n Group. Read Al ) ¥
L]
Read all groups

| Dviscard

Save API Permissions

6) Confirm that the configured per missions align, and grant administrative consent for them.



Configured permissions

Applications are autharized o call APl when they are granted permissians by usars/adming a5 part of the consent process. The list of configured permissions should indude
all the permissions the application neads. Learn mone about permissions snd consent

-+~ Add a permission |~ Gramt admin consent for

AP| / Perrmidssians name Type Description

w Masraselt Graph (3)

Growg Aead All Apphcation  Read all growps
U Rad Delegated  Sign in and read user profile
User Read Al Applhication  Resd all users' full prefiles

Grant Administrative Consent For Permissions

7) The output, once admin consent is granted, is shown.

Configured permissions

Admin consent requ...  Status

Yog

Yes

dk Mol granted for

b Met granted for

Applicatsang ang suthorsed to call APl when they ane granted permissions by urenysdresd 06 pan of the consent process. The lan of ceadigured permissiond thould indlude

all the perrissions the applicaticn needs. Leam more Sbout permissiond and Corment

+ Add 3 permisdion
AP f Permissions nams Type Description

o Migreiaft Graph (%)

o Read All Application  Read all groups
Ut Read Delegated  Signin and nead uter profile
Ui Ppad A1 Application  Read all users” full profiles

Administrative Consent Granted Output

Step 4: Configurethe Event Hub (EH) Namespace

1) Search for and click Event Hubs.

Admin consent regu...  Stabus

. 1 event hub

All [58+) Services (39) Microsoft Entra ID (3)

Services (318)

>

renft Fr

T Event Hubs

Search Event Hub Configuration

2) Create anew EH Namespace.

Filtars +4

Sea morg

Ta&bhge

a

& Gesnted for
& Geanted for

& Grarbed for



Mo event hubs namespaces to display

An Bvent Hubs namespace is a managemaent container for svent hubs which provides DNS-integrated ratwork

endpaints and a range of access contral and network ntegration management

Create Event Hub Namespace

3) Configure the EH Namespace.

Note: The Standard pricing tier or higher must be chosen. Basic pricing tier prevents realm usage.

See the Azure Event Hub Documentation for further evaluation of Event Hub Advanced Settings and
applicability to specific needs.

Click Review + Create.


https://learn.microsoft.com/en-us/azure/event-hubs/

Home . Event Hubs

~ Create Namespace

Eviaril Hubs

Basics  Advenced  Metworking  Tags  Review = create

Project Details

Select the subscription to manage deployed resounces and costs. Use resource growps bice folders to onganize and

manage al your resources.

Subsoription * ot
Resoaron gioup * | el I
Create new
Instance Details
Erter requined bettings for this namedpace, induding & price tier and configuning the number of units icapadity].
Namespace nams * | capthnn-auth-ad-gh « |
Aarvicebur windows nat
egion * [Eastus |
ﬂ The region sebecied supports Avalatility cones. Your ametpsos will have
Ayplpbdity Zones enabied. Legrm more
Pricing tier * | standard ~ |
Browie the available pland and their fegture
Thrgasghpt Linitg = O L 1 3
Enable Auta-inflate (7 a

Configure Event Hub Namespace Settings

4) Once validation succeeds, click Create.



Home . Event Hubs

= Create Namespace

Evrt Hultes

& vabdation suceeeded

Basics  Advanced  Metworking Tags  Rewiew + create

Evert Huba Nametpade
By Mizradal

Basics
MEmERDacH Name Capti-aUthead el
Saoraation

Besource group

Fegion East S
Pricing tier Standard
Theouwghput Uty 1

Availablity Zorts (Tone Redundancy) Erabded

#uto-inflate Maximm Theoughput Units  Disabled

Metworking

Conrsciivity method Public access
Metwork Protocol Prefereroe 1Pwd oy
Security

Minimum TLS version 1.2

Local Authegnlaaton Erabded

Haxt »

Create Event Hub Namespace Deployment

5) Confirm the deployment completes, then click Go to resour ce.

Home
» captive-auth-ad-eh | Overview
¥ Deployment
|z' Search I ¢ £ [i] Delete " Redeploy 1 Download () Refresh

& Owverview

@ Your deployment is complete

*

F inputs

H Deployment name = captive-auth-ad-eh
= Outputs Subseription
Y Template Resausrce group

> Deployment details

' Mext steps

Go To Event Hub Namespace Resource

Step 5: Choose or Create Shared Access Policiesin the Event Hub Namespace



1) From the left navigation menu, choose Settings > Shared access policies.

I Dverview

E Activity log

He  Access control (JAM)
¥ Tags

7% Diagnose and solve problems
Y Data Explorer

«1a Resource visualizer

Events

" Settings

I Shared access policies I

Navigate To Shared Access Policies

2) Click + Add and enter the new Policy name, and check the M anage check box. Click Create at the
bottom of the Add SAS Policy menu panel.

Moms . capthe-mtt-ad-th Add SAS Policy
captive-auth-ad-eh | Shared access policies  « et

B Actartyiog
B o ol b

L

Add New Shared Access Policy

Create

Create Shared Access Policy

Step 6: Collect and Note Shared Access Signature (SAS) I nformation from the EH Namespace

1) Click the new Shared access policy; the EH SAS Policy appearsin the side panel on the right.



=) Regenerate primary key ‘=) Regenerate secondary key | [i] Delete
Event Hubs access control with Shared Access Signatures Lear more

Claims

' Manage

Primary key

3
ﬁ.

Secondary key

9
=

Prirary connection string

Secondary connection string

TAL Aalica AT 1M

Copy Primary Connection String

Important: Copy and note the Primary connection string.

Step 7: Create an Event Hub Instance Within the Event Hub Namespace

1) From the Namespace menu, choose Entities > Event Hubs. Click + Event Hub to create anew EH
instance.

& Search 5 ¢ <+ EventHub () Refresh A7
= Owverview

J2 Search to filter items by name..
B Activity log
A Access control (LAM) Name
& Tags Mo Event Hubs yet,
/. Diagnose and solve problams

2 Data Explorer
«» Resource visualizer
* Events

» Settings

“ Entities /
i Event Hubs

i, Schema Registry



Create New Event Hub Instance

2) Assign aname to the new EH instance, then click Review + create.

Home . Event Hubs . captive-auth-ad-ah | Event Hubs

Create Event Hub

Ewant Hubs

Basics  Capture Resigwr + crgate

Event Hub Details

Enter required settings for this event hub, incleding partition count and message retention.

Hama* O captrve-auth-ad-eh-1 - |
Partition count ) o | 1
Retention

Configure retention settings for this Event Hub, Leam more

Cleanup policy (O Delege e

Retention time (hrs) * 0 1

ran. 1 howr, max. 168 hewres (Tdays)

Review + create < Previous Mext Capture >

Assign Name To Event Hub Instance

3) Once validation succeeds, click Create to provision the Event Hub instance.



Create Event Hub

@ vialdton sxceeded

Basies  Caplure  Review + create

e

by Misrodoft

Bagicy
captae Jith-5d-eh- 1
1

Retentson
Dl
1

Capliste
o

< Previous |

Provision Event Hub Instance

S

I mportant: Copy and note the Event Hub instance name.

Step 8: Create an Event Hub Instance Consumer Group Within the Event Hub Namespace

1) Click the new EH instance configured in the previous step.



= captive-auth-ad-eh | Event Hubs

Event Hubs Mamespace

i Search | - 4 + Event Hub l:_. Refresh .'S;H" Give feedback
) | £ Search to filter items by name...
B Activity log
Ao Access contrad (LAM) Name Status
@ Tag: captive-auth-ad-eh-1 Active

X Disgnese and sobve problems
%, Data Explorer
e REsoutce visualizer
¢ Events
> Settings
~ Entithes
= Ewvent Hubs

o Schema Registry

Access Event Hub Instance Configuration

2) From the EH instance, choose Entities > Consumer groups, and create a new Consumer group.

|}T-‘ Search | S + Consurmer group O
T Overview

| &2 Search to filter items by 1
951 Access control (1AM)
#. Diagnose and solve problems MName
£, Data Explorer $Default

& Explore in Microsoft Fabric
-« Resource visualizer
“ Settings
Shared access policies
= Configuration
il Properties
L Locks
~  Entities
- Consumer groups
# Features

Create Consumer Group

3) Name the consumer group and click Create.



Create consumer group X

Consumer groups

Mame *

captive-auth-ad-eh-cg

Assign Name To Consumer Group

I mportant: Copy and note the Event Hub instance Consumer group name.

Step 9: Verify Collected Values

1) At this point, these values from the preceding steps are to be noted. If any value was not recorded,
reference the applicable step where it is collected:

» Phase 3 Step 2 - App Registration (of the Enterprise App created for this process, referenced by the
collected Display Name)
» Step 2, Sub-Step 2
» Display Name
» Application (client) ID
 Directory (tenant) ID
» Step 2, Sub-Step 6
» Client Secret
» Phase 3 Step 6 - Event Hub
* Step 6, Sub-Step 1
* EH Namespace
* Primary Connection String
» Step 7, Sub-Step 3
* EH instance (Event Hub) name
» Step 8, Sub-Step 3



* EH Consumer Group name
Step 10: Configure Entra ID Audit Log Streaming to the Event Hub

1) Navigate back to the Entra I D tenant configuration.

I (} entra id| }{ -

All [29+) Services (48) Microsoft Entra ID (28) Filters +4

Services [48) Sea more

& Microsoft Entra ID

Search And Navigate To Entra ID Tenant Configuration

2) From the left menu, choose M onitoring > Diagnostic Settings.

B

) Overview
B Preview features
2. Diagnose and solve problems
» Manage
~ Maonitoring
%) Sign-in logs
E Audit logs
a Provisioning logs
% Health
2 Log Analytics

El Diagnostic settings

Diagnostic Settings Monitoring

3) Choose Diagnostic settings > General and click + Add diagnostic setting.



Diagnﬂstic Set‘tings | GE”EFEI F /R g Can you explain how to send diagnostic log:

k1

() Refresh 4’ Feedback

~ Diagnostic settings , . , . .
9 9 Diagneostic settings are used to configure streaming export of platform Ic

{4 General Diagnostic settings

.7, Custom security attributes MName Storage accou

I + Add diagnostic setting

Add New Diagnostic Setting

4) Assign the required name to the diagnostic setting, check the AuditL ogs check box to log, and check the
Stream to an event hub check box. Reference the values noted from the previous configurations, and click
Save when complete.

Diagnostic setting

[ save X Discard e B Feedback

A diagnastic g specifies a kst of categories of platform logs and/for meetrics that you wand to collect from a resource,
and one cr mone destinations that you would stream them to. Normal usage charges for the destination will ocour. Learn
meare about the different log categedies and contents of thode logs

DHagnestic setting name * || caeeive-panal-au | ]

Lags Destination details

Categeories )
D Send to Log Analytics workspace

H S '-"‘-—*._--

I:I Mrchive to a storage account
[ signintogs \ i

B stream 1o an event hub

D MaoninteractivellserSigninlogs

For potential partner integrations, click to lesm mare about event hub integration

D ServicePrincipalSigninlogs Subseription
gt

D ManagedidentitySsgninLags

Event hub namespace *

D Provisioninglogs |_taptive-auth-ad-eh W

Event bub name (aptisnal) (@

] apfssigniniLogs

[ captive-auti-ad-¢h-1 V J

D Risgloybipars Evert b policy name

| b |

[ usesmiskEvents
[[] send to panrer sohstion
] MetworkAccessTrafficLogs

—

Stream Audit Logs To Event Hub



Phase 4. Consolidate Azure and FM C/FTD Active Authentication Configuration

Step 1. Configurethe Azure SAML/EntralD Realm Usingthe FMC Wizard

1) Within the FMC, choose I ntegrations > | dentity > Realms.

= Integrations ~J
Maonitor
- Dynamic Attributes Connector
&7 Insights & Reports 3
Security Analytics & Logging
£ Events & Logs
Splunk
&8 Insights & Reports » _
Cloud Services
Manage
-. Identity
[1 | Policies 3
Idantity Sources
1l Objects
( Realms )
F.B Devices 3
&® Secure Connections » Users
(- &  Inegrations ) clive Sessions
Users
ﬂ."'\ Troubleshooting ¥ User Activity

4o Administration

+ Show more

<3 Find in Maenu

| dentity Realms Configuration

2) Click Add Realm drop-down list, and choose SAML - Azure AD.



Reabms Realm Sequences Praxy Sequence Sync Results

TRy v - |

Local

Active Direclony'LDAP

There are no realms defined yet.

Add SAML Azure AD Realm

3) Assign aname and description to the Azure realm to describe its use, and ensure that Authenticate
passively with Azure AD or using captive portal with Azure AD is chosen from the Configuration Type
drop-down list. Click Next.

Add SAML - Azure AD Realm ®

o Realm Details

Mame *

[ azure-entra-saml < l
Description """-..____

[ Active Authenication IdP - l

"‘--.‘__---

Identity Provider *

Configuration Type

Authenticate passively with Azure AD or USiI"lEI captive portal with Az... =~ k\

Authenticate with ISE
wload wsers and groups from an identity sowrce ke ISE for use in passive

P
LA

TR P P T T R T

4 ™
Authenticate passively with Azure AD or using captive portal with Azure AD

3 Efther dowmnload users and groups from Azure AD for use in passive

authenlication rules or download vsers and groups from Azure AD and use with

o

capiive portal achive authentication rules

N J

&

Configure Azure AD Realm Settings

4) Choose the previously configured FQDN object as the Base URL . Enter the Entity I D with the string
format shown:

https://<fgdn-base-url>/<uniqueSuffix>



* When the SAML Entity ID suffix is configured (underlined in green in the configuration example
next), ensure that the suffix is unique among other SSO implementations within the environment. This
value must match the Azure SAML configuration aswell. The Base URL remains the same
throughout the configuration.

» The Assertion Consumer Services (ACS) URL is populated automatically and isimmutable.

» Choose the Service Provider (SP) Certificate enrolled in the previous workflow stepsin FMC under
Devices > Certificates.

» After these values are entered, click Download Service Provider M etadata to ease the configuration
process and confirm that the expected values are written to Azure.

Add SAML - Azure AD Redalm ®
(1) Realm Details Edit
MName azure-entra-samil
Description Active Authenication IdP
Identity Provider Azure AD
Configuration Type Authenticate passively with Azure AD or using captive portal with Azure AD

@ sAML service Provider (SP) Metadata

Base URL * //

[active_auth_fqdn «—

®© -] +

Must resolve to the interface(s) of source security zones used in an identity policy.

Entity ID *

[https:Hftd—inside.example,com;‘samIfsp;‘me‘tadata!activeAuthEntlD ] ()

Unique, alphanumeric identifier for a SAML entity.

Assertion Consumer Services (ACS) URL *

URL at which the service provider receives SAML assertions from Azure AD.

Service Provider Certificate * /

[FTD-SP-Cert < ® v +

Certificate used for SAML authentication and TLS/S5L communication with the secure
threat defense device. The certificate must have the value you specify for Base URL that
must match the Commeon Name (CN) or Subject Alternative Name (SAN). The certificate,
which must be in PKCS512 format, must be trusted by clients.

(Download Service Provider Metadata)

Configure Base URL And Entity ID And Download SAML Metadata

5) Click Next to move to Sequence 3 of the Realm configuration.

Step 2: Implement the FM C-Configured SAML SP Metadata in the Azure Enterprise Application



1) Navigate back to Azure and choose Entra I D > Manage > Enterprise Applications. Search for the
previously created instance of the Microsoft Entra SAML Toolkit Enterprise Application.

Microsoft Azure [} Search rétources, services, and docs

Homa Enterprise applications

i Enterprise applications | All applications

+ Mewsppication () Refesn L Downlosd Bxpont) @ Predewinle | ZZ Columas | 5 Poevew lestees | 5 Gat

> Orerview

View, filter, and search applications in your organization that are et up to use your Microsaft Entra tenant as their Identity Provider.
w hManage

The list of applications that are maintained by your organization are in application registrations.
Bi Al applications

 Private Metwork |2 captive-auth-5AML | Application type == Enterprite Applications Applicat

conmechors

1 applcation found
& User settngs Mame T Object ID Application 1D Homepage WAL

B App lsunchers 4 Captive-Auth-SAML """'——————-

F P S i p

Locate Microsoft Entra SAML Toolkit Application

2) From the side navigation menu, choose M anage > Single Sign-On.

Home » Enterprise applications | All ap

Y Captive-Auth-SAMI

Enterprise Application

i Overview
[I] Deployment Plan
2 Diagnose and sobve problems

w  Manage
:'1' Properties
&3 Cwners
& Roles and administrators
£ Users and gloupi‘/
3 single sign-on
& Provisioning

S Self-service

Manage Single Sign On Configuration

3) Click the SAML Single Sign-On (SSO) mode.



5) Captive-Auth-SAML | Single sign-on

tgrprive Appicxton

B Single Sgn-on (S50) ade pourity Bod OOfBRRnnn whiss woers 1 on 1S appliations in Mool Eatrs 1D by enalsing & wer in
Ot PO CIARZIGN BS EHS N 10 Eviry SppBotion thiy wie with oaly o stcounl One th user kog into an applcation, thit
redential o hor il the ther spplicat sped D, Lipdrr s
[0 Dep . « tial b i ¥ v applations they Beeds b Leam maen

K Dagnoas snd pober probisme

“ e Select a single sign-on method  kelp me decide

LI

& Ownen
Désabled G SAML gy inked

i PRoles snd sdmerestrabon $inghe sgr-on s not weabled, The wer Fuch snd secure sotherdcabion io Link 10 an applcation in My Appe
wnt B abie b aeanch the app froam appicatinng ying the SAML [Secury anior Ol B4 application Lisrchar,

&R Lhars ard groups by Apps Azppryion Maring Langusgs) prosgcol

D Gingle sgn-on

B Peovisioning

T esrace

SAML Single Sgn On Mode Selection

4) Click Upload metadata file and click the blue folder icon to browse your local filesystem for the SAML
metadata file downloaded from the FMC.

Captive-Auth-SAML | SAML-based Sign-on

Erdsmpine Applicaton
¥ Chasrvys tiregle sineen mode [ Test this apphcation B Gonteedba?
Lt 2
" Upload metadata file.

[0 Depleryment Plan Walues for the Selds below are provided by Capthe-Ruth- SAML Yo may either enter those valses marsally, oo

K Diagrrona wnd schvow prokiend wplcad a pre-configured SAML metadata e i provided By Captive-Acth-SAkL
w
o Rl | Sbbct i il
" .
W o =
& e

Upload Metadata File From Firewall Management Center

5) Once the upload completes, click Add.

Captive-Auth-SAML | SAML-based Sign-on

Enterprise Application

T Upload metadata file ",-: Change tingle sign-on made I= Test:

" Ovrder Upload metadata file,

(D Deployment Pian Walues for the fields below are provided by Captive-Auth-SAML You

3 Disgrose and solve problems upload a pre-cenfigured SAML metadata file if provided by Captive-#
“w Manage | “samiSPMetaml®
Il Propertes

B Owrers

Add SAML Configuration Application

6) The side panel for Basic SAML Configuration appears, and values such as the I dentifier (Entity ID) and
the ACS URL are extracted from the FM C-originated SP metadata XML file uploaded and applied
automatically. However, the Sign on URL is not populated and is required before saving.



Basic SAML Configuration
H save Y Got feedback?

Identifier (Entity ID)* O
The unigue 1D that identifies your application to Micrasoft Entra ID. This value must be unigue across alf applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550,

Default

https://ftd-inside.example.com/saml/sp/metadata/activeAuthEntlD W A @

Add identifier
Patterns: https://samltoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) * ©

The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service”™ (ACS) in SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/acsMtgname=azure-entra-saml .~ | 0 | @

Add reply URL
Patterns: https://samltoolkit.azurewebsites.net/SAML/Consume

Sign on URL *

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated singfe sign-onm.

L

| Enter a sign on URL

Patterns: https://samltoolkit.azurewebsites.net/

€ Please enter a valid URL starting with "httpsy//". If your URL has query parameters, ensure that there is a slash preceding the
question mark (i.e. /7)

€ This field is required

Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

| Enter a relay state ]

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url "

Basic SAML Configuration Extraction

7) Use the Sign-On URL pattern given, copy and paste the value, and click Save at the top when complete.



Basic SAML Configuration

= save a7 Got feedback?

Identifier (Entity ID) * ©

The unigue 1D that identifies your application TorMicrosoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

https://ftd-inside example.com/saml/sp/metadata/activeAuthEntiD v m

Add identifier
Patterns: https://samltoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) * &

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service™ (ACS) in SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/facs?tgname=azure-entra-saml 0 . (0]

Add reply URL
Patterns: https://samitoolkit azurewebsites net/SAML/Consume

Sign on URL*

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

*

.https:h’samltoolkit.azurewebsites.net.r‘ «) v
Patterns: https://samltoolkit.azurewebsites.net/

Relay State (Optional) @

The Relay State instructs the application where fo redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used fo send the SAML logout response back to the application.

Enter a logout url ~/

Sgn On URL Configuration Entry

Scroll downto SAML Certificates, and export the Azure-generated Feder ation M etadata XML filefor
import into Cisco Secure FMC.




'B SAML Certificates

Taken sigming certificate & Edit
Status Ackive '
Thumbprnt

Exgiration

Motification Email

App Federation Metadata Urd n)
Certificate (Basetd) Drwrilgad

Cartificatn [Raw) Devwrilgad

Federation Metadata XML !:rmn::e:.d*

Werificattan certthcates (optanal) -\,; Edit
Rigidingd [

Actve Q

Exgiiiadd ]

Export Federation Metadata XML File

Step 3: Configurethe Azure SAML/Entra D Realm Using the FMC Wizard (Continued)

1) Navigate back to the FMC. Under Sequence 3, SAML ldentity Provider (IdP) Metadata, upload the
exported Federation Metadata XML file downloaded from Azure to the FMC to auto-populate the
necessary values.

a SAML Identity Provider (1dP]) Metadata

Enitity 1D *

Uinique, alphanumenic dentifior for o SAML onfity.

Single Sign-0n (SSO) URL *
Mpls)]

LAY do yarr iasnlity provider, You must include the scheme (g, hitpsd

IdP Certificate *
Selact w +

Choose & cortificane from i 850 ov upioad 3 naw carnificate in manus formai

| Gk e upload or drag and drop a file.

Upload XML ff—
Federation XML you downloaded from AZure AD, If you upload this, you donT have te
ordor the other values in this sochon

Upload Federation Metadata XML File

2) Once uploaded, the values populate as shown.



o SAML Identity Provider (IdP) Metadata

Entity ID *
https:ffsts. windaows.net/

Lirvigue, alphanurneric icenlifier for & SAML anrt):

Single Sign-On ($50) URL *
hitps:/fiegin.microsoftonline. com/

LARL o powr idandily prowicher, Woo must sciude the schame (e.g., htpsai]

HP Certificate *
Certificate- @ ~ B

Chagse a cartificate fram the Nsf or upload & new cortifheats in manual farmad

N Click b upioad or drag and drop a file
Upload XML
Finchpration XL pou downlaadod from Arvne AD. If your uplosd this, pou don'T e 1o
erter I SURT v E 0 DR SECTion.

Auto Populated SAML Identity Provider Values

Note: Partial output is shown in the image.

3) Input the values collected throughout the implementation process up to this point:

* App Registration
» Application (Client) ID
» Client Secret
* Directory (Tenant) ID
» Event Hub
* EH Namespace Hostname
» EH Namespace Primary Connection String
* EH Instance (Event Hub) name
* EH Consumer Group name



Add SAML - Azure AD Realm @

° Azure AD Details

Cliant ID * Cliant Secret *
85160719-968f-4fed-90ec-3 22607 ch ] FEssEEEEAEEEEE R R ]

Applcation IR (a0 referved (o as cient ID you Facrel siring that the appicaron uses o prove
created in AZuee ADP il ity whan requasting & tokan.

Tenant ID * Event Hubs Host Mame *

. ﬂMEha-:CI-5233-429F-92db-92531ﬂﬂfJ . cap:i-.-e-amh—nd-¢h.s¢:uic¢hus.winduJ

LY

Microsoft Entry I antity that fypicailly Hastnama of the Evenl Hub Namespace.

ENCHMPIEFEF & Mrganraiion, DiEplayed in Displayed m Everd Hubs » Event Hubs

Arurg Enlra i + Froparties. Namaspaca

Event Hub Hame * Consumer Group Mame *
caplive-auth-ad-ah captive-auth-ad-eh-cg

Mame of your evanf hub. Displayed in Event A wiew of an antire evint hub. Consumer

Hubs Mame Space + Chearvigw groups enabie conswming applications te each

have @ separate viow of the avent stream.

Event Hub Connection String *

i
Endpoint=sh://captive-auth-ad-eh.sanvicebus. windows. net/; SharedAccessiey: ]

Event Hub Connaclion Sinng: Unigue idemDiler fov ihe sverd il (3is0 referrsd 1o 28 Tapic of
endpoind). it is dispieyed on the Azure AD portal in Everd Hubs -+ [name of your ovent hulby) -
Shared accoss policies - fname of policy).

USER GROUPS L&

) Excluded User Groups
@} Included User Groups

i

active-auth-lab

Enter cnme or morg graups from wivich io
ciownload users for ideniity comdrel. Users in
thass groups will e svallable for use in sccess

corrod ﬁms.

Test @ Test connection succeeded

Enter Application And Event Hub Information

Once entered, click Test to check the connection and confirm that Azure is reachable with the information
provided.

Note: If applicable, ensure the Excluded/Included User Groups align with your Entra
configuration

4) The final step of the wizard allows you to configure SAML Captive Portal Userstimeout. The default is
1440 minutes.



e User Session Timeout

SAML Captive Portal Users

| 1440 Minutes Range 0-35791394

Configure Captive Portal Timeout

5) Click Next to continue.

After the timeoul is exceseded, the user’s session ends; if the user continues lo access the network without logging in again, the user is seen by the

management center as Unknown (except for Failed Captive Portal Users).

Move Forward With Azure AD Realm Configuration

6) The wizard gives asummary of the configuration implemented. Click Save at the end of the summary
after the entered values are validated and confirmed.

@ User Session Timeout Edit
SAML Captive Portal Users 1440 Minutes
ISE Users 1440 Minutes

Cancel Save

Realm Configuration Summary Save Button

Step 4: Check Downloaded Users

1) Confirm that users can be downloaded from Azure Entra with the Download Now button within
Integrations > I dentity > Realms workflow.

Nama * Type Dencription Praxy Saatuy < Valkss

PHE SAMIL - Azure AD [Captive potal ACTve ALTIVNIC MO 0P ek Appicatie oo et 5 @} Enabled

Download Users From Azure AD

2) Click Yesin response to the dialog prompt.



Sync Groups and Users for Realm

Are you sure you want 1o download usersigroups for réalm azure-entra-
saml?

Mo

Confirm Download Of Users From Azure AD

3) The download task yields 1 user and 1 group downloaded, as confirmed under Notifications > Tasks.

@ Azure AD Download

Download users/groups from azure-entra-saml
Total objects downboaded: 1 users, 1groups. e

Notification Entry For Download Of Users From Azure AD

Phase 5: Configure Policiesin the FMC

Step 1. Configure Decryption Policy

1) Inthe FMC, choose Policies > Security Policies > Decryption.

= Policies
Monitor
] Security policies
E::__E' Insights & Reports 3
Access Control
# Events & Logs >
Intrusicn
E_‘,_"_E Insights & Reports >
: Identity
Manage I Decryption
GJ il I Prefilter
%= Objects Malware & File

Navigate To Decryption Policy

2) Click the Create New drop-down list and choose Decryption Policy (Rule-Based).



Decryption Policies (e ot (TR ©

Dacryptian Palicy

Decryption Policy (Rule-Based)

There are no decryption policies yet.

Create New Rule Based Decryption Policy

3) Assign aname and, if desired, adescription to the new rule-based Decryption Policy, and click the
Outbound Connections (User Protection) tab option to implement the Decrypt-Resign functionality
required for captive portal authentication (Active Authentication).

Craate Decryption Policy

n Policy Details T Blecking i Becrypbien Exchusions
Lmter e, riirpton, chooae Detans] ComFagee Hounrg S| ComFeapure aesin
pobcy byps dnd cartificate Basad on TLS wedcn dnd

B A decrypiion policy is net nequired by Gnly pericem appication of URL disoovery; instead, you cam use TLS 1.3
Sorvet idemity Didctreery o [ SCC844 ool paadety.

Hamas =

T ————— ‘___,_.—-—l—-—-

Deseription

Ceecryphiom Podoy Tor Actve AutherBcabion

uAbound Connes lmd [ et nboursd Connedbzns

o
. —~ o ! -
Irvteanal CA Dererrsdzad
R Imiemak-Lab-Ne. B = Mo nerwevis/ports assockfed

| internai-Lab-Metwork-CA o

& Creats Haew ~

Implement Outbound Connections Policy Details

4) Choose the previously applied Internal CA from its applicable drop-down list in the same dialog. Click
Next.

5) Customize options as needed.



Create Decryption Policy ®

'L ] Biack 2 ! 1

O Policy Details o g 3 Decryption Exclusions
Enber nam, gescription, choose (Oplicnal) Configune lociing [Optional) Configuee exclusions far
policy type and conificales baied on TLS varsion and outbound connections

certificate status

| Block inbound and sutbound connections based an TLS version

We recommend Blocking the following because they are not secure,

FHVED ® TLEVLD X TLEVLY X

__| Block inbound and sutbound connections based on server certificate status

We recommeand Blocking the fcllnmng becauwsa thay are not secure.

Invalid Signature X Explred Mot Yot Vakid X

Cancel Skip Back
—_—

Customize Decryption Policy Options

6) In this example, defaults are used with the exception of the required Policy Details. Complete the
configuration wizard by clicking Create Policy.



Create Decryption Policy ®
|1} Pelicy Details @ Blocking o Decryption Exclusions
Erder name, description, choose Opticnal) Configure blocking {Opticnal) Configure exciusions for
pobcy typo ard caetificalos based on TLS version and oulbound connoctions

ctificato sLatis

Decryption Exclusions

[7] Bypass decryption for sensitive URL categories

In many arvircnmants, corain categories of websies are not inspeciad for regulatory, compliancg of privacy reasons. Customize the Est
badiorey 1 By paes inspaction for designated categories
MNote: WAL Liconse is Required

URL Categories: Finance Online Trading = Health and Medicine

Bypass decryption for undecryptable distinguished names

Eypass decryplion based cn Cisco’s Bst of known undacryplable distinguished namas
Motec  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
chuid decryplion 1o fal fer ungupported distinguished namos

& 56 Distinguished namas included ~

Bypass decryplion for undecryptable applications

Cestain applications are not supported for decrypton due 1o a varety of reasons {certilicate pinning, client certificale authentication, and

£0 cn). Thit option bypaiies decryplion based on CHoa's it of known undecryplable applicalicns

Mote.  This optson is selected by default 1o allow tralic which cannot be decrypbed to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

& 50 Applicatsons included

Intelligent Decryption Bypass

|| Bypass decryption for very low-risk connectiens

Byparid decryplion Toe vy low=ridk cliams connecting 16 trugled serverd,
Mg Do ot decorypt tralfic for very lowe-risk clents conmocting to trusted servers, based on the threat confid

Cancel | Skip | Back Create Policy

Create Final Decryption Policy

Step 2: Configure Decryption Policy Rules

1) The default layout of arule-based Decryption Policy is shown here. Traffic that does not match the
default enabled rules, such asrule 3 (which references a pre-allocated list of undecryptable domain names)
and rule 6 (which references applications tagged as undecryptable), is subject to the Decrypt - Resign action
under Rule 7. These defaults, along with the Default Action, can be modified as needed. By default, traffic
that matches no other rule is configured as Do Not Decrypt.

The Azure Authentication Service traffic must not be decrypted for inspection, so a dedicated ruleis
created for it. Click + Add Rule to begin.



active-auth-decrypt-pelicy

Docrypon Polcy 1o ACtive AUThontcaion

Rules  Trustod CA Conificates  Undocryplabio ACons  ACvanced Somings
Sourcs Sousce Dasy VLAN
L] Harsa Iones ki Hetwarks Hetworks Tags Usars

Adeministrater Rulos
This category is emgtly

Sandard Rules

3 B pute-Rule-Undecrypt

B Arn- M- Uncecryptatd

7 B At Mgle-nigrmal-Lg
Root fules
This cabpgaly i amply

Dedault Action

Add Rule And Showing Default Rule Based Decryption Layout

Applicatio.,

Tags: undecry any

+ Mo Category & Add Rule L Seaech Rudos

Seurce Dot Parts

Ports Categories  H5L

Action

& Do nat
deerypd

-]

DN ealaction

-]

B Do not
decrypt

& Decrypt -
Rasign

Do not descirypt

2) Assign aname to the new Decryption Policy rule entry, choose Do not decrypt from the Action drop-
down list, and place the rule at the top, less-specific rules. Source/Destination zones are also implemented to

narrow the rule further.

Add Rule @
Name Insert
| Azure-Auth-Service-DND | B8 Enabled | above rule w |G 3 |)
Action ﬁ\
[ B Do not decrypt - |
Zones Metworks WLAM Tags Users Client Threat Applications Ports Category Cerfificate DM CertStatus  Cipher Suite  Version Logging
Available Zones O Source Zones (1) Destination Zones (1)
), Search by name | I Inside_Zone O ] lﬂutsldc.func :I
Inside_Zone Add to Source
Cutside_Zone
DMZ_Zone

Configure Do Not Decrypt Rule

3) Before the rule is added, click the Applications tab, search for and click the Azure Authentication

Service application. Click Add to Rule, then click Add.

Cancel




Add Rule ®

Name Insert
[ Azure-Auth-Service-DND l 8 Enabled above rule “ ] [ 3
Action
[ & Do not decrypt w |
Zones Networks VLAN Tags Users Client Threat Applications Poris Category Certificate DM Cert Status  Cipher Suite  Version Logging
Application Filters (= Clear All Filters ®  Available Applications (2] O Selected Applications and Filters (0]
[D.ﬁeaﬂ:htq,rname l [Qa:uma & ] any
~ Risks [Any Selected) B [ auapps matching e fier
D Very Low 809 Azure Are o
D) Low 75 Azure Authentication Service o
) Medium 2239
) High 1823
) Wery High 609
~  Business Relevance (Any Selected)
i At | o
[ -
Cancel
Add Azure Authentication Service Application Rule
4) Click Save.
.
active-auth-decrypt-policy T e e v
Decryption Policy for Active Authentication
Rules  Trusted Ch Centificates  Undecryplable Actions  Advanced Settings
+ ndeCategery  + AddRule | O SEMCh Rules ® |
Source Dest Source Dost VLAN Source
" Tames Zomes Netwarks Hitwedks Tags hakaial Applicatie... o DestPorts  Categosies 551 Action
Standard Rules
a ¥y Ay 3| W Wy Wy any By n_ & n
any any any ary any any any any any any t Q A g0
3 @ Azure-Auth-Service- Inside_Zone Outside Zon any any any any Azure Authart any any any oy ::_‘:m":“* 20

Save Decryption Policy

Step 3: Create | dentity Policy

1) Choose Policies > Security Policies > | dentity to create an | dentity Policy.



= Policies * X

Monitor
Security policies '
K_E Insights & Reports »
Access Control
# Events & Logs >
Intrusion [
H.;E.' Insights & Reports > [
' ( Identity i
Manage Decryption v
@ Policies Prefilter

Create |dentity Policy

2) Create anew |dentity Policy and click Add a new poalicy.

Compare Policies m

Identity Policy Domain Status Identity Mapping Filter Last Modified

=1: »s created, Add a new policy *

Add New Identity Policy Configuration

3) Assign aname and, if applicable, adescription to the new Identity Policy. Click Save.

New Identity policy @

Mame
[ active-auth-id-policy ]
Description

Identity Policy for Active Auth ]

Cancel

Name New I dentity Policy

Step 4: Configure ldentity Policy Rules



1) Add anew rule by clicking + Add Rule.

active-auth-id-policy
bderisy Folcy tor Antwes A

igntity Wlaggeng Firer B

et Horws 7 mibon

Autes Ritrve el ilisn

Sowrce (=113

WLAN Taga Source Porin
Hamwarin Metworks

§ Hama Sourco Tondt  Deni Toree

Acdeirdpiraser Rulet
Standard Rulen

Rzl Bubss

Add New Identity Policy Rule

Dwwt Foarbu

+ Add Category + Add Rule Sparch Bulen

o b Aotian Auth Profocol

2) Name the new rule, choose Active Authentication from the Action drop-down list, and narrow the
specific zones/networ ks that must match the rule to perform Active Authentication.

Add Rule

Mame Imsert

¥ Enabled into Category -

Standard Rules

Action

Active Authentication

Zones Metworks VLAN Tags Ports

Available Zones O Spurce Zones (1)

0, Search by name
—

Add to Source

Inslde_Zone
Outside_Fone

DMZ_Zone

Configure Active Authentication Rule Settings

Inside_Long

Realm: MNoreaim  Authentication Protocol: HTTF Basic Exclude HTTP User-Agents: MNone

Destination Zenes (1)

Wt

Realm & Settings

Lancs m

3) Before clicking Add, click the Realm and Settings tab within the Rule Editor. Confirm that the realm
configured in the previous steps is chosen as the Authentication Realm, then click Add.



Add Rule

| [ Standard Rules

Mame Ingert
| Active Auth ID Rule J B Enabled | into Category
Action

| Active Authentication

Zones Metworks VLAN Tags Parts

Authentication Realm *

azure-entra-saml (SAML) v

[ Use passive identity if available.
Active identity realm is going to be used as a passive identity realm

Authentication Protocosl

FHTTP User Agent Exclusions

Configure Realm And Settings For Identity Rule
4) Theruleis added and configured. Click Save.

active-auth-id-policy
Identity Palicy for Active Auth

Identity Mapping Filter @
Fone - . How it weeks

Rules Active Authentication

- | Realm: azure-entra-samd [5.. Authentication Protocol: SAML Exclude HTTP User-Agents: None

Realm & Settings

Cancel

You have unsaved changes m

e

+ Add Category + Add Ruls O Sgarch Mgles )
# Mame SourcoZones DestZones oo fost VLANT. SeurcoPorts  DestPorts  Heslm Action Auth Proteol
Motwarks  Motworks i
Adrinigtrater Rulii
This cabegory ks emply
‘Standard Rules
i Acteee dath 1D Rule Intide_Tone (fo Outside_Tone (F o ary an I arure-gnira-san Active Authentication SABL &0
Root Rules

This categery i smpy

Save |dentity Policy Rule Configuration

Step 5: Configurethe Access Control Policy

1) Choose Policies > Security Policies > Access Control, and click the Access Control Policy to which the

FTD isassigned.



= \
— Policies = !
Maonitor
_ Security policies
Z¥  Insights & Reports >
(hccess Control )
% Events &Logs »
Imtrusion
F:E Insights & Reports >
Identity '
Manage Decryption
@ Policies Prefilter

Access Control Policy Configuration

2) Confirm that the Decryption Policy configured in the previous steps is applied to the Access Control
Policy.

&, Return to Access Control Policy Management

®'lab-net-acp &

L Packets - @ Prefilter Rules - {:} Decryption » @ Security Intelligence - {:} Identity + & Access Control

0 sea Total 2 rules
[ Q Type to search Decryption Policy @ j

Decryption Policy

source

C] Mame (7} active-auth-decrypt-policy Edit 2

MNetworks Za

D v Mandatory 2 rules (1- 2) B Enhanced application and URL detection @

) 1 Inside + DMZ (D &L

Apply Decryption Policy To Access Control

3) Confirm that the I dentity Policy configured in the previous stepsis a so applied to the Access Control
Policy. Save the policy changes.

You have unsaved changes [ Analyze ] [ Cancel
{:} Identity |+ @ Access Control | 2 More Assigned to 1 device

A ﬂ:ﬂ -
Identity Policy @ ~~ =2 N | Add Category Add Rule

Identity Policy Destination

- I | active-auth-id-pelicy Edit” w ] Applications
Metworks Ports
|




Apply Identity Policy To Access Control

4) Confirm that rules exist that allow client data plane traffic through the Secure Firewall after successful
Active Authentication. The example shown here uses awider rule set given the lab environment.

Hame Action

Source

Tamad Matworks

Zones

Dostination

MHatwarks

Parta

Applications

w  Mandatory -

1 Inside -+ DMZ [DM5]

2 DMZ-Inside + Quiside Ao

w Dafault (M

User Data Plane Traffic Rule Set

s Inside_Fone
s DMZT _Zone
o Insida_Tone

i DMEZ_Tone

o Duitside_Zone

Step 6: Deploy Configurationsto the Cisco Secure Firewall Devices

DM

Once deployed, clients that send traffic are prompted with a Microsoft Sign-in webpage to perform Active
Authentication with Azure Entra.

For additional context on the process documented here, see Create a Microsoft Azure AD (SAML) realm for
active authentication (captive portal) - Chapter: Realmsin FMC Device Config Guide 10.x.

Verify

Use this section to help confirm that the configuration works properly.

GUI

Validate user sessions and activity in the FMC:

» Choose I ntegrations > Users> Active Sessions.

el Cloucl—::!ell}\rere?\= fllur.egv:illlmh:lanagemem Center Ct search & oo0@® ®
@D 5witch tolegacy Ui
Morikor 2 oy ~... [(LoginTime | Last Seen
EF Wsghts b Raperts LoginTime Realmiussmame LastSeen + Authentication Tyns Curmnt B Sesslon Duration Reaim Ussmams:
S EventskiLogs . [ 2026-10-07 az:10:02 plive-pc 2026-10-07 DEND:0Z Active Authertication 1min 40 sae nee

Manige

FMC Active Sessions Output


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication

e Choose Integrations > Users > User Activity.

abale Cloud-delivered Firewall Management Canter
Iclllaélt; Integrations | Usars | User Aetivity 9 Q. search =) oo @
@D switch to legacy 1A
oG |’RMI<‘\£I|

(&) Showing 2l 2 activities & Lastibour

......

HF  Ingights & Ropans

O nmes Usarname Evant Raalm Disgoviry A iention Typa 1P Addeess Start Port

- » )
we Eventydilogs [ 2026-10-07 02:10:02 captive-portai-user Wses Login azure-entra-saemi Microsoft Azure Active Authentication

O 2028-10-07 02:10:00 ERplivEPOral upe Wsae Login STUrE-antiE-nl Microsof Azure Agaive Authatication
Manage -

FMC User Activity Output

On Azure, navigate to the Microsoft Entra Admin Center:

 Filter Enterprise Apps, search for/click the applicable app.

Microsoft Entra admin center () Search resources, services

Home > Enterprise applications
f Home
uas Enterprise applications | All applicatic
1
% Favorites 4
f « + New application OR
Overview
> EntralD A
O Overview View, filter, and search applica
@ Overview ) o
#< Diagnose and solve problems The list of applications that art
R Users
Manage | O |captive- |
|
¢ Groups iii All applications
I3 Devices £ Private Network connectors Naina ™ Obj
A% User settings S Captive-Auth... efd:
3 Agents
BH  App launchers
I Enterprise apps
=] Custom authentication extension
I ® App registrations
Security
(o] -
@ Roles & admins = Conditional Access
22 Delegated admin partners @ Consent and permissions
& Application policies
& Tenant governance

Azure Entra Admin Center Enterprise Apps Navigation

» Choose Activity > Sign-in logs.



Home

Enterprise applications | All applications

) Captive-Auth-SAML | Sign-in logs

#. Diagnose and solve problems

Enterprise Application

Manage

i
&

Bs

& U ke

(0]

Properties

Owners

» Roles and administrators

Users and groups
Single sign-on
Provisioning

Self-service

Custom security attributes

Security

@

Conditional Access

o Py
.+ Permissions

)

Token encryption

Activity

)

Sign-in logs

Usage & insights

| Download ~ 5} Export data Settings  /® Troubleshoot

Captive-Auth-SAML

{_) Refrash

=) Want to switch back to the legacy signin logs experience? Click here to leave the preview.

S Add filter

User sign-ins (interactive)

Date |

2026-10-07T06:10:02Z

2026-10-07T06:10:01Z

2026-10-07T06:10:01Z

2026-10-07T06:10:00Z

2026-10-07T06:09:59Z

2026-10-07T06:09:587

2026-10-07T06:09:52Z

2026-10-07T06:09:512

2026-10-07T06:09:29Z

Azure Enterprise Application Sign In Activity Logs

CLI

."- -'\.. Fa = -'\.
| Show dates as: UTC/.' L Date range: 10/7/2026 - 10/7/2026

User sign-ins (non-interactive)

Request 1D

Service principal sign-ins

User principal name

captive-portal-user@...
captive-portal-user@...
captive-portal-user@...
captive-portal-user@...
captive-portal-user@...
captive-portal-user@...
captive-portal-user@...
captive-portal-user@...

captive-portal-user@...

82 Manage view

Application contains

A Got feedback?

Managed identity sign-ins

Application

Captive-Auth-SANML
Captive-Auth-SAML
Captive-Auth-SAML
Captive-Auth-SANL
Captive-Auth-SAML
Captive-Auth-SANL
Captive-Auth-SAML
Captive-Auth-SANML

Captive-Auth-SAML

* Inthe FTD CLI, you can see statistics related to SAML and captive portal responses:

<#root>

>

debug menu captive-porta

SAML passed
SAML failed
SAML passed
SAML failed
Total
Total
Total
Total

Troubleshoot

6

requests captive-portal 14
requests captive-portal 0
responses captive-portal 4
responses captive-portal 0
captive-portal bee-client messages processed 4
captive-portal bee-client messages successful 4
captive-portal bee-client messages failed 0
bee-client reconnects 0

Status
Success
Success
Success
Success
Success
Interrupted
Success
Interrupted

Interrupted



Captive Portal Debug

» The system support captive-portal-debug command can be used on the FTD. The output shows how
to enable the debug and also notes key segments of the output to help understand Captive Portal flow.

<#root>
>

syst em support

captive-portal - debug

Enable firewall-debug too? [n]:

y

Enable identity-debug too? [n]:

y

Please specify

tcp

Please specify

192. 168. 20. 200

Please specify
Please specify
Please specify

Enable dag-debug

an IP protocol:

a client IP address:

a client port:
a server IP address:
a server port:

too? (WARNING: current packet debug configs and logs will be overwritten) [n]:

Monitoring captive_portal and firewall and identity debug messages

Basel i ne out put

iéé.168.20.200
192.168.20.200
192.168.20.200
192.168.20.200

192.168.20.200
l———

Captive Porta

192.168.20.200
192.168.20.200

192.168.20.200

pendi ng user Captive

53650 -> 198.51.100.1
53650 -> 198.51.100.1
53650 -> 198.51.100.1
53650 -> 198.51.100.1

53650 -> 198.51.100.1

probe intercepted and

53659 -> 198.51.100.2
53659 -> 198.51.100.2

53659 -> 198.51.100.2

Portal authentication

443 6 AS=0 ID=1 GR=1-1 match rule order 1, id 1 action Captive por
443 6 AS=0 ID=1 GR=1-1 didn't find active binding, initiating capt
443 6 AS=0 ID=1 GR=1-1 captive portal authentication started

443 6 AS=0 ID=1 GR=1-1 defer trust until captive portal redirect i

443 6 AS=0 ID=1 GR=1-1 Current state = S_INIT, Event = EVT_CP_RULE

redirected to SAML | dP (generate_204)

80 6 AS=0 ID=1 GR=1-1 AppID session with service_id: 676, url: htt
80 6 AS=0 ID=1 GR=1-1 Current state = S_PENDING_USER, Event = EVT_

80 6 AS=0 ID=1 GR=1-1 app event changes: service, client, host, ur



192.168.20.200 53659 ->

192.168.20.200 53659 ->

192.168.20.200 53659 ->

198.51.

198.51.

198.51.

SAM. aut henti cation conpl etes,

192.168.20.200 54023 ->

192.168.20.200 54023 ->

192.168.20.200 54023 ->

192.168.20.200 54023 ->

192.168.20.200 54023 ->

198.51.

198.51.

198.51.

198.51.

198.51.

Aut henti cat ed bi ndi ng persists

iéé.168.20.200 54024 ->
192.168.20.200 54025 ->
192.168.20.200 54026 ->
192.168.20.200 54027 ->

192.168.20.200 19935 ->

User Identity Dump

198.51.

100.2 80 6 AS=0 ID=1 GR=1-1 using ipv4 address 192.168.20.1 for redirect
100.2 80 6 AS=0 ID=1 GR=1-1 encrypted redirect url: https://ftd-inside.e

100.2 80 6 AS=0 ID=1 GR=1-1 Current state = S_REDIRECTING, Event = EVT_F

identity binding created

100.2 80 6 AS=0 ID=2 GR=1-1 looked for user_id with realm_id 2 auth_type
100.280 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames

100.2 80 6 AS=0 ID=2 GR=1-1 IdentityFlowSetupEventHandler Retrieved iden
100.2 80 6 AS=0 ID=2 GR=1-1 New firewall session

100.2 80 6 AS=0 ID=2 GR=1-1 allow action

across subsequent, unrelated destinations (no further redirects)

100.2 80 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames

198.51.100.1 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 username

198.51.100.3 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

198.51.100.4 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

» Totake asnapshot of the current user identity state data on the FTD, run the system support firewall-
engine-dump-user -identity-data command on the FTD CLI:

> system support firewall-engine-dump-user-identity-data

Successfully commanded snort.

* Inexpert mode CLI, whilelogging in with local admin credentials of the FTD device, view
the contents of the dumped file in /ngfw/var/sf/user _enfor cement/user _identity.dump

<#root>



expert
admin@ftd:~$
sudo su

Password:
root@ftd:/home/admin#
root@ftd:/home/admin#

I's -1ah /ngfw var/sf/user_enforcenment/user_identity. dunp

-rw------- 1 root root 5.6K Oct 7 07:51 /ngfw/var/sf/user_enforcement/user_identity.dump
root@ftd:/home/admin#
root@ftd:/home/admin#

I ess / ngfw var/sf/user_enforcement/user_identity.dunp

Host ::ffff:192.168.20.200

1:ffff:192.168.20.200:0 realm 2 type 8, username azure-entra-saml\captive-portal-user@onmicrosoft.examp
1 :ffff:192.168.20.200: SXP 1initialized 0 sgt O
ABP values: None

Possible | ssues

Captive Portal Unknown Certificate Authority

I ssue: The client browser returns an unknown issuer error when authentication is attempted.

Likely Cause: Theinternal Certificate Authority is untrusted within the client browser.

Resolution: Confirm that the CA istrusted within the browser. The example shown here confirms that the



internal CA certificate is trusted.

Captive Portal " Server Not Found

| ssue: When the client browser attempts to load the captive portal, it returns " Server Not Found" for the base
URL while attempting to reach base URL or similar.

Likely Cause: DNS reachability or DNS misconfiguration.
Resolution: Confirm that the client has the appropriate DNS server configured to resolve the A record.

Confirm that the server has an A record mapped to the FQDN and that it is reachable and responsive.

Related | nfor mation

» Create aMicrosoft Azure AD (SAML) ream for active authentication (captive portal) - FMC Device
Config Guide 10.x

» Azure Event Hub Documentation

e Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://learn.microsoft.com/en-us/azure/event-hubs/
https://www.cisco.com/c/en/us/support/index.html

