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| ntroduction

This document describes the fundamental s of various Vol P protocols to assist engineersin troubleshooting
them effectively on Secure Firewalls.

Prerequisites



Requirements
There are no specific requirements for this document.
Components Used

This document is intended for use in troubleshooting scenarios with these devices:

» Secure Firewall Threat Defense (FTD)
» Secure Firewall Adaptive Security Appliance (ASA)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Basics of Vol P

Communication is fundamental for human interactions, Voice over IP (VolP) protocols have become
indispensable for human communication. That iswhy it isimportant to know their parts when
troubleshooting a scenario that includes a Firewall (FW).

The Vol P is composed of two parts:

» Signaling
* Media(Voiceor Video)

Vol P communications always begin with a signaling portion to start a call, then the media (voice or video) is
streamed, and finally signaling ends the call.



Note: SIPisthe most widely used protocol, so it is consistently represented as the SIP voice server
icon in many of the diagrams.

Voice over IP (VoIP)

Voice device 1 F.lrew?u Voice device 2

= inside outside =
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Signaling starts the call

Media (audio or video)

Signaling ends the call




Tip: When troubleshooting a voice issue for ASA or FTD, it iscrucia to consider the scenario
from the perspective of the user. Y ou need to determine whether the call is established or if thereis
no audio or one-way audio. Thisinformation provides valuable clues about whether the issue lies
with the signaling protocol or the media (voice or video) protocol.



Tip: A voice device can manage either voice Real-time Transport Protocol (RTP) traffic, signaling
traffic, or both simultaneously. When troubleshooting voice issues, it is essential to remember these
main concepts:

++Signaling Servers. These servers are responsible for handling only signaling traffic.

++Media Servers. These servers handle voice RTP traffic exclusively.

++Some devices can handle both tasks.

Signaling

The signaling protocol isthe part of acall that starts the voice communication, but not only that, it also
performs these functions:

» Keeps communication up.



* Modifies the communication.
¢ Ends the communication.

Different types of signaling protocols help a call to be established, and the most common include:

Session Initiation Protocol (SIP)

H.323

Media Gateway Control Protocol (MGCP)
Skinny Call Control Protocol (SCCP)

Tip: It isessentia to identify the signaling protocol in use to determine the appropriate ports for
packet capture on ASA or FTD. Additionally, having a call flow and network topology is beneficial
for understanding the signaling path.



Note: Signaling packets include source and destination IP addresses, aiding in the identification of
the parties involved in sending and receiving the RTP media stream.

Media

After the signaling is completed and the signaling components (devices or servers) agree on the mediatype,
the Real Time Protocol (RTP) comesinto play to start sending media (audio and/or video) to all parties
involved.

RTPisan internet protocol used for streaming mediathat is sent only after the call is established and it runs
over User Datagram Protocol (UDP).



UDP header

l

Payload

I T

IP header RTP header

Note: Media can be either voice and/or video and travels on RTP packets.

Signaling components (devices or servers) determine which ports are used for sending or receiving
media(audio and/or video). The most common port range for RTP is typically between 16384 and 32767 for
most devices.



Note: Certain Cisco devices, such asthe ASR and ISR G3 platforms like ISR4K platform, utilize a
standardized RTP port range of 8000 to 48200. It is crucial to verify the specific RTP port range
configured on your devices, asit can differ from these standardized values and can vary across

third-party devices.



Tip: Sometimes the RTP path differs from the signaling path, making it crucial to identify the
devices responsible for sending and receiving voice RTP packets. This ensures that you capture
UDP traffic between the devices traversing the ASA or FTD.

There are two media streams or RTP streams that are generated on a normal voice call:

1. one media stream from caller to callee
2. one media stream from calleeto caller



Media for a (VolP) call

Firewall

Media device 1 Media device 2

= inside outside

Sip

Media stream from caller to callee

Media stream from callee to caller

Note: For illustration purposes, the SIP server icon is used to represent either asignaling server or a
media server in all the images.

When discussing media streaming in avoice cal, it isimportant to highlight two key scenarios:

1. Media Flow-Through



2. Media Flow-Around

Media Flow-Through

Media flow-through is a mode where both media (voice and/or video) and signaling packets are processed
by the same device.

Media Flow-Through
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Signaling ends the call

M edia Flow-Around

Media stream flow-around is a mode where signaling packets are handled by two separate signaling
components(devices or servers), while the media stream (voice or video) is managed by athird device

known as the media device.

Media Flow-Around(Scenario 1)
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Media Flow-Around(Scenario 2)
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This mode clarifies the roles of the devices involved and the distinction between signaling and media
streams or devices.



Note: Thisis especially important to mention when troubleshooting the access list created could
allow the signaling components(devices or servers), but if the media stream is using another media
device, we need to allow it as well on the access list of our FW device.

Session I nitiation Protocol (SIP)

SIPisan application-layer control protocol defined by the Internet Engineering Task Force (IETF) in RFC
3261.

SIPis atext-based protocol. This means that SIP messages are composed of human-readable text, similar to
how HTTP operates.

SIPis designed to address the functions of signaling and session management within a packet telephony
network.

SIP can:

e createacall
» modify acall



* terminate acall

SIP can be used either UDP or TCP on standardized port 5060. And if the SIP is encrypted using Transport
Layer Security (TLS) it can use the standardized port 5061.

Note: When SIP signaling is encrypted, the actual SIP packets are not visible in packet captures on
ASA or FTD devices. However, you are still able to observe the TCP handshake followed by the
TL S handshake between the SIP clients and SIP server devices.



Note: SIP inspection is enabled by default on Cisco Secure Firewall Threat Defense (FTD) and
Secure Firewall Adaptive Security Appliance (ASA).



Caution: Always corroborate what ports are used for signaling. Remember that the SIP protocol
commonly uses ports 5060 or 5061, but some deployments can deviate from these standards and
utilize different ports for SIP protocol.

There are three scenarios that can be found when troubleshooting a SIP signaling issue:
» SIP cal signaling messages

* SIP OPTION messages
* SIP REGISTER messages

SIP Call Messages

The main SIP messages for establishing and ending a voice call are these:



SIP Call messages

Firewall ;
SIP davice 1 — SIP device 2
inside ::é outside
5 IP Invite R Invite
_ 180 Ringing !
180 Ringing N ——
- - 200 OK
200 0K 4
ACK ACK

Session Established and sending RTP both directions

BVE : BYE

) 200 OK 200 OK

SIP OPTION M essages

SIP OPTIONS messages are important for determining if a SIP device is online and able to respond. It is
like ping ICM P message but on SIP world.

SIP OPTIONS Message

SIP device 1 Firewall SIP device 2
' inside outside =
OPTIONS : F— ﬁ
200 OK

200 OK
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SIP REGISTER Message

Another SIP message you can find during afirewall troubleshooting session is the SIP REGISTER message,
which enables a device to register with an SIP server.



SIP device 1

SIP REGISTER Message

Firewall SIP device 2
inside outside =1
REGISTER REGISTER S P
200 OK
200 0K )

This packet capture shows requests and responses from two SIP devices and also the media (voice) traffic:

No.
4316
4322
4324
4894
4982
4918
4922
4927
4932
4937
4941
4946
4947

Time

17.259331
17.270515
17.279166
20.965503
28.1081588
20.171759
208.191646
20.211818
28.231744
20.251687
20.271675
20.284842
20.284903

Frame 4316: 1264
Ethernet II, Src:

Source

20 .. 17.52
18 99
18 99
18 99
28 17.52
20 17.61
20 17.61
28 17.61
20 17.61
28 17.61
20 17.61
16 = -.99
10 99

Cisco_g

Destination
18.° 99
28 7.52
284 17.52
28 7.52
18 99
18 99
18 99
1@ 99
10 99
18 99
18 99
284 7.61
20 7.61

Protocol Length
SIP/SDP 1264
SIP 669
SIP 1046
SIP/SDP 1451
SIP 873
RTP 218
RTP 218
RTP 218
RTP 218
RTP 218
RTP 218
RTP 218
RTP 218

bytes on wire (18112 bits), 1264 bytes captured (18112 bits)

:f7:c2), Dst: Cisco_:

£02.10 Virtual LAN, PRI: @, DEL: @, ID: 185
Internet Protocol Version 4, Src: 208

User Datagram Protocol, Src Port: 506@, Dst Port: 5060
Session Initiation Protocol (INVITE)

.52, Dst: 1@.

.99

Info

Request: INVITE sip:3@6

Status: 189 Trying |
Status: 182 Ringing |

Status: 200 OK (INVITE) |

Request: ACK sip:306
PT=ITU-T G.711 PCMU,
PT=ITU-T G.711 PCMU,
PT=ITU-T G.711 PCMU,
PT=ITU-T G.711 PCMU,
PT=ITU-T G.711 PCMU,
PT=ITU-T G.711 PCMU,
PT=ITU-T G.711 PCMU,
PT=ITU-T G.711 PCMU,

100:02)

SSRC=Bx2FAB3E4E,
SSRC=0x2FABIE4S,
SSRC=0x2FAB3E4E,
SSRC=0x2FAB3E4B,
SSRC=0x2FABIE4S,
SSRC=0x2FAB3E4B,
SSRC=0x8T48BO6E,
SSRC=0x8T48BOEE,

Thisis an example of aflow of both SIP signaling and RTP media (voice):

Time

1725933
17.270515
17.279166
20.065503
20.101588
20171759
20.284842
46.695954
46.699936

200

.52 20
1003 99
INVITE SDP (g711U 9720 telephone-e..| ooeo i
108 frying 5060
o iy 5060 '
00 OK SDP (g711U telephone-avent 5060
| ACK ) i
ag20 RTP ;ET“U'
St RIP (g711U)
, ave ! 5060 :
Ze0DE . 5060

Session Description Protocol (SDP)

761

AD4B0

40480

2,108:5060; transport=udp |

.1088: 5060
Seq=9514,
Seq=0515,
5eq=9516,
Seq=0517,
5eq=9518,
Seq=0519,

|

Time=22816
Time=22976
Time=23136
Time=23296
Time=23456
Time=23616

Seq=27262, Time=1926491183, Mark
Seq=27263, Time=1926401343

Comment

SIP INVITE From: <sip:81% 7130,
SIP Status 100 Trying

SIP Status 180 Ringing

SIP Status 200 OK

SIP Regquest INVITE ACK 200 CS5eq: 208883630
RTP, 1328 packets. Duration: 26.565 SSRC: Ox2F..
RTP, 1323 packets. Duration: 26.40s S3RC: OxE&7.

SIP Request BYE CSeq:298883631

SIP Status 200 OK

Session Description Protocol (SDP) is a standard representation used to describe media streams for

multimedia sessions. It does not carry mediaitself but is used to negotiate the media type and format
between endpoints. SDP is used in conjunction with Session Initiation Protocol (SIP) to manage and
negotiate media characteristics for a session.




Note: MGCP incorporates the concept of SDP, which is utilized for the same purpose.

Thisis an example of SDP message inside a SIP protocol:

INVITE sip:2003@192.168.245.9:5060 SIP/2.0

Via: SIP/2.0/UDP 192.168.245.6:5060;branch=z9hGXXX5763

Remote-Party-ID: <sip:10010@192.168.245.6>;party=calling;screen=no;privacy=off
From: <sip:1001@192.168.245.6>;tag=4E3XXXC-A9F

To: <sip:2003@192.168.245.9>

Date: Thu, 17 Aug 2025 13:48:52 GMT

CaTlT-ID: 2A7BE22B-XXXXXXXXX-XXXXXXXXX-F940DC75@192.168.245.6

Supported: 100rel,timer,resource-priority,replaces,sdp-anat

Min-SE: 1800

Cisco-Guid: 0350227076-XXXXXXXXX-XXXXXXXXX-1670485135

User-Agent: Cisco-SIPGateway/I0S-15.5.3.S4b

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Timestamp: 150299CC32

Contact: <sip:1001@192.168.245.6:5060>

Expires: 180



Allow-Events: telephone-event

Max-Forwards: 69

Content-Type: application/sdp <=======Session Description Protocol message start
Content-Disposition: session;handling=required

Content-Length: 266

v=0
0=CiscoSystemsSIP-GW-UserAgent 7317 4642 IN IP4 192.168.245.6
s=SIP Call

c=IN IP4 192.168.245.6

t=0 0

m=audio 8266 RTP/AVP 18 127

c=IN IP4 192.168.245.6
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:127 telephone-event/8000
a=fmtp:127 0-16

a=ptime:20

Note: Some of the SDP messages contain these parameters in the example:



++c-IN 1P4: 1P Address of the media server
++m=audio: Thisindicates that the mediatypeisaudio.
++8266: Thisis the port number on which the audio stream is be sent.

++RTP/AVP: This specifies the transport protocol, which is RTP using the Audio/Video Profile
(AVP).

++18 127: These are the payload types for the audio codecs. Payload type 18 typically corresponds
to the G.729 codec, and 127 is adynamic payload type that can be assigned to a codec as per the
negotiation between the endpoints.

Session Description Protocol (SDP) can be found inside several SIP messages like: INVITE, 183 Session in
Progress, 200 OK, ACK, and so on. SDP serves as an answer method to exchange voice and/or video
capabilities between parties. When troubleshooting call issues, it is essential to understand three main
concepts:

1. Early Offer
2. Delay Offer
3. Early Media



Note: It iscrucia to understand the destination of SDP messages, as the inspection feature on the
firewall can modify | P addresses not only within SIP headers but also in the SDP section.

Early Offer

Here media parameters on SDP are found inside the INVITE and 200 OK SIP messages.



SIP Early Offer Call

Firewall

SIP device 1 SIP device 2
= . inside outside ‘.
'P Invite with SDP Invite with SDP

200 OK with SDP 200 OK with SDP
ACK ACK
~ Session Established and sending RTP both directions .
BYE BYE
200 0K 200 OK
Delay Offer

On this method, the SDP is found on 200 OK and ACK SIP messages.

SIP Delay Offer Call

SIP device 1 FireWéll SIP device 2
- inside outside —
Invite Invite
200 OK with SDP 200 OK with SDP
) ACK with SDP ) ACK with SDP

Session Established and sending RTP both directions

BYE ) BYE

200 0K 200 OK

L J

Early Media

Early mediais transmitted through a specific SIP message known as the 183 Session Progress response. This
message includes the Session Description Protocol (SDP) containing media parameters for the called party.
It iscommonly used by carriers and SIP providers to send automated voice messages or other mediato the
caler before the call is officially connected.



SIP device 1

H.323

SIP Early Media Call

Firewall

inside E:-?% outside

Invite Invite

SIP device 2

L

183 Session in Progress with SDP 183 Session in Progress with SDP

"

RTP Early Media

200 OK ) 200 OK

ACK ACK

RTP Delay Media

BYE BYE

200 OK 200 OK

H.323 isaset of protocols defined by the International Telecommunication Union (ITU) for voice, video,
and data communications over packet-switched networks, such as the Internet.

The H.323 protocol is composed of two main components:

1. H.225: This handles call signaling, including the setup and termination of calls.

2. H.245: Thisisresponsible for capability exchange and the opening and closing of channels for audio
and video.

24

H.323
Device 1

- N

ey

Basic H.323 signaling

inside outside

H.225 signaling (establish the call)

—

e
=l
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H.323
Device 2

H.245 signaling (negotiate media opening channels)

Media (RTP stream)

H.245 signaling (close media channels)

H.225 signaling (ends the call)

The ports that are used by H.323 signaling protocol are 1718, 1719, and 1720.




Tip: Secure H.323 protocol communications can encounter issues when switching from UDP to
TCP due to the use of TLSfor encryption, which can cause afirewall to mistakenly block the
connection as suspicious activity, so it iscrucial to configure the firewall to allow both UDP and
TCP traffic for H.323 endpoints or servers.

H.323 isaprotocol that has two modes of operation: slow start and fast start.
H.225

This protocol is responsible for setting up the call and ending a voice call when one of the parties hangs up.



Basic H.225 Call Setup Signaling
' inside outside

H.323 Setup H.323
Device 1 Call Proceeding Call Proceeding Device 2
Progress Progress
Alerting Alerting
) Connect Connect
Session Established
Release Complete Release Complete

H.245

H.245 provides these functionalities:

» Termina Capability Exchange
* Master/Slave Determinations
* Logica Channel Signaling



Note: Theterms Master and Slave used in this document are hardcoded into the original H.323
protocol and do not reflect the policies or values of our company. We are committed to promoting
inclusive and respectful language.

The H.245 protocol is sent after receiving the H.225 connect message.

This protocol assists in determining which voice protocol is used for RTP, and it is specified on the opening
logical channel and closing logical channel messages for it.



H.323
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H.245 Signaling
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terminalCapabilitySet

outside
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v
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v
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terminalCapabilitySetAck

openLogicalChannel

terminalCapabilitySetAck

openLogicalChannel

openlLogicalChannel

r 3

openlLogicalChannelAck

openlLogicalChannel

openlLogicalChannelAck

openLogicalChannelAck

-

openLogicalChannelAck

This packet capture shows requests and responses from two H.323 devices with H.225 and H.245 and also

the media(voice) traffic:
Mo. Time Source Destination Protocol Lengtk Infa
| 6 1.7082966 17 58 17: 48 H.225.8 683 C5: setup OpenLogicalChannel

8 1.711968 170 48 17; 58 H.225.9 151 CS: callProceeding
9 1.760006 17 48 17 58 H.225.9 152 C5: alerting
18 1.760086 17. 48 17 58 H.225.0 114 CS: notify
15 2.804011 17; 48 17 58 H.225.9 248 (S: connect OpenLegicalChannel
16 2.804011 17 48 173 58 H.225.8 114 CS: notify
21 2.8120806 172 58 173 48 H. 245 135 terminalCapabilitySet
23 2.812086 17: 58 17: 48 H.245 68 masterSlaveDetermination
25 2.823007 17 48 17. 58 H. 245 176 terminalCapabilitySet
26 2.825006 172 58 17. 48 H.245 65 terminalCapabilitySetAck
27 2.827084 17: 48 17 58 H. 245 65 terminalCapabilitySetAck
28 2.827004 17; 48 17 58 H.245 64 masterSlaveDeterminmationAck
30 2.828011 17: 58 17; 48 H.245 64 masterSlaveDeterminationAck
32 2.901997 170 58 14. 7 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@xTABZ, Seg=5180, Time=1424280842, Ma
33 2.922001 170 58 14, 7 RTP ® 218 PT=ITU-T 6.711 PCMU, SSRC=0x7AB2, Seq=5181, Time=1424281002
34 2.942004 17: 58 14. 7 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7AB2, Seq=5182, Time=1424281162
35 2.961992 172 58 14. 7 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x7AB2, Seq=5183, Time=1424281322
36 2.972993 1 57 17 58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=BxE526177E, Seq=63306, Time=275408666

Frame 6: 683 bytes on wire (5464 bits), 683 bytes captured (5464 bits)

Ethernet II, Src: Cisco_a2:9a:@@ ( :9a:@00), Dst: VI 184:d2:80)

802,10 Virtual LAN, PRI: @, DEI: @, ID: 249

Internet Protocol Version 4, Src: 17. 58, Dst: 17 48

Transmission Control Protocol, Src Port: 22582, Dst Port: 1728, Seq: 1, Ack: 1, Len: 625

0.931
H.225.9 CS

TPKT, Version: 3, Length: 625

Thisisan example of aflow of both H.323 signaling with H.225 and H.245 and RTP media (voice):



Time

1702866

1711968
1760006
1.760006
2.8040M
2.8040M
2.812006
2.812006
2.823007
2.825006
2.827004
2.827004
2.8280M
2.901997
2.972993
5.2419M
5.421975
5.892003
7.691965

17

22502
22502
22602
22502
22502
22502
27340
27340
27340
27340
27340
27340
27340

8486

84B6

8486

8486

8486

8486

58
17 48
| setwpOLC(g7nUgMy) |0
l.WE—: 1720
alerting 1720
| {1720
| connect OLC ( g711U g711u) ! 1720
l + 1720
TCS ! 37917
| MSD - 37917
; =S : 37917
' S ! 37917
TCSAck | e
MSDAck -3?91?
! MSDAck o
! RTP [g711U)
RTP (g711U)
RTP (CN(old))
RTP (g711U)
l RTP (CMi{old})
RTP (g711U)

57

32206

- 32206

32206
32206
32206

* 32206

Comment

H225 From: To:1234 TunnH245:0n FS:on

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:on

H225 TunnH245:0ff FS:off

H245 terminalCapabilitySet

H245 masterSlaveDetermination

H245 terminalCapabilitySet

H245 terminalCapabilitySetaAck

H245 terminalCapabilitySetAck

H245 masterSlaveDeterminationAck

H245 masterSlaveDeterminationAck

RTP, 118 packets. Duration: 2.34s SSRC: 0x7A02
RTP, 349 packets. Duration: 6,985 SSRC: OxEB26,
RTP, 1 packets. Duration: 0.00s SSRC: 0x7AD2
RTP, 24 packets. Duration: 0.46s S5RC: 0x7A02
RTP, 1 packets. Duration: 0.00s SSRC: 0x7AQ2

RTP, 15 packets. Duration: 0.28s SSRC: 0x7AD2




Note: H.323 inspection is enabled by default on Cisco Secure Firewall Threat Defense (FTD) and
Secure Firewall Adaptive Security Appliance (ASA).

Slow Start

In the slow start mode, the call setup processinvolves several signaling steps before media channels are
established. The steps include Setup, Call Proceeding, Alerting, and Connect. After these steps, the H.245
media negotiation is performed separately. This means that the media channels are not established until after
theinitial call signaling is complete, which can result in alonger setup time.

H.323 H.323 Slow Start

Device 1 o
_ , inside FW outside
— -> g [ H.225 connection (TCP port 1720) H.225 connection (TCP port 1720)
____________ > - = = = = =
€« 2 Setup _ Setup
_ Call Proceeding B Call Proceeding
H.225 T P Progress B Progress
Alerting Alerting
Connect Connect
- terminalCapabilitySet -~ terminalCapabilitySet ey
Lg >
= terminalCapabilitySet " terminalCapabilitySet
< <
masterSlaveDetermination ” masterSlaveDetermination .
masterSlaveDeterminationAck masterSlaveDeterminationAck -
‘ terminalCapabilitySetAck P terminalCapabilitySetAck
H.245 J terminalCapabilitySetAck . terminalCapabilitySetAck _
_ openLogicalChannel o openLogicalChannel
+# %
openLogicalChannel -~ openLogicalChannel _
* »
openLogicalChannelAck ‘ openlLogicalChannelAck
&
openLogicalChannelAck i openLogicalChannelAck
- Release v "
Release
- »
Release Complete " Release Complete
%

F 3

Fast Start

In contrast, the fast start mode allows for the media negotiation to occur within the initial Setup message.
This means that the media channels can be established more quickly, as the negotiation is done as part of the
initial call setup. Fast start streamlines the process by reducing the number of messages exchanged and the
amount of processing required before the media channels are established.



H.323 Fast Start
_— inside FW outside
Nriodll 2 ¢ -

TCP port 1720 TCP port 1720
_______________ — - . . . Em Em mm mm m ==
Setup(with Fast Start element + Open Logical Channel OLC) Setup
Call Proceeding Call Proceeding
Progress Progress
Alerting Alerting
Connect Connect

* +

l RTP (Real Time Protocoll I

Release Release

Release Complete Release Complete

F 3

F 3

SCCP

Skinny Client Control Protocol (SCCP), often referred to simply as Skinny, is a Cisco proprietary signaling
protocol. It isused primarily by Cisco Unified Communications Manager (CUCM), Cisco Unified
Communications Manager Express (CME) routers, and Cisco I P Phones to facilitate call setup and control.

The SCCP protocol uses TCP on port 2000 for non secure SCCP and it uses port 2443 for secure SCCP.

These are the common SCCP messages you can find on a SCCP call:



Skinny Client CallManager Skinny Client
—_—r Station OffHook — -

Station Display Text :

Station Set Lamp (Steady)
“Station Start Tone (Inside Dial Tone) |
Station Keypad Button

Station Stop Tone
Station Keypad Button
Station Keypad Button
Station Keypad Button

o

= Station Call Info
Station Set Lamp (BlinK)
Station Call Info —Station Set Ringer (Inside Rin
Station Start Tone (Alerting) Station Off Hook

Station Set Ringer (Off)
B Station Stop Tone Station Set Lamp (Steady)

Station Open Receive Channel |  station Open Receive Channel
- Station Call Info

j&ation Open Receive Channel Ack

L Station Start Media Xmission
Station Open Receive Channel Ack

Station Start Media Xmission

User Information Exchange |
Station On Hook

Station Close Receive Channel % Station Set Lamp (Off)
N Station.Stop Media Xmission ] Station Close Receive Channel >
B Station Set Lamp (Off) | Station Stop Media Xmission

Station On Hook

This packet capture shows requests and responses from two SCCP devices and also the media (voice)
traffic:

Mo, Time Source Destination Protocol Lengtk Info

. 42 11.17@8041 172. 08.48 172.° 8.5 SKINNY/REQ 2082 OpenReceiveChannel
58 13.3@7028 172. .48 172.7 9.58 SKINNY/REQ 202 StartMediaTransmission
59 13.3087028 172. B.48 172.2 9.58 SKINNY/REQ 202 OpenReceiveChannel
68 13.387028 172. 0.48 172.7 .58 SKINNY/REQ 282 StartMediaTransmission
62 13.309042 172. 8.58 172.7 B.48 SKINNY/RESP 118 StartMediaTransmissionAck
64 13.309042 172. 8.58 172.7 8.48 SKINNY/RESP 158 OpenReceiveChannelAck StartMediaTransmissionAck
66 13.390031 14.5 h57 172.: .58 RTP 218 PT=ITU-T G.711 PCMU, SS5RC=8x7BAD4ESD, Seq=54886, Time=2181981655, Mark
67 13.4089027 14.5 .57 172.7 B.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x7B4D4ESD, Seq=54087, Time=2181901815
68 13.429031 14.5 }.57 172.° @.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7B4D4ESD, Seq=54088, Time=21081901975
69 13.451033 14.5 L 57 172.7 9.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@x7B4D4ESD, Seq=54889, Time=2101992135
T8 13.453031 172. 8.58 14.! <57 RTP 218 PT=ITU-T G.711 PCMU, SSRC=Bx58, Seq=0, Time=585879569

Thisis an example of aflow of both SCCP signaling and RTP media (voice):



Time

42.868959
42.868959
42.868959
42.868959
42,909957
42,909957
42.960949
42988948
43.027999
45.367977
60.917952
63.027999
64.074002
64.074002
64.074002
64.074002

172.7770.48 14.
17270 10.58
2000 §0penRecei veChannel 14. e 23402
2000 StartMediaTransmission 14.€ E._ 23402
2000 OpenReceiveChannel 172 .B8:.. 23402
2000 fStartMediaTran smission 172. i 23402
2000 - tartMediaTransmissionAck 172 23402
2000 1StartMediaTransmissionAck 17277 ° 23402
8108 RTP (CN)
8108 RTP (g729)
8108 RTP (g728)
8108 RTP (CN)
8108 RTP (g729)
i 8108 RTP (CN)
2000 CloseReceiveChannel 23402
2000 StopMediaTransmission 23402
2000 1 CloseReceiveChannel 23402
2000 tc diaTransmission 23402

29648

1 29648
. 20648
. 29648

29648

* 29648

Comment

Callld = 19346659, PTId = 16777286
Callid = 19346659, PTId = 16777286
Callld = 19346659, PTid = 16777287
Callld = 19346659, PTid = 16777287
Callid = 19346659, PTid = 16777286
Callld = 19346659, PTId = 16777287
RTP, 1 packets, Duration: 0.00s SSRC: 0x38004F.
RTP, 1057 packets. Duration: 21.12s SSRC: 0xB98.
RTP, 117 packets. Duration: 2.32s SSRC: 0x380D..
RTP, 14 packets. Duration: 14.30s SSRC: 0x380D..
RTP, 106 packets, Duration: 2,105 SSRC: Ox380D..
RTP, 2 packets. Duration: 1.01s SSRC: 0x380D4F8
Callld = 19346659, PTId = 16777286
Callld = 19346659, PTId = 16777286
Callld = 19346659, PTId = 16777287

Callld = 19346659, PTId = 16777287

Note: SCCP inspection is enabled by default on Cisco Secure Firewall Threat Defense (FTD) and

Secure Firewall Adaptive Security Appliance (ASA).



MGCP

Media Gateway Control Protocol (MGCP) is a protocol used for the control of VolP calls by acall control
device, for example CUCM.

MGCP signaling protocol is defined on RFC 2705 and uses TCP port 2428 and UDP port 2427 for
communication.

The MGCP normal packets you expect for acall communication are:

MGCP Call Setup Signaling

inside outside ""'-‘fmb""
MGCP Call CRCX (Create Connection) CRCX (Create Connection) MGCP
Agent Endpoint
200 OK 200 OK Gateway
MDCX (Modify Connection) MDCX (Modify Connection)
Phone
ﬁ 200 OK 200 OK
- Session Established RTP Audio
DLCX (Delete Connection) DLCX (Delete Connection)
250 OK 250 OK




Note: MGCP inspection is nhot enabled in the default inspection policy on Cisco Secure Firewall
Threat Defense (FTD) and Secure Firewall Adaptive Security Appliance (ASA), so you must

enableit if you need this inspection.

This packet capture shows requests and responses from two M GCP devices and also the media (voice)

traffic:

No. Time
12 21.209981
13 21.215977
14 21.216984
18 21.218983
28 24.859995
21 24.961993
22 24.068997
23 24.075985
24 24.08BO85
25 24.895988
26 24.168988
27 24.115991

Source

e T g

R

.28

.20

.28

&

Destination

== B I B ) =

.20

@

.28

=

.20

@

-

Protocel
MGCP
MGCP/SDP
MGCP
MGCP
MGCP/SDP
MGCP

RTP

RTP

RTP

RTP

RTP

RTP

Lengtt

213
213
144

Info

CRCX 589 58/5U1/D51-8/1@ MGCP 8.1

288 5089 OK

RONT 511 58/5U1/D51-8/1@ MGCP 8.1

208 511 0K

MDCX 513 58/5U1/D51-8/1@; QB o' MGCP 8.1

288 513 OK

PT=ITU-T G.711 PCMU, SSRC=BxTAE2, Seq=5377, Time=584785512
PT=ITU-T G.711 PCMU, SSRC=BxF22F508, Seq=39645, Time=128207581
PT=ITU-T G.711 PCMU, SSRC=8x7AE2, Seq=5378, Time=584785672
PT=ITU-T G.711 PCMU, SSRC=8xF22F508, Seq=39646, Time=128287741
PT=ITU-T G.711 PCMU, SSRC=BxTAE2, Seq=5379, Time=584785832
PT=ITU-T G.711 PCMU, SSRC=8xF22F508, Seq=39647, Time=128207901

Thisis an example of aflow of both MGCP signaling and RTP media (voice):



Time 14 o
21.209981 227 | CRCX “i - E
21.215977 L) E_ 200 (CRCX) SDP (g711U_ i YT i
21.216984 2427 | RONTSigReq:G/rt o 2027
21.218983 L 200 (RGNT) 225 |

24.059995 2427 MDCX SDP (g711U) v
24.061993 2427 200 (MDCX) Ny
24.068997 i 8348 RTP (g711U) g
24.075985 i 8348 RTP (g711U) | 30324

Best Practices

For ASA:

» Useapermit rule that allows the traffic to and from the two signaling components (devices or
servers). This can be limited by the ports used on specified signaling Vol P protocol .

» Allow the RTP port range between the media devices that can send and/or receive audio and/or video
streams.



Note: Remember that these audio or media devices could be different from the signaling
components(devices or servers).

For FTD:

» Define prefilter rules for signaling components (devices or servers) and define the specific port to
limit only traffic for specified signaling protocol.
» Configure prefilter for audio and/or video RTP protocol.

Troubleshoot

When troubleshooting voice issues, you need to know if the issue is signaling or media (voice or video) or
both, here are some examples that can guide you to differentiate this:

Example of signaling issues:
++The user reports that the call is not established.

++The user is not able to call other users or numbers.



++The SIP Trunk is not coming up, because OPTIONS sip message is not getting response.
++My device is not able to register.

Example of media (voice or video) issues:

++Thereis aone-way audio issue.

++Thereisno audio on call.

++Thereisno video at al.

++The call getssilent.

Tip: During avideo call, the SDP can negotiate up to three medialines (m-lines): audio, video, and
image. Each m-line corresponds to a separate Real-Time Transport Protocol (RTP) stream per call
leg, meaning that there can be up to three distinct RTP streams—one for each media type—on each



leg of the call.

Troubleshooting Signaling | ssues on Firewall

For troubleshooting the signaling part you need to ensure to:

++ldentify al the signaling components (devices or servers) involved in the call from both the ingress and
the egress interface and configure appropriate matching criteria on the packet captures on CLI of either
Secure FW.

++Remember that the number of signaling messages at the ingress interface must match the egress interface.

++Packet capture can be made more efficient by specifying whether the signaling protocol uses TCP or
UDP and by filtering for the expected port number. Since all signaling protocols operate over 1P, applying
these filters on the CLI helps restrict the amount of traffic you seein your captures.

++For egress interfaces only, ensure that the NAT I P address assigned to outbound traffic is specified in
your packet capture filter. This ensures you are capturing the correct traffic as it appears on the egress
interface.

Signaling

Voice device 1 Rrewall Voice device 2

inside outside

Signaling Request Signaling Request

Signaling Response Signaling Response




Note: Remember that, regardless of which signaling protocol is used for voice, there must always
be arequest and a response, and must be consistent on both the ingress and egress interfaces.



Note: Whenever possible, ensure that only one firewall isinvolved in the communication path. In
some deployments, voice signaling and media streams can traverse separate firewalls. In these
cases, make sure to include all relevant firewalls in your troubleshooting process

Troubleshooting Media | ssueson Firewall

From FW perspective, there are going to be 4 streams that must be analyzed when troubleshooting one-way
audio, two-way audio issues or no audio:

1. RTP Stream from Caller to Callee (Ingress Interface).
2. RTP Stream from Caller to Callee (Egress Interface).
3. RTP Stream from Callee to Caller (Egress Interface).

4. RTP Stream from Callee to Caller (Ingress Interface).



Media=Voice=RTP

Media device 1 Fieenwall Media device 2
inside outside
' o
«B- Audio 1 Audio 1" «B-
Audio 2° Audio 2

Note: Ensure you perform troubleshooting using CLI packet captures on either ASA or LINA
mode on the FTD, as this provides greater flexibility to apply multiple matches within asingle
packet capture.

Troubleshooting SIP Calls



When troubl eshooting voice issues on Secure FW (ASA or FTD), you need to carry out these steps:

~NoO o WNE

8.

0.

. Ensure you have the call flow and the topology diagram.

. Ensure that you comprehend the issue from the perspective of the user.

. Understand the path for signaling protocol.

. Understand the path of media RTP protocol.

. Take packet captures on both the ingress and egress interfaces.

. Review the configuration ACL rulesand NAT rules.

. Verify that the SIP signaling traffic is not being blocked by the firewall. Additionally, compare the

ingress and egress interfaces to analyze voice traffic flow.

Verify that RTP mediatraffic is not being blocked by the firewall by comparing the traffic flow on the
ingress and egress interfaces.

Ensure that the signaling devices support inspection, and if not disable that one.

Tip: The SIP signaling messages entering the FW must also be the same as leaving the FW.



Note: The troubleshooting tips for SIP can also be applied to H.323, MGCP, and SCCP protocols.

Related I nfor mation

* Configure ASA Packet Captures with CL|
o Use Firepower Threat Defense Captures



https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

