Migrate FTD HA (Failover) to Another FMC
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| ntroduction

This document describes the procedure to migrate an FTD HA from an existing FMC to another FMC.

For a standalone firewall migration to anew FMC check
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-def ense/222480-migrate-an-ftd-
from-one-fmc-to-another-f.htmil

Abbreviations

ACP = Access Control Policy

ARP = Address Resol ution Protocol

CLI = Command Line Interface

FMC = Secure Firewall Management Center

FTD = Secure Firewall Threat Defense


https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html

GARP = Gratuitous ARP
HA = High Availability
MW = Maintenance Window

Ul = User Interface
Prerequisites
Before starting the migration process, ensure that you have these prerequisitesin place:

Ul and CLI access to both the source and destination FMCs.

Administrative credentials for both FMCs and firewalls.

Console access to both firewalls.

Access to the L3 upstream and downstream devices (in case you need to clear the ARP cache).
Ensure that the destination/target FM C has the same version as the source/old FMC.

Ensure that the destination/target FM C has the same licenses as the source/old FMC.

Ensure you arrange a MW to perform the migration since it is going to impact the transit traffic.

Components Used

The information in this document is based on these software and hardware versions:

» Cisco Secure Firewall 31xx, FTD version 7.4.2.2.

» Secure Firewall Management Center version 7.4.2.2.

» Theinformation in this document was created from the devicesin a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Topology
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Migration Steps
For this scenario we consider these states:
FTD1: Primary/Active

FTD2: Secondary/Standby
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Step 1. Export the Device Configuration from the Primary Firewall

On the FMC1 (source FMC) navigate to Devices > Device M anagement. Select the FTD HA pair and
select Edit:
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Navigate to the Device tab. Ensure that the Primary/Active FTD (FTD1 in this case) is selected and select
Export to export the Device configuration:
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Time Zone setting for Time based UTC (UTC+0:00)
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Device Configuration: Imgart
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OnBoarding Method: Registration Key

% Note: The Export option isavailable as of 7.1 software release and later.

Y ou can navigate to Notifications > Tasks page to ensure that the export has completed. Then, select the
Download Export Package:

Deploy Q, @ |

Deployments Upgrades @ Health Tasks
P —
20+ total 0 waiting 0 running 0 retnang 20+ success 0 fal

£ Device Configuration Export

Export file created successfully
Download Export Package

Alternatively, you can click the Download button in the General area. Y ou get an sfo file, for example
DeviceExport-cc3fdc40-fod7-11ef-bf 7f-6¢8e2fc106f6.sfo

The file contains device-related configuration such as:

* Routed Interfaces
e Inline Sets

* Routing

« DHCP

« VTEP

» Associated objects



Note: The exported configuration file can be imported back only to same FTD. The UUID of the FTD must
match with imported sfo file's content. The same FTD can be registered on another FMC and sfo file can be
imported.

Reference: 'Export and Import the Device Configuration'
https://www.cisco.com/c/en/us/td/docs/security/secure-firewal |/management-center/device-
config/760/management-center-device-config-76/get-started-device-
settings.html#Cisco_Task.dita 7ccc8e87-6522-4ba9-bb00-eccc8b72b7¢8

Step 2. Makethe Secondary FTD Active

Navigate to Devices > Device Management, select the FTD HA pair, and select Switch Active Pair:
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Theresult isFTD1 (Primary/Standby) and FTD (Secondary/Active):
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Now the traffic is handled by the Secondary/Active FTD:
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Step 3. Break the FTD HA

Navigate to Devices > Device Management and Break the FTD HA:
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Confirm Break

Breaking the High Availability pair “FTD3100_HA" will erase all
configuration axtepl the Access Control and Flax Conhig policy from

? . standby poer. This GReraBon might alsd restart Snort procesass of primany
and secondary devices, temporarily causing traffe intermaption. Are you
SUNG You want to break tha par?

Breaking High Avadabality paa wihen Secondary denncd i85 SElrdse mdry Cise
.ﬂ. gxtended nebeork dekrapbion for MNAT traffc. Floass onsune 00 perform chenr
arp on upEtiedm and doamEiream deaces 1o restore connactnty.

Forch Biaak, if standby ief dofs Ml res Do

%‘ Note: At this point you can experience some traffic interruption for afew seconds since the Snort
engine restarts during the HA break. Also, as the message mentions, if you use NAT and experience a
prolonged traffic outage consider clearing the ARP cache on upstream and downstream devices.

After breaking the FTD HA, you have two standalone FTDs on FMC.

From configuration point of view, the FTD2 (ex-Active) still has the configuration in place except the
failover-related configuration and is handling the traffic:

<#root>
FTD3100-4#

show f ai |l over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set

<#root>

FTD3100-4#



show interface ip brief

Interface IP-Address OK? Method Status
Internal-Data0/1 unassigned YES unset up
Port-channell unassigned YES unset up
Port-channell.200 10.0.200.70 YES manual up
Port-channell.201 10.0.201.70 YES manual up

The FTD1 (ex-Standby) has al the configuration removed:

<#froot>

FTD3100-3#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds

Interface Poll frequency 5 seconds, holdtime 25 seconds

Interface Policy 1

Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set

<#froot>

FTD3100-3#

show interface ip brief

Interface IP-Address OK? Method Status
Internal-Data0/1 unassigned YES unset up
Ethernetl/1 unassigned YES unset admin down
Ethernetl/2 unassigned YES unset admin down
Ethernetl/3 unassigned YES unset admin down
Ethernetl/4 unassigned YES unset admin down
Ethernetl/5 unassigned YES unset admin down
Ethernetl/6 unassigned YES unset admin down
Ethernetl/7 unassigned YES unset admin down
Ethernetl/8 unassigned YES unset admin down
Ethernetl/9 unassigned YES unset admin down
Ethernetl/10 unassigned YES unset admin down
Ethernetl/11 unassigned YES unset admin down
Ethernetl/12 unassigned YES unset admin down
Ethernetl/13 unassigned YES unset admin down
Ethernetl/14 unassigned YES unset admin down
Ethernetl/15 unassigned YES unset admin down
Ethernetl/16 unassigned YES unset admin down

Protocol
up
up
up
up

Protocol
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down



Step 4. Isolatethe FTD1 (ex-Primary) data inter faces

Disconnect the data cables from the FTD1 (ex-Primary). Leave only the FTD management port connected.
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Step 5. Export the FTD Shared Policies

Navigate to System > Tools and select mport/Export:



Deploy Q@ E @ admin -~ S SECURE

Configuration Health Manitoring
Users Monitor Audit
Domains Policy Syslog
Product Upgrades Events Statistics

T Content Updates Exclude
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i Licenses Backup/Restore
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Classic Licenses l Import/Export l

Data Purge
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Export the various policies attached to the device. Ensure you export al the policies attached to the FTD
such as:

» Access Control Policy (ACP)

* Network Address Tranglation (NAT) policy
» Heath Policy (if custom)

» FTD Patform Settings

and so on.
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* Contextual Cross-launch
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* Health Policy
" NAT Threat Defense
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~ Platform Settings Firepower
firepower_test_palicy Piatferm Settings Firepowsr

MAT Threat Daflensa

= Platform Settings Thoeat Defense

E FTD100_P5 Platform Settings Threat Deferse

» Report Template

Export

%‘ Note: At the time of thiswriting, exporting VPN-related configuration is not supported. Y ou need to
manually reconfigure the VPN on the FMC2 (target FMC) after the device registration.

Related enhancement Cisco bug ID CSCwf05294

The outcome is an .sfo file, for example ObjectExport_20250306082738.sfo

Step 6. Delete/Unregister the FTD1 (ex-Primary) from the old/source FMC
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Confirm the device deletion:

Confirm Delete

Are you sure you want 1o delete the
device, "FTD1"?

FTD1 CLI verification:

<#root>
>

show manager s

No managers configured.

>

The current status after the FTD1 device deletion:
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Step 7. Import the FTD Policy configuration object into the FM C2 (target FM C)

% Note: The document focuses on the migration of asingle FTD HA pair to anew FMC. On the other
hand, if you plan to migrate multiple firewalls that share the same policies (for example, ACP, NAT)

and objects and you want to do thisin phases you need to consider these points.
- If you have an existing policy on the target FM C with the same name, you are asked if you:
a. Want to replace the policy or

b. Create a new one with a different name. This creates duplicate objects with different names (suffix

).

- If you go with option 'b’, in Step 9 ensure you reassing the newly-created objects to the migrated

policies (ACP Security Zones, NAT Security Zones, Routing, Platform Settings, and so on.).

Login to the FMC2 (target FMC) and import the FTD Policies sfo object that you exported in step 5:
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Select Upload Packege:
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Upload Package

Upload thefile:
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Import the policies:
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I Import l l Cancel ]

Create the Interface Objects/Security Zones on the FMC2 (target FMC):

rh Firewall Management Center

Orverview Anabymis Polickes Dewices Ojects Integration

I

Import Manifest
Mabwork and Port objects will be reusad if nama and content maichses with axisting objects, in all other cases objects with duplicats namas are imported as now objects with a numbar appendad 1o
BN DA,

FTDI100_ACP [Access Conbiol Polcy]
et (NAT Theaat Dafersa )
FTDZ100_PS (Plattorm Sottings Theoat Dalonso)

w Interface Objects

INSIDE_TONE_3100 [ Roubed) Security Zones Salect.. L
QUTSIDE_ZOME_3100 (Rowted) & Soecurity Zonos Sabect... L
Impaort Cancel

Y ou can give the same names they had on the FMCL1 (source FMC):

Mew Security Zone

Plzase @nlar & name

l OUTEIDE_ZONE_3100

Once you select Import, a Task starts to import the related policies into the FMC2 (target FMC):

“ Interface Objects

INSIDE_ZONE_3100 (Routad) » Security Zones INSIDE_ZONE_3100 L

OUTSIDE_ZONE_3100 (Routed) » Security Zones l OUTSIDE_ZONE_3100 v

| Import | | Cancel |




The Task is done:

& Import

Import FTD3100_ACP (Access Control Policy), FTD3100_PS (Platform Settings Threat Defense), 4s X
nat1 (NAT Threat Defense)
View Report

Step 8. Register the FTD1 (ex-Primary) intothe FMC2

Go to the FTD1 (ex-Primary) CLI and configure the new manager:

<#root>

>

configure manager add 10. 62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

>

Navigate to the FMC2 (target FMC) Ul Devices > Device Management and Add the FTD device:
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If the device registration fails refer to this document to troubleshoot the problem:
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-and-
troubleshoot-firep.html

Assign the Access Control Policy you imported in the previous step:
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Add Device

Select the Provisioning Method:
® Registration Key ' Serial Number

| COO Managed Device

HEI-E'ZT
| 10.62.184.84

Display Name:

FTD1 I

Registration Key:®

Access Control Palicy:*
| FTD3100_AcP v

Apply the needed licenses and register the device:



Smart Licensing

Mote: Al virtual Firewall Theeat Defense devices require a perfonmance ter license.

Make sufe your Smart Licensing account containg the available Boensss you nesd,

I's impoman to choose the ter thal matches the license you have in your sccount.

Click here for information about the Firgwall Threat Defense parformance-tiened ensing.
Until you choose a ter, your Firewall Threat Defense virual defaults to the FTDwS0 selection,

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Sedect a recommended Tier v

Carrier _
Mahware Defense |

P
URL

Advanced
Unbguee AT 10:+

Transier Packats

The result;



FTD1 (Ex-Standby)

o pouans
(SOUrce)

mi IF
:l gt IP G2 184 84
— P 062 184 1241
=
—
Repatiation  Naw Registration

Hrgnraton
_"I I
— mgml IP
10,62 148247
c—
—
FMCA
{target)
=) Traffic
—

FTD2 (Ex-Actve)

Step 9. Import the FTD Device configuration object into the FMC2 (target FMC)

Login to the FMC2 (target FM C), navigate to the Devices > Device M anagement and Edit the FTD device
that you registered in the previous step.

Navigate to the Device tab and Import the FTD Policies sfo object that you exported in step 2:
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% Note: Incasein Step 7 you went with option 'b' (Create a new policy), ensure you reassing the newly-
created objects to the migrated policies (ACP Security Zones, NAT Security Zones, Routing, Platform

Settings, and so on.).

Device Configuration Import

This will replace current device configuration with new
configuration from imported hle. Do you want 1o continee?

Yes

An FMC task isinitiated.
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View Import Report

The device configuration is applied on the FTD1, for example, Security Zones, ACP, NAT, and so on:

Management Center

FTD1 =3

W EEESEEEEEEE

L O T

_& Caution: If you have an ACP that expands to many Access Control Elements, the ACP compilation
process (tmatch compile) can take time severa minutes to complete. Y ou can use this command to
verify the ACP compilation status:

<#root>

FTD3100-3#

show asp rul e-engi ne

Rule compilation Status:

Conpl et ed

Step 10. Finish the FTD Configuration

At this point the goal is the configure all the features that can be still missing from FTD1 after the
registration to the FM C2 (target FMC) and the import of the Device policy.

Ensure that policies like NAT, Platform Settings, QoS, and so on. are assigned to the FTD. Y ou see that the
policies are assigned but pending deployment.



For example, Platform Settings are imported and assigned to the device, but pending the deployment:
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If NAT isconfigured, the NAT policy isimported and assigned to the device, but pending the deployment:
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Routing configuration is applied to the FTD device:
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FTD1 =3

Cisco Sacure Firewsdl 3120 Threat Defense
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% Note: Now is the time to configure the policies that could not be migrated automatically (for example,
VPNSs).

Analysis B o T
Create New VPN Topalogy 7]
Topology Namea:*

VFEN3100

») Policy Based (Crypto Map) Route Based (VTI)

Matwark Tapalogy:

[ R GRS T Hub and Spoke Fuli Mesh

IEE Viershon:® IKEw1 IKEw2

Endpaints IKE IPsec  Advanced

————

Made A +
Db Nomen VPN Interface Protected Networks
FTD FTDA QUTSIDE (10u00201.70) net_ 1000.200.0 ~ i

Mok H
Daric s Mo VPN Interface Protected Nabaorks
Extrarmt Ramota_FW 10,0, 201,60 et _10.0.202.0 ra i

[ . Ensure the protected networks are allowed by access control policy of each device,

% Note: If the FTD that is migrated has S2S VPN peersthat are also migrated to the target FMC, you
have to configure the VPN after moving all FTDsto the target FMC.




Deploy the pending changes:
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Step 11. Verify the deployed FTD Configuration

At this point the goal isto check from the FTD CLI that all the configuration isin place.

The suggestion is to compare the ‘ show running-config’ output from both FTDs. Y ou can use tools like
WinMerge or diff for the comparison.

Differences that you see and are normal are:

» Device Serial Number

* Interface descriptions

* ACL rule-ids

» Configuration Cryptochecksum

Step 12. Do the Cutover

At this step the goal isto switch the traffic from the FTD2 that is currently handling the traffic and is still
registered to the old/source FMC, to the FTD1 that is registered to the target FMC.

Before:



FTD1 (Ex-Standby)

mt IP
— mgmt 1P 62,184 84
e 062184121
—
Regawatios  Naw Registration
Fiegisiration
— mgmt 1P
10,62 148 247
—J
FMCA
(target)
———
FTDZ2 (Ex-Active)

After:



FTD1

=

FMC? Traffic
(SOurca) ¥
mit IP
— mgmt IP 62184 84
r— 10.62 184 121
| —
— Fagiadion
Regisiration
mgmt IP
10.62.148.247

FMC1
(target)

Ko

FTD2

_& Caution: Arrange aMW to do the cutover. During the cutover you are going to have some traffic
interruption until all the traffic is diverted to the FTD1, VPNs are re-established, and so on.

_& Caution: Do not initiate the cutover unless the ACP compilation is completed (see step 10 above).

A Warning: Make sure you either disconnect the data cables from the FTD2 or shutdown the related
switchports. Otherwise, you can end-up with both devices handling the traffic!

_& Caution: Since both devices use the same | P configuration there is aneed for the ARP cache of the
adjacent L3 devices to be updated. Consider clearing manually the ARP cache of the adjacent devices
to expedite the traffic cutover.




p Tip: You can also send a GARP packet and update the ARP cache of the adjacent devices using the
FTD CLI command:

<#root>
FTD3100-3#
debug nenu ipaddrutl 5 10.0.200.70

Gratuitous ARP sent for 10.0.200.70

Y ou have to repeat this command for every IP the FW owns. Thus, it can be faster to just clear the ARP
cache of the adjacent devices than sending GARP packets for every IP the firewall owns.

Step 13. Migratethe second FTD tothe FM C2 (target FM C)

Thelast item isto reform the HA pair. To do this, you first need to delete the FTD2 from the FMC1 (source
FMC) and register it to the FMC2 (target FMC).

Before:



FMCA
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mgrmt 1P
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FMC1
(target)
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mgmit P
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After:
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—
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I
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FMCH L. 184 85
(target) mq\
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FTD2

If you have a VPN configuration attached to the FTD2, you have to remove it first before deleting the FTD.
In different case, amessage similar to thisis shown:




Ermror

The Device 'FTD2® cannot be deleted
Because the folowing VAN
Configuration{s) refer this device.
Site to Site : VPN3100

Please edit/remove the VPN
canfiguration(s) to delete the device.

CLI verification:

<#froot>
>

show manager s

No managers configured.

It isagood practice to wipe-out all the FTD configuration before registering it to the target FMC. A quick
way to do thisisto switch between the firewall modes.

For example if you have routed mode, switch to transparent and then back to routed:



<#root>
>

configure firewall transparent

And then:

<#root>
>

configure firewall routed

Then, register it to the FMC2 (target FMC):

<#root>
>

configure manager add 10. 62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.
>



Add Device )

Select the Provisioning Method:
@ Registration Key () Serial Number

| CDO Managed Device

Host:t

10.62.184.85

Display Name:
FTD2

Registration Key:*

Group:
Mone v |

Access Control Palicy:*
| FTD3100_ACP v

Smart Licensing

MNote: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDvED selection.

Performance Tier {only for Firewall Threat Defense virtual 7.0 and above);
Select a recommended Tier L4
| Carrier
Malware Defense
IPS
URL
Advanced
Unigue NAT ID:t

Transfer Packets

Cancel ]
[n] Flrel\!ifallI:.l!f!'lEE_e"Tf[l.t Center Crerien Analysis Pobeies Dewices Oijeens Inegraten Depoy O @ & @ somn.  E cocupe
. —
Migrate | Depioyment Hissary
Miew By: | Geoup
A2 ®Eror(l)  ®Wameg(t) - Ofine(t)  ®Memal{l)  ® Deployment Pending (1) ®Upgrade(2) @ Snort3(2) aseecvecs | (KD
—
Eodlansa Al Dowmioad Device Lt Heoor
Nassas Wisdel Verasin Chassis Lssnses Ao Control Py Bt BB sk
~ Ungrouped {2]
“ m; ,m’ [ Frenesil 3120 Thront Dulorese 7422 Manage Essantiats, IPS (2 moro..) FIDY100_ACH P P
@ FTie Snond Firerweail 3120 Theoat Dolurese 7422 Essornisly, IPS (2 mese..) FIDa100_ACE L H
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Step 14. Re-form the FTD HA

Note: Thistask (as any HA-related task) must also be performed during a MW. During the HA negotiation
thereis going to be atraffic outage for ~1 minute since the data interfaces go down.

On the target FMC navigate to Devices > Device M anagement and Add > High Availability.

‘& Caution: Ensure that you select as Primary Peer the FTD that is handling the traffic (FTD1 in this
scenario):



Add High Availability Pair

Name:*
: FTD3100_HA

Device Type:

r Firewall Threat Defense

Primary Peer:
| FTD1

Secondary Peer:

FTD2

i Threat Defense High Availability pair will have primary
configuration. Licenses from primary peer will be
converted to their high availability versions and applied

on both peers.

oo

Reconfigure the HA settings including Monitored Interfaces, Standby IPs, virtual MAC addresses, and so
on.

Verification from FTD1 CLI:

<#root>

FTD3100-3#

show fail over | include host

This host: Primary - Active
Other host: Secondary - Standby Ready

Verification from FTD2 CLI:



<#root>

FTD3100-3#

show fail over | include host

This host: Secondary - Standby Ready
Other host: Primary - Active

FMC Ul verification:

- Firewall Management Center

View By

Al (2)
—

s A

Group .

@ Error (0) & Warning (0) Offline {2)

Name

~ Ungrouped (1)

5 FTDI100_HA
High Avaslabsdity

Owenview

FTD1(Primary, Active] Snon 3

10.62.184.84

FTD2{Secondary, Standby) Snon 3
10.62.184.85

Anatysis

® Normal (2)

Policies Devices
Deployment Perding (D)
Model

Firewall 3120 Theoat Dedorae

Firewall 3120 Theoas Defaras

® Upgrads (2) ® Snort 3 (2)

Version Chassia Licenses Access Gontrol Policy Austo RoliBack
7.42.2 Manage Esseniials, IP5 (2 more..)  FTD31
7422 NiA Essentials, IPS (2 more...)] FTD300_ACH

Finally, bring up/reconnect the data interfaces of the FTD2 device.
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Migrate | Deployment History

0, Seanch Device
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