Convert to Container (M| Mode) in Firepower
4200 with FTD 7.6
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| ntroduction

This document describes how to configure a container (multi-instance mode) in Firepower 4200 firewall
serieswith FTD 7.6 and related details.

Prerequisites, Supported Platforms, Licensing

Minimum Software & Hardwar e Platforms

Application (ASA/FTD) and

Manager(s) and Version (s) Minimum Version of Supported Platforms
Application

) . 4200 Series
FMC 7.6.0 FTD 7.6.0 4215, 4225, 4245




Note: Multi-Instance is not supported with FDM on any platform.

Licensing

» Feature licenses are manually assigned to each instance, but you only consume one license per feature
per 4200-series device.
- For example, for one 4200 series with 3 FTD instances, you only need one URL license,
regardless of the number of instances in use, provided you are on same FMC.
» All licenses are consumed per 4200 Series device and not per container instance, provided they are on
same FMC. Therefore, for al instances on a 4200 Series devices, you are recommended to use the
same FMC due to the licensing implementation.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Background I nfor mation

FTD already supports Multi-Instance (M1) on 3100 models (as well as the 9300 and 4100 Series), but
there is no support for 4200 series.
4200 models are supported only in Native Mode in FMC.
There is no provision to create multiple instancesin 7.4.x in 4200.
Multi-Instance (M1) on 3100 was supported as of 7.4.1.
Instances can be created and managed using FMC (unlike the 9300 and 4100 Series, where
FCM must be used).
- FXOS can be updated, when in M1 mode, via FMC’ s Upgrade Chassis GUI.
- Converting to Ml mode isdoneviaaCLI.

What’s New?

Y ou have the capability to provision and manage M1 instances on the 4200 series.

FMC - Single management solution for 4200 Series (Ml mode) and FTD instances

Allow for single and bulk conversion of native devices to M1 mode on FMC for 3100 and 4200 series
devices.

Target Market: Enterprise/Large Enterprise - Internet Edge, Data Center

Platformswith FTD Multi-Instance Support

FTD Multi-Instance Management Solution

Support
Virtual = No =
FPR1000 - No -
FPR2100 (not supported in 7.6) No -
3105 No
3110, 3120, 3130, FTD 7.4.1 Yes FMC
3140
FPR4100 FID 6.3.0 Yes FCM & FMC
y 4215, 4225, 4245 FTD 7.6.0 Yes FMC
FPR9300 FTD 6.3.0 Yes FCM & FMC

Differences Between 3100 and 4200 Series

* 4200 has two management interfaces, allowing using one for management and the other for eventing.
- Both Management1/1 and Management1/2 interfaces are bootstrapped to all FTD container
instances.
- One or both management interfaces can be used in M| mode.
- Management1/1 for both Management and Events, or
- Management1/1 could be used for management and Management1/2 for events, in which
case:
- Static routes need to be defined to route traffic using the Management 1/2 interface.
» Because of the larger size, more instances can be created on the 4200 than on the 3100.



Supported Deployments

» Manage 4200 Series (Ml mode) with Standalone FTD Instance(s)
* Manage 4200 Series (M1 mode) with HA FTD Instance(s)*

Note: For the FPR4100 Series, in case of FTD-HA, primary and secondary nodes must be on two
different 4200 Series (M| mode) devices. Additionally, M1 Clustering is not supported in this
release.

Feature Description and Walkthrough

Changes to Multi-Instance Configuration in 7.6.0:

» Support for the 4200 Seriesin MI mode

» Changesin FMC, which pertain to Ml Mode management of the 3100 Series as well:
- Conversion of device from Nativeto MI modein FMC
- Readiness Checksto check if device can be converted to MI mode
- Auto-register FTD instance in FMC after conversion



4200 Series I nstance Specifications

Max I nstances Support

Platform Maximum Instance Count Maximum Logical CPU
Cores Supported

FP4215 10 62

FP4225 15 126

FP4245 34 254

Instance density isdriven by 2 main factors:
1. The amount of CPU cores and the amount of disk space on a given platform

2. How many of these resources are available to provision to instances. The smallest instance size requires 3
physical CPU (6 logical) cores and 48 GB of disk space.

FTD Instance Sizes

Platform 4215 4225 4245
Total CPU cores 32 64 128
Available CPU cores for
ETD 30 62 126
Total RAM (GiB) 222 445 875
FXOS RAM (GiB) 6 6 6
DMA RAM (GiB) 11 39 78
Available RAM for FTD
(GiB) 7 Fi Fi
Available Disk space for
FTD (GiB) 660 864 1794
Max Instances 10 15 34
Lina (Data Plane) Snort Core Allocations
4215 4225 4245
I nst.ance Data Plane Snort Data Plane Snort Cores Data Plane Snort Cores
Size Cores Cores Cores Cores




8 2 4 2 4 2 4
10 4 4 4 4 4 4

12 4 6 4 6 4 6

14 6 8 6 6 6 6

16 6 8 6 6 8 8

18 8 10 8 8 8 10
20 8 10 8 8 10 10
22 10 12 10 10 10 12
24 12 12 10 10 10 12
26 12 14 12 12 12 12
28 14 14 12 14 12 14
30 14 16 14 14 14 14
32 14 16 14 16 14 16
34 16 16 16 16 16 16
36 16 18 16 18 16 18
38 18 18 18 18 18 18
40 18 20 18 20 18 20
42 20 20 20 20 20 20
44 20 22 20 22 20 22




46 22 22 22 22 22 22
48 22 24 22 24 22 24
50 24 24 24 24 24 24
52 24 26 24 26 24 26
54 26 26 26 26 24 26
56 26 28 26 28 26 28
58 28 28 28 28 28 28
60 28 30 28 39 28 30
62 30 30 30 30 30 30
64 30 32 30 32
66 30 34 30 34
68 32 34 32 34
70 32 36 32 36
72 34 36 34 36
74 34 38 34 38
76 36 38 36 38
78 36 40 36 40
80 38 40 38 40
82 38 42 38 42




84 40 42 40 42
86 40 44 40 44
88 42 44 42 44
90 42 46 42 46
92 44 46 44 46
94 44 48 44 48
96 46 48 46 48
98 46 50 46 50
100 48 50 48 50
102 48 52 48 52
104 50 52 50 52
106 50 54 50 54
108 52 54 52 54
110 52 56 52 56
112 54 56 54 56
114 54 58 54 58
116 56 58 56 58
118 56 60 56 60
120 58 60 58 60




122 58 62 58 62
124 60 62 60 62
128 60 64
130 60 66
132 62 66
134 62 68
136 64 68
138 64 70
140 66 70
142 66 72
144 68 72
146 68 74
148 70 74
150 70 76
152 72 76
154 72 78
156 74 78
158 74 80
254 120 130




Configure

Overview of Configuration

1. Register 4200 Series (Native mode) device in FMC.

2. New! On FMC, select and convert the device from Native to MI mode.
3. New! MI chassis auto registersto FMC after conversion.

4. Update Physical Interface(s).

5. Create FTD instance(s) and assign interface(s).

6. Create/Update/Delete Port channel and sub interfaces from FMC.

7. Configure platform settings.
8. Deploy configuration changes to device.
9. FTD instance(s) auto registersto FMC.

Convert 4200 Seriesto Multi-Instance Modein FMC

By default, 4200s are in native mode. To convert 4200 series to multi-instance mode in FMC:

1. Connect to the device and create a manager (already documented).

2. Register the native device to the FMC (already documented).

3. Convert to Multi-Instance using FMC.

4. On FMC, select the device(s) that needs to be converted to Multi-Instance and trigger the conversion.
One or more than one device can be picked.



Note: Switching between native to MI mode resets ALL the configuration on the chassis.
Converting from Ml Mode to Native Mode is still viaCLI.

Convert a Single Device

1. To start the conversion, navigate to Devices > Device management.
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2. Vdlidate selected device and click on Continue:

Convert to Multi-Instance Mode

You have selected: 4215_Native_Chassis.

A Al the configuration on the selected devices will be erased
in the of Muilti-i mode conversion.

validate selected devices

3. Readiness check and initial conversion:

Convert to Multi-Instance Mode

Selected device name  4215_Native_Chassis
Configured device name *

T B o v |
—

Step 2: Hover over the icon next to
the name to check whether the
device is ready for conversion.



readiness check
Convert Morethan One Device (Bulk Conversion)

1. Select devices:
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2. Confirm selection:

Convert to Multi-Instance Mode
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ncn Saci s 3130 Tt Defonse EI_HH_H Use the delete button to remove a
~ device from bulk conversion.

IP Address that will
be applied to chassis
after conversion

3. Readiness check and initiate conversion:
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Monitoring Progress and Finishing UP

1. Conversion starting notification:

Firewall Management Center
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2. Auto-registration of the chassis:

Firewall Management Center
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3. Post-conversion notification:
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Resulting device management page listing 4200 series (M| mode) devices:
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FMC Chassis Overview Page

Overview of the FM C Chassis Overview Page

The FMC Chassis Overview page gives a complete summary of 4200 Series (Ml mode) device. It includes:

* Pictoria back panel view of the device, including available network modules.

» Faults summary, with their criticality.
* Interface summary, status.
* FTD instance summary, status.

» Hardware statistics - including FAN, Power supply, memory, CPU usage, and storage.

Click Manage to navigate to Chassis Over view:
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Chassis page summary tab:
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Chassis Page Summary Tab Sections

The Summary tab contains sections. Click to get more details:

» Back plane
* Faults

e Interfaces
 |nstances

* Hardware Statistics

Sections are mapped by number as shown in this image:
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 Available physical ports on the device. Greyed
out indicates they are non-
~ actionable/configurable.

(2)
Represents physical interfaces. Shows inline
(5) and network modules and interface status.
Each color indicates the number of cores e 4082 vt Allows user to enable/disable physical ports.

utilized by individual FTD instances against
total available cores. (| metacas

Hovering over on each color will provide a
tool-tip that details more on the FTD
instance.

2. Faults section:
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3. Interfaces section:
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The transition of instances from offline to online is shown in the preceding image.

* Once provisioned (1)



» Theinstanceis offline until it comes online (2)
* Intermediate states are also reflected (3)

5. Hardware statistics:
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Manage | nterfaces

Operations Supported from Interfaces tab:

» Update of Physical interface.

» Create/Update/Delete of Sub-interfaces.

» Create/Update/Delete of EtherChannel interfaces.
* Sync Interface configurations.

* OIR of Network module.

» Break/Join of Physical interface.

Interfaces Tab Summary
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The landing page of the Interfaces tab shows all the types of interfaces that are managed for a chassis, such
as physical interfaces, sub interfaces, and EtherChannel’s, and EtherChannel sub interfaces.



Modify Physical I nterface Configurations

These attributes of a physical interface can be updated:

State (Enabled/Disabled)

Port Type (Data | Data-Sharing)
Admin Duplex

Admin Speed

Auto Negotiation

Edit Physical Interface

Interface ID

Ethernet1/1 Enabled
Port Type
Data W

Admin Duplex
Full L

Admin Speed

Detect SFP v
Admin FEC
Suuto L

Auto Negotiatic

Cancel

Manage Sub I nterface

Pick the sub-interface option from the Add button to add a new interface.
These attributes of a sub-interface can be modified:

* Parent Interface
» Port Type (Data/ Data-Sharing)

OK



* Sublnterface ID
« VLAN ID

Search Interfaces ‘ Sync Device H Add 1

Auto Negotiation Admin FEC I Sub Interface I

EtherChannel Interface

Yes Auto 4

Add Sub Interface Q

Parent Interface

Port Type
Data v
Sublnterface ID
(1-4294967295)

VLAN ID
(1-4094)

Cancel }

M anage Ether Channel

To create anew EtherChannel interface, use the “ EtherChannel interface” under the Add button.
Attributes which can be configured for an EtherChannel are:

» EtherChannel ID
» Port-Type (Data/ Data-Sharing)



Member interfaces

.
* Admin Speed
e Admin Duplex
 LACP Mode
« LACPRate
» Auto Negotiation
Search Interfaces Sync Device Add
Auto Negotiation Admin FEC Sub Interface
IEtherChannel Interfacel
Yes Auto rd
Add EtherChannel Interface (7]
Interfaces Configuration
— Add EtherChannel Interface [+
EtherChannel ID: (1-48)
Enabled Interfaces Configuration
Port Type Admin Duplex
Data W Full W
Select Member Interface(s Admin Speed
Awvailable Interfaces (7) Selected Interfaces (0) 1Gbps v
LACP Mode
Ethernet1/1
Active w
Ethernet/2 LACP Rate
Default e
Ethernet1/3
Add Auto Negotiation
Ethernet1/4
Ethernet1/5
Ethernet1/6
Cancel 0K

Sync Device Configurations

There are cases when the FM C configuration and the device configuration can go out of sync. One caseis
when a user removes or inserts a netmod. Sync device can be done in such cases.



Click “Sync Device”.

Netmod Hot Swap / Break-Out Support

“Hot Swap”, used in your docs, isreferred to as Online Insertion and Removal or OIR in other internal
documentation.

There is an immediate deploy upon Enable/Disable of Network Module or Break or Join of interfaces.
Multi-Instance mode is same as 4200 Series in native mode.

FXOS

Deploy
.
. Success response u ‘.I
= o

Request to get the config

| .
L r
. Response

FMC compares the response received against the current configuration and then creates interface change
notification for user to acknowledge.

4200 Native Supports EPM Hot Swap and Breakout

EPM OIR and Breakout are already supported on the standalone, native mode Secure Firewall 4200 Series
standalone.

4200 Series EPM OIR and Breakout FM C documentation:

 https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-
overview.html

OIR: Enable/Disable EPM Confir mation


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-overview.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/hardware/4200/fw-4200-install/m-overview.html

When the user toggles to enable module, awarning is shown to make sure thisis not an accidental click.

Confirm Switching Network Module On

A Metwork module operation is immediate operation and it will be
executed immediately on chassis without needing deployment

Are you sure you want to tumn on the network module?
Turning the module on will add the associated interfaces to chassis.

EPM Enable Complete: Interface Notification Received

» When enabling an EPM, new interfaces are associated on the device.
» FMC receives the notification about the associated interfaces.
* On FMC, the user hasto accept the changes.

This screenshot shows the option to see the associated interfaces:

System Configuration
I A Interface configuration has changed on deviee. Click to know more.

Natwork Module 1 Network Module 2 @
T R T . I T N omz xR i

= aMaaaaas  Goan
]

e Instances VLAN I Admiin Speed Admin Duplex Admin State Buta B

1Gbps Full Enabled Yas

EPM Interface Change Notification

Theinterface listing page lists the interfaces which are added when EPM is enabled. Click to know more
launches the Interface Changes dialog.
Click to know moreis not available after saving.



Interface Changes

Thie following intérface changes have bien detécted. Check if there is any impact on current configuration and accept
changes.

Interface Name Type Change Description

Etherma12/1/1 Physicalinterface Interface is associated

Ethernet2/1/2 Physicalinterface Interface is associated
Physicalimertace Interface is associated
Physicalimertace Interface is associated

Break/Join Optionsin Chassis Page

Systemn Confguration
INetwork Modube 1 Hatwork Module 2 @
" R I I F I I R )
T T v e e e wew
i e Wi WY WRE e ik
Search imerfaces Syre: Davice Add
pe Instaeces VLAM 1D Admin Speed Adierien Dugsbe s Admin State Ao b getiatee Ademin FEC
Datect SFP Full Cinabled s Buse /
Datect 5FP Full Enabled Yes Aurtey #
Datect SFP Full Erabled Vs Auio &
Datect SFP Ful Digabled Yk Austiy
Detect SFP Pt Disabled Yes Aua -4
Datect SFP Ful Ves At
Datoct SFP Ful ik Hastis
Datect SFP Full RS >
Detect SFP Full Vs At

The interface break confirmation wizard opens up on break option is triggered.



Confirm Interface Break X

A Interface break out is immediate operation and it will be executed
instantly on device without needing deployment

Break operation splits the port to multiple ports, Are you sure you want to
continue?

Ethernet2/2will break in following interfaces.

Interface Break Resulting Interface Admin Speed
Ethernet2/2/1 10G
Ethernet2/2 Ethernet2/2/2 10G
(Admin Speed:40G) Ethernet2/2/3 10G
Ethernet2/2/4 10G

The interface update notification is visible on the chassis page after the interface break is confirmed.

Systern Configuration

| A Interface configuration has changed on device. Click to know maore,

Network Module 1 Metwork Module 2 @
LTL BT T S VRN . S T S T B T 3 T

(W) o | e
B L LU L L

we W I Wz I3 e s

pe Instances VLAN ID Admin Speed Admin Dupléex Admin State Auste N

1Gbps Full Enabled Yes

1Gbps Full Enabled Yes

I nterface Changes after Break/Join



Upon clicking Accept Changes, these interfaces become available in the FMC to be used:

Interface Changes

The following interface changes have been datected. Check if there is any impact on current configuration and accept

Interface Name Type Ghange Description

Ethamat2/1 Physicalintorface Inerface i dolotod

Ethemaet2/1/1 Physicalinterface Imerface is associated

Etherne12/1/2 Physicalinterface Inmerface is associated

Ethernet2/1/3 Physicalinterface Interface is associated

Impact of Interface Changes on Instance

Change Behavior

Change a dedicated interface to Mo validation error
shared
Change a shared interface used in Valdation error will block the change
multiple instance to dedicated
Disable of Network module with Mo validation error during the disable operation, but
interfaces assigned to Instance error will be thrown in case user tries to accept the
natifications without removing the assignment from
the instance
Break/Join of interfaces assigned to = Malidation error will be thrown to initiate such
instance operation
» User needs to unassign the interfaces from the
Logical Device before initiating Break/Join
operation

| nstance M anagement

Instance Management enables you to:

* View al existing FTD instances and their details on a 4200 Series (Ml mode) device.
Create/Update FTD instances with desired CPU core and software version.

Delete an existing FTD instance.

Allows user to choose FTD policies— Access policy and Platform Settings policy for FTD instance.
Auto-register FTD instance to FMC once it comes online.



View By: Group -

AI{1) ®Emor(0) ®Waming(0)  Ofine(0) ®MNormal(1) ® Daployment Pending (0)  ® Upgrade (0) Q Search Device EZExn
Ul
Collapse Al Downlogd Davice List Repoa
Nasme Mosdel Viersion Chassis Licenses Access Control Policy Aubo RolBack
~ Ungrouped (1)

Firewall 4215 Threat
Deferse Multi-Instance 7,60 Manage NfA NjA NfA -
Supenvisor

.. 4215_WA_Chassis
¥ 192.188.1.80

Create an Instance

Launch the wizard by clicking on Add I nstance.

Chassis Manager: 4215_WA_Chassis @ comectes

Cisco Secure Firewall 4215 Multi-Instance 5 i

Summary Interfaces Instances Systern Configuration

4
i 2, Search an instance Add Instance

There are no instances created yel. 'Y

Add aninstance o get staned

I

Step 1. Agreement:



Add Instance

@ rowemem 2 Instance 3 Ietertace 2 Daview i Summuy
Conhguration Asslgrimant Managomant

[End Liser License Agreement
[Effective: May 10, 2022

Secure Firewall Terms and Conditions

[y clicking "Accopt’ Below or using this Cisco Technalogy, you agree that such use i govermed by the Cisca End User License
Agreement and applicable Product Specific Terms avallabie at:

Bty hbmi

Vou alio acknawlbdgs that you hive rad the Ciscs Privacy Stalomant at:

authority to bind your company and its afSates, or if you do not agree with the terms of the EULA, do not click '4
use the Cisco Technology,

| undirstand and scoipt the agresmant. 1

Step 2.

* Instance configuration basics:

Add Instance o

1) Agreement 2] u{ma 3 intarisce 4 Device 5 Summary

Canfiguration Assignment Managemaent
u‘;i“'"m'1 ' " Permit Expert made for CLI
Baarae ) pame g 2]+
El » e i
IPvd
T Allows configuring core allocation
o for this FTD instance. You can pick a
Notwork Gotewer® pre-defined resource profile
e (Default-Small, Default-Medium, or
Sowch Dome ——— ' Default-Large) or make a new one.
. S Use the '+' icon to define a custom

--------- resource profile object.
Rautsa vl [= ]
Cancel

* Instance Configuration IPs:



Add Instance

° Instance

Canfguration

) Agresmant 3 Interiace

Assignment

Display Name *
WA _instance_1

Parmit Expen mode for GLI

Danvicr Varsion *
7.6.0.1208

Resource Profile

it - Sl

Managemodf

4 Device

5 Summany

e

Pvd

Management 1P~
192188181
Network Mask *
255.255.255.0

Network Goteway *
192.188.1,284

Search Dormain DNS Servers

FOON Device S5H Password *

Firewall Made * Confirn Password *

Routed B

| p— {

Show Password

Cancel

o

Step 3. Interface assignments:

Add Instance '

Insiance
Confguration

o Interface 4

Assignment

1) Agreement 2

Auailable Interfaces (14)
Etherneti/1
Ethernat1/3
Ethernet1/5 «
Ethernet1/5.11 =
Ethernet1/5.12 <
Ethernet1/%
Ethernat1/10
Ethernet1/11 wr
Ethernet1/12 b
Ethernet1/13 oL
Ethernet1/14
Ethernat1/15
Ethernet1/16
Port-channel 1 =

Ethermat!/2
Ethamat] /4

Device
Management

Selected Interfaces (2)

5 Summary

IPvd “ Bath

1PvE
Management IP*

2000:a00::192:168:1235

Prefic*

112

Network Gatewsy®

2000:a00::192:168:1240

CREN -

1Pwd 1PvE
Managomaent IP* Managamant 1P *
192.168.1.81 2001:200::192:168:1235
Natwork Masi* Profuc*
255.255.255.0 12

Neotwork Gaseway *
V92.168,1,354

Network Gateway ™
2007:400:1 921681240

- Step 3 allows you to assign interfaces to
_ FTD instance.

Lists all available physical, sub-interfaces
and port-channel interfaces.

P | ists all interfaces selected for this instance.

Bulk add all and remove all interfaces. Moves

all available interfaces as selected interfaces
and vice-versa.

Delete icon allows you to remove interface
from the Selected to Available lists.

Add icon '+' allows you to add an available

interface as selected interface.

Step 4. Device management:

Cancel

Back




Device Group
Selsct...

Access Control Policy *

| Policy
Platform Settings
Select...

Smart Licensing
& Carrier

Malware Defense
) w»s

] URL

Step 5. Summary:

Add Instance
(1) Agreament

Instance Configuration
Narna:
Varsion:
Raosource Profis:
L
Mk
Cabitirvairy
Made:
Password:
[
DNS Servers.
Soarch Dormnar
Expernt Mode

Interface A -2

(g:u Instance

Configuration

Select smart license(s) applicable for
FTD instance.

Access Policy:

Duvice Group:

Plattorm Polcy:
Licenses:

Exharnatl 1
Exharnet /2

To complete configuration, Save and Deploy.



Firewall Management Center Overview ¥

Chassis Manager: 4215_WA_Chassis @ connected

Cisco Secure Firewall 4215 Threat Defense Multi-Inssance Supervisor

Summary Interfaces Instances System Configuration

—
HName Version Resource Prdfile Managoment IP
¥ o WA_instance_1 7.6.0.1208 Default-Small 192.168.1.81

Firewall Management Center

Chassis Manager: 4215_WA_Chassis © connected|

Citen Socure Finewall 4215 Theeat Defends Mulli-nstance Supervisor

Ovarview Analysis Policies

Management Gateway ~ Licenses

142,168,1.254 Carrier, .. Palicy

Devices Objects Integration

q

4215_WiA_Chassis

'y has A Is required,
s [ System G
Mams Version Resource Profile Managemment [P Manag
» i WA_instance_1 7.6.0,1208 Dafault-Small 192.168,1.81 192,186

B 1 device is avallable for deployment

#0eploy Q @ 1 @ sdminv Ml secuRe

] -

N.A U

m o @ 1 @ adminv e

Advanced Deploy m

3
| Jmmmm

SECURE

B2 o

Auto-registration of an FTD instance after successful deployment:

TTTIn



Chassis Manager: 4215_WA_chassis © cemnseua o —
Cisco Secwre Trvess Detense Dismiss all notifications

—

Summany interinces Instarces System Confguention

e ) Chassis
4215_WA_chassis
Name Varsion Resource Profle Management 1P Management Gateway Uicansas AG Palicy WA_instance_1: provisioning
> EJ 7601217 Dotaul-Smat 192.166.1.81 192.168.1.254 Carrier, Fol
) Chassis
A215_WA_chassis

Se WA_instance_1: installing

Instance registered to Management Center:

Al(Z]  ®Emor(l)  ® Waming (0) Offine (0) @ Normal (1) Deployment Pending (1) ® Upgrade (0)  # Snont 3{1) O, Search Devies =B
—
Colaase Al Dowwnload Device List Recor
Name Model Verslon Chassis. Licenses. Ac ¥
~ Ungrouped (2)
Firewall 4215 Threat
o ?:;%:[-S 180 Detense Multi-Instance T80 Manage KA N/A /A L
Supendsor
WA_instance_1 Snon 3 Firewall 4215 Threat .
760 MUA Essantials, Malware (1 - Moo = :
192, 168161 - Routed Detense {1 more...) g Vs

Edit an I nstance

Click the pencil icon to edit an FTD instance:



Chassis Manager: 4215_WA_chassis © comected 2N | o |

Cisco Secure Firewall 8215 Threat Defense Multi-instance: Supervisor

Summary Inerfaces Instances System Conbguration

—
), Search an instance Add Instance
Hame Version " Management Gateway Licenses A Policy Platform Settings
¥ & WA_instance_1 1609017 Drefaui-Semall 192.168.1.81 192.158.1.254 Carier, ... Pel L s i

Step 1. Edit FTD instance:

Edit Instance [+

. Instance Corfiguration 2 Interface Assignmaent 3 Summary

Display Name * B  Admin Staste  Permit Expert mode for LI

WA_instance_1

Devicd Version* Resaurce Profile*
7603217 - Diefadt-Small W |

m IPvE Both

Pwd
Mansgement IP*

192.168.1.81
Metwoork Mask *
255.295.255.0

Network Gateway*

192.168.1.254
Search Domain DNS Servers

FODN Device S5H Password *
Fireswrall Made * Confirm Passward *
Routed W e

Step 2. Edit interface assignments for an instance:



Edit Instance

1) Instmnce Conbguration © imertace Assignment 3 Summary
Available Interfacas (7) Salscted Interfacos (2)
Ethernet1/3 Ethernet! /1
Etharnet1/4 Ethernet!/2
Ethernet1/5
Ethernet1/&
Ethernet1/8
Ethermet1/8.10
Port-channel2
b
LL4
Gancel Back
f
L e e
1) wnstance Configuration 7 Inerface Assignment © summory
WA irstance_1
re0an7
Dafault-Smal
192.168.1.81
255285 265.0
1921681264
roustod
o sakvied
Interface ASSIQNMENt - 7 cescated and 0 shared imeraces amsches [ioe
Hama = Part Type
Etmomant /1 DATA
Exhomant (2 DATA
Cancel Back

Delete I nstance



Chassis Manager: 4215_WA_chassis @ comected EZN | conce
Cisen a5 Supenvisor

System Configuration
—
Search an instance Add Instance
Namao Version Rusource Profile Management 1P Management Gateway Licenses AC Policy Platform Settings m
Cancel
»  ©WA_instance_1 7600217 Defauili-Small 192.166.1.81 192.168.1.254 Garrer, ... Pl N.A g |

SNMP Configuration

Navigate to the system configuration tab for configuring SNMP:

1] Firewall Management Center Crvarvaee Analysis Potcies Devices Objects Inbegeaticn

Chassis Manager: 4215_WA_chassis © Comected
vl 4315 Threat Superinc

Summary  erfaces  nstances System Confguration
—

Bormow SNMP settings from:

dalicd g FID intarce from the kst

ChassisImport / Export

Export Configuration

Navigate to Manage Chassis > System Configuration > Import/Export:



Chassis Manager: 4215_WA_chassis o cemecns

Cien Sacure Firewall 415 Thrvat Dubanse Mo lritsrse Supsniser 0 b *
2 Davies Configuration Expost
Sumimary Interfaces Instances System Configuration o Con
—— S s R

Exporting device conbguasons

@ Glba *
Impart Export Duvice Conbguration Export
This will replace the cument chassls confguration with new condguration This will create a Device Export confguration Mg Export hle created successfully
Downicad Cxport Package
{3 EpOrt
Download

Thsis will cowmiiad! ther confly Sle xporied

+ Download

Import Configuration

Navigate to M anage Chassis > System Configuration > Import/Export:

Dismiss ol notifications

Chassis Manager: 4215_WA_chassis | ® connected

Cisco Secune Firewall 4215 Treeat Defense Multi-nstance Supervisor 0 Gioval be

Device Configuration Export
Davies Conbguration Export
Expoeting dewice condguations

Surmmary IntErfaces InStances Systern Conbguration

Export Device Configuration Export
This will creaie & Device Expart condgunation Mg Export file created succonshally

] Download Expon Package
Click here 1o export

Download
This will cowmland the conty fie Bepaned e
& Downlgad

Thingsto Know about Chassis Import / Export

* All the existing configurations on the chassis is replaced by the configuration in the imported file.

» The platform software version where the config is imported must be same as exported version.

» The chassis where you are importing configuration must have same number of network modules
installed when export was taken.

» The chassis where configuration isimported must have same application image installed for logical
devices.

» Application-specific configuration settings are not exported. Only chassis configurations are exported.

» FTD Instance(s) back up needs to be taken separately.

Chassis Platform Settings Policy



The chassis platform settings policy allows users to configure these platform specific configurations:

Time Synchronization (NTP)

DNS

Syslog

Time Zone

User can create a new "Chassis Platform Setting” policy and assign it to multiple 4200 Series (M|
mode) Chassis.

Tip: Chassis platform settings only apply to the chassis. If the user wants to apply platform settings
to their instances, they can use a Threat Defense Platform Settings Policy.

1. Navigate to chassis Platform Settings policy:



I lr:zt?llwlanfgangn?f;emsr Overview  Analysis  Polcies  Devices  Obiects  Integration oepoy O @ 3 @ seme Gk cecune
—_—P Dwice Manageenent il Troutleshoot - .
R > hi e T— Sae To St Fie D]
AI(4) ®Eror(l) ®Weming(l) - Ofine(l) @ Normal(l) ®DeploymentPen "V A Thesat Detense CL , Search Device =R
—_— QoS Enymamic Acoess Polcy Packet Tracer
Cotanis A1 Piatfoem Settings Packst Cagture Dompload Devite Lt Aeoen
Flaslionsg Snon 3 Prosling
Ham e Trowtseshooting Logs
v Ungrouped (3) vpgrade
Theoat Dedense Upgrace
192.168.1.80 Frowad 4215 Thy Chassis Upgrace
9 Js2iea0.00 Mt InLans S LL A ra

2. Create Chassis Platform Settings:

Obsject Management

Firepawer Settings
Platform Settings Device Type States Threat Defense Settings
Chassis Platform Sattings
There aré no policies created. Add & new Firepower Semings Policy (or) Threat Defense Semngs Policy (of) Chassis Platform Settings Policy b

New Policy X

MNarna*®

[ platformSettingsTP :_.

Description

| s oo
weonss

Targeted Devices

Select the devices to which you want to apply this policy.

Available Chassis o Selected Chassis

192.168.1.30

Add

N Click on 'Add" button to move a selected chassis
from available list to selected list.

Chassis IP

Address
N




3. Chassis Platform Settings Policy Page:

PlatformSettingsTP »

Enter Deseription

DNS Resolution Sattings
Specify DNS servers groups.

(I Enabie DNS name resolution by device

Server Groups

Chassis Platform Settings: DNS

You have unsaved changes | Cancel n

Policy Assignments (1)

1

Enable and Add DNS Server Groups under DNS section of Chassis Platform settings policy:

platformSettingsTP »
Enter Description

‘Yo have unsaved changes | Cancel m

NS Rescluiion Seitings

Shacify DNS sarvers groups.

@) Enable BHS name resohution by device

DNS Server Groups: Add Click "Add" 1o
launch Add DNS
dna_serverTP [dofack) P Server Group
dialog

Select an existing DNS server group. User

can choose an existing server group available
* in objects page

Add DNS Server Group_

Select DNS Server Group®

dns_serverTP w | -+ New Group

Make a5 default t

L-ists of all DNS server groups

Chassis Platform Settings. SSH

» Enable and Add SSH Server under SSH section of Chassis Platform settings policy:




platformSettingsTP ~

Enber Description

Adgorshms

Encryption
Ioes-che
aes2S6-che
Bes2BE-CIr
Key Exchange
curveZ§819-shalse
curvez§516-gha 286 _iibssh_ong
Mac

himac-sha-1
Hast Key® 1024
Volurre Ry Limit " ke

Time Fiskey Limit

* Enable and Add SSH Client:

platformSettingsTP »

[Erar Description

S5H Server

Augorithms #

Encryption
Ides-che
883256- 20
aes256-ctr
Ky Exchange
curvel5510-2ha 256
cune25510-sha756_kibash_org
Mac

hemac-sha-1

ot Kiy® 1024

iphamey Rekey Limit ] EB

Time Ry Lima Minutes

Click pencil icon
to launch 'Add
Algorithms'

dialog

Add Algorithms

Available Algorithms (14)

~ Encryption

aes128-cbe

8651 28-ctr
a05128-gem_openssh_com
»e5192-che

2e5192-ctr
sesl5E6-gem_openssh_com

chacha20-poly1305_openssh_com

 Key Exchange

diffie=heliman-group14-shal
diffie-heliman-group14-sha2 56
ecdh-shaZ-nistp256
wcdh-shaZ-nistp384
ecdh-sha2-nistp521

~ Mat

hmac-gha2-256
hmac-sha2-512

Selected Algorithmas (6)
« Encryption
des-cbe
aes256-che
aes256-ctr
~ Key Exchange
eurve25519-shal2s6

curve25519-sha256_libssh_org

« IMac
hmac=sha=1

55H Glient

Strict Host Keycheck

Algerithma

-+ Eneryption
Des92-car
Koy Exchange
CurveZS519-3ha256

CurveTS519-3ha756_bash_og

Vol Rielary Limit

Tirrue Boskiry Lireit

Chassis Platform Settings. SSH Access List

anabie

Minutes

Vons i urcaved changes

Policy Assignments (0}

SSH Client

Strict Host Keycheck

Algorithms

~ Encryption
aes192-ctr

This tab shows up only after enabling SSH under SSH section of Chassis platform settings.

* Create SSH Access List:

fisable
disable

enable

prompt



Chassis_Platform_Settings »
Enter Description

Add Metwork Objects

Available Hetwork Gbjects [13) 4 Selected Network Objects (2]

SSH Accans List ehwvark Objocts I

S5M Accast will b aliowed b9 the configured

any -—y-ipvd
i anylpvd 192.168.1,236
Click pencil icon to Pd-Benchmark-Tasts L
add, modify, or Pvd-Link-Local
delete network or Bd-Multicast
netwaork objects Pud=Private=10.0.0.0-8

for chassis Pyd-Private-172.16.0.0-12

acCess Bvd-Private-192.168.0,0-16

B -Private-All-RFC10VE
Pyb-IPwd-Mapped

Pvh-Link-Local
Pyfi-Private-Unigue- Local- Adtinesses
Blt- 1Py Ry -AnyEast

lB Wum.ssnmuhummmmummwml

ok A

0 Ol Natwirk Objbcts of by 'Host" and Natwark’ sre suppoed. Tange’ and FODN' Gbict: a6 nol supporid

» Add Network Objects for SSH access list:

Add Network Objects

Avwallable Network Objects (13}
Saarch Matwork Objects
ary-ipvd
any-ipvd 192.168.1.238
IPvd-Banchmark-Tests G_’_/

WPyid=Link=Local

any

IPud-Multicast
Pyd-Private-10.0.0.0-8
Pvd-Private-172.16.0.0-12
IPud-Private-192.168.0.0-16
WPvd-Private-All-RFC1918
WP IPva -Mapped

PG Link-Lacal

IPviE- Private-Unique-Local-Addresses
IPvE-to-IPvs-Relay-Anycast

Entes IP Hast ar Nétwork Add

i Orily Network Objects of type ‘Host and “Network” are supported. ‘Range’ and ‘FODN objects are not supponed

o |

» Add anew Network Object:



Add Network Object

« View Network Object(s):

Mailable Neteork Objects (14) + @ i
Seaeeh Metwirt Dbt = Y

- any-ipvs

any-igd

1P Banchmark-Tests

Pyd-Private-10.0.0.0-8
1Pd-Private- 172.16.0.0-12
1Pyd-Private- 192, 168.0.0- 16
1Pvd-Private-AN-RFC1918
Pl Bvd-Mapped
1PB-Link-Locsl
P10~ w4 -Retay- Amycast
Test_Object

B Only Matwork Oligees of e Host” and Network’ are supported. Tange and FODN' objects ass not wpporned

corce | |

« Pick Network Object(s):



Add Network Objects

Avallable Network Objects (14)
Soarch Metwork Objects

afy=ignd
any=inh
Pvd-Benchmark-Tosts
Pd-Link-Local
Pyd-Multicast
Prd-Private-10.0.0.0-8
Pl -Private-172.16.0.0-12
Pl -Private-192.168.0.0-16
WPud-Private-Al-RFC1918
WPy IPvd-Mapped
WPyl-Link-Local
WPry-no-IPvd-Relay-Anmyceat

Enter IP Host or Metwork Add

D Ondy Metwork Objects of type “Host' and “Network' are supported. “Range’ and ‘FODMN objects are not supported

o |

» Network Objects can be created as aso shown in thisimage:

Add Network Objects

Available Network Objects (14)

Search Network Objects Rumeove Al

any
any-ipvd
any-ipvB
IPvd-Benchmark-Tests
IPvd-Link-Local
1Py -Muiticast
IPva-Private-10.0.0.0-8
1Pyd-Private-172,16.0.0-12
1Pvd-Private-192,168,0,0-16
IPva-Privabe-All-RFC1918
1PyE-IPyd-Magped
1PyE-Link-Local
IPvE-Private-Unikue - Local-Addresses
IPVE~to-IPva- Retay-Anycast

@ Only Notwork Objects of type *Host' and ‘Network are supported. ‘Range’ and “FOQDN' objects are not supparted

* View Added Network Objects:



Add Network Objects

Sebected Network Objects (3)

Available Network Objects (13)

Search Network Objects Remaove All

any-ipvd
Test_Object
19216810

any
aiy-ipv6
1Pv4-Benchmark-Tesis

IPvd-Link-Local

IPvd- Multicast
Pyd-Private-10.0.0.0-8
IPvd-Private-172,16.0,0-12
IPvid-Private=192.168.0.0-16
IPvd-Private-All-RFC1518
IPvE-IPvd-Mapped
IPv6i-Link-Local

IPvEi-Private-Unique-Local-Addresses
1Pv6-to-1Pvd-Relay-Anycast

Enter IP Host or Network

0 Only Network Objects of type "Host' and ‘Netwaork' ane supported, ‘Range’ and 'FODIN® objects are not supparted

Chassis Platform Settings. Time Synchronization

Time Synchronization can be done in two ways:

1. ViaNTP from the Management Centre
2. On the custom NTP Server

From NTP from Management Center

I71] Firewall Management Center Cverview Anatysis Poiicies Devices Oujects Integration Depioy O, @ & @ adminv ik secure

Cancel

platformSettingsTP »

Entor Dascription Policy Assighments (0}

= Via NTP from Management Center

Usa Custom NTP Server

On the Custom NTP Server



platformSettingsTP # You have unsaved changes | cancel | ([ EERER

Eriinr Description

Policy Assignmints: (0]

Via NTP from Managemsnt Center

®) Use Custom NTP Sener

TP Servens

rost W

Add NTP Server X

Select NTP Server®

test ~ I -+ New Server

_ — m

Chassis Platform Settings. Time Zones
Set time zones:

platformSettingsTP # Vou have wmend changes [ caocet | (NS

Enter Descriy
il o Poficy Assignmants (0]

Tine Zane:

(UTC-12:00]) Bic/GMT=12

O ¥ ro Tene Zong i seectid, Time Zong wil be UTC Time Zors (UTC « 00:00).

Time Zone:
(UTC-12:00) Etc/GMT+12 W
(UTC-11:00) Etc/GMT+11 ‘

(UTC-11:00) Pacific/Midway

(UTC-11:00) Pacific/Niue
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa
(UTC-10:00) America/Atka
(UTC-10:00) Etc/GMT+10

Chassis Platform Settings. Syslog

» Syslog Local Destinations tab:



platformSettingsTP # Cance

Enter Dascription

Policy Assignments (0}

restiralions Remote Destinations Local Sources

Emergencies v
Emergencies
o | messages
® | 4104304 Bytes Alerts
Critical
» Syslog Remote Destinations tab:
Fmergencies v
Emergencies
Alerts
platrormsetingsiy #
Entes Descripticn Critical
Local Dastingtions.  Aamote Destiassions Errors
_— | Warnings
crics Notifications
cibtn.slagng tiace.com Information
Local?
— Debugging
e —— Local? b
| Locall
- Local2
= Local3
Locald
Local5

» Syslog Local Sources tab:



platformSettingsTP » You have nsaved changes [ Goncet | [N

Enter Description Policy Assignmants (0)

Local Destinations Riemate Destinations Local Sources

Faults L ]
- e A State

Aurits

- nin Stat

W Enable Admin State

Chassis Platform Settings. Save and Deploy

Save Chassis Platform Setting Changes, then deploy:
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Unregistering Chassis
To unregister a chassis from FMC, navigate to Devices > Device M anagement > delete.
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Convert from Multi-Instanceto Native M ode

Currently, FMC only supports conversion from Native to Multi-Instance. Consequently, to convert adevice
back to Native mode, the user has to use the CLI.

Step 1: Unregister the Chassis from the FMC.

Step 2: Use this CLI command to convert 4200 Series device to native mode:

firepower-4215# scope system
firepower-4215 /system # set deploymode native

FMC Rest APIs



FMC Public REST APlIsare available for al the operations supported from FMC.

Chassis b

PECAN sepistme_contigiv/ i inUUID}/chassis/f is/{objectId}

IEZEE /api/tac_contig/vl/domain/{domainlUID}/chassis/ facnanagedchassis/ {objectTd)

n Japi/fme_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis

BEEE vapi/tme_contig/vl, in/ iAUUID}/ i is

PECN sapistme_contig/vl/domain/{domainUUID}/chassis/fmc is/{containerUUID}/networknodules/ {objectld)
Jfapd/fmc_config/vl/domain/{domainUUID} is/f is/{ inerUUID}/networksodules/{objectld}
Japi/fmc_config/vl/domain/{domainUUID}/ i is/ inerUUID}/operational
/synenetworkmodule

m Japi/fme_config/vl, i inlUID} is/f is inerUUID}/interfaces/{interfaceUUID}

Japi/fme_config/wl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/chassisinterfaces/{interfacelUID}

m Jfapi/fme_config/vl/domain/ {domainUUID}/chassis/fmc is/{c inerUUID}/operational
/breakoutinterfaces

m Japi/fmc_config/vl/domain/{domainUUID}/chassis/fmc is/{c inerUUID}/operational/joininterfaces
m Japi/fmc_config/vl/domain/{ inUUID}/chassis/fm is/{c rUUID}/chassisintarfaces

J{interfaceUUID} /evaluatecperation

LD sapi/fme_contig/vl/domain/{ inUUID} /chassis/ fmc is/{c inerUUID}/Logicaldevices/{objectld}

Japi/fmec_config/vl/domain/{domainUUID}/chassis/fmcmanagedchassis/{containerUUID}/logicaldevices/{objectId}
IEEG0N /api/fac_contig/vl/domain/{domainUUID}/chassis/ facnanagedchassis/{containerUUID}/logicaldevices/{abjectId}

m Japi/fmec_config/vl/domain/{domainUUID}/chassis/ fmc hassis/{c inerUUID}/ logicaldevices

m Japi/fmec_config/vl i inUUID}/ i is inerUUID}/logicaldevices

REST APIs for Nativeto Multi- I nstance Conversion

POST API to verify if native device is ready for Multi-Instance Conversion:
[api/fmc_config/vl/domain/{ domainUUI D} /chassi s/fmcmanagedchassi s/operational /switchmodereadi nesscheck
Sample POST request JSON:

{
"devices": [
{
"jd": "DeviceUUID",
"type": "Device"
}
1,
"conversionType": "NATIVE_TO_MULTI_INSTANCE"

POST API to trigger single native to Multi-Instance Conversion:
[api/fmc_config/vl/domain/{ domainUUI D} /chassi Sfmcmanagedchassi s/operational /switchmode

Sample POST request JSON:

"items": [



"id": "<Device_UUID>",
"dispTayName": "Sample_Chassis_Namel"
}

1,
"conversionType": "NATIVE_TO_MULTI_INSTANCE"

}

POST API to trigger bulk native to Multi-Instance Conversion:
[api/fmc_config/vl/domain/{ domainUUI D} /chassi 'fmcmanagedchassi s/operational /switchmode

Sample POST request JSON:

{
"items": [

{
"id": "<Device_UUID1>",
"displayName": "Sample_Chassis_Namel"

3,

{
"id": "<Device_UUID2>",
"displayName": "Sample_Chassis_Name2"

}

1,
"conversionType": "NATIVE_TO_MULTI_INSTANCE"

}

REST APIsfor Chassis Management

POST Add a Chassis to management center:

[api/fmc_config/vl/domain/{ domainUUID} /chassisffmcmanagedchassis

GET al Chassis:

[lapi/fmc_config/vl/domain/{ domainUUID} /chassi sfmcmanagedchassis/

GET a specific Chassis by uuid:

[api/fmc_config/vl/domain/{ domainUUI D} /chassi sfmcmanagedchassi s/{ objectid}
Delete a Chassis by uuid:

[api/fmc_config/vl/domain/{ domainUUI D} /chassi sfmcmanagedchassi s/{ objectid}
Sample POST request JSON:

"type": "FMCManagedChassis",
"chassisName": "CHASSIS123",
"chassisHostName": "192.168.xx.74",
" r-egKey" 2 Ml



REST APIs for Managing Netmods (Network Modules)

GET aNetwork Module by uuid:

[api/fmc_config/vl/domain/{ domainUUID}/chassi s/fmcmanagedchassi s/{ containerUUI D} /networkmodul es/{ object
GET ALL Network Modules:

/api/fmc_config/vl/domain/{ domainUUID} /chass sffmcmanagedchassi s/{ containerUUI D} /networkmodul es/

PUT — Edit an existing Network Module by uuid :

[api/fmc_config/vl/domain/{ domainUUID}/chassi s/fmcmanagedchassi s/{ containerUUI D} /networkmodul es/{ object
PUT — Retrieve Network module data from FXOS and update Management Center:

[api/fmc_config/vl/domain/{ domainUUID}/chassi s/f mcmanagedchassi s/{ containerUUI D} /operational/syncnetwork

Sample GET response

{
"metadata": {
"timestamp": 1688670821060,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169- ikt
"type": "Domain"
}
}’
"Tinks": {
"self": "https://u32c01lplO-vrouter.cisco.com:32300/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
}’
"id": "0050568A-3F3F-0ed3-0000- st
"moduleState": "ENABLED",
"type": "NetworkModule",
"description": "Cisco FPR 8X1G 8X10G 1RU Module",
"model": "FPR-3120",
"operationState": "ok",
"numOfPorts™: 16,
"slotId": "1",
"vendor": "Cisco Systems, Inc.",
"name": "Network Module 1"

REST APIs for Instance M anagement
POST Add a Chassis to management center:
[api/fmc_config/vl/domain/{ domainUUI D} /chassi sffmcmanagedchassis/{ containerUUI D} /logical devices

GET all Chassis:



[api/fmc_config/vl/domain/{ domainUUI D} /chassi s'ffmcmanagedchassis/{ containerUUI D} /logical devices

GET a specific Instance by uuid:

[lapi/fmc_config/vl/domain/{ domainUUI D} /chassi 'fmcmanagedchassi s/{ containerUUI D} /logical devices/{ objectld
PUT - Edit an Instance by uuid:

[api/fmc_config/vl/domain/{ domainUUI D} /chassi /fmcmanagedchassi s/{ containerUUI D} /logical devices/{ objectld
Delete a Chassis by uuid:

[lapi/fmc_config/vl/domain/{ domainUUI D} /chassi /fmcmanagedchassi s/{ containerUUI D} /logical devices/{ objectld
Sample PUT request:

{
"name": "ftdl",
"operationalState": "string",
"deviceRegistration": {
"TicenseCaps": [
"MALWARE",
"URLFiTter",
"CARRIER",
"PROTECT"
1,
"accessPolicy": {
"name": "AC Policy name",
"id": "<ac policy uuid>",
"type": "AccessPolicy"
1,
"deviceGroup": {
"name": "DeviceGroup name",
"id": "<device group uuid>",
"type": "DeviceGroup"
}
1,
"managementBootstrap": {
"ipv4a": {
"gateway'": "192.168.xx.68",
"ip": "192.168.xx.78",
"mask": "255.255.255.0"
1,
"adminState": "enable",
"firepowerManagerIP": "192.168.xx.32",
"permitExpertMode": "yes",
"searchDomain": "string",
"firewallMode": "Routed",
"dnsServers": "192.168.xx.123",
"natId": "natId",
"registrationKey": "regKey",
"adminPassword": "adminPwd",
"fqdn": "fqdn"
1,
"externalPortLink": [
{
"name": "Ethernetl/1",
"id": "<interface uuid>",
"type": "ChassisInterface"



1,
{
"name": "Ethernet2/2.1",
"id": "<subInterface uuid>",
"type": "ChassisInterface"
}
1,
"type": "LogicalDevice"

}

REST APIs for SNMP Management

GET an SNMP Setting by uuid:

[api/fmc_config/vl/domain/{ domainUUID}/chassi s/fmcmanagedchassi s/{ containerUUI D} /snmpsettings/{ objectl d}
GET ALL SNMP Settings:

lapi/fmc_config/vl/domain/{ domainUUID}/chassi s/f mcmanagedchassi s/{ containerUUI D} /snmpsettings/

PUT — Edit an existing Network Module by uuid:

[api/fmc_config/vl/domain/{ domainUUID}/chassi s/fmcmanagedchassi s/{ containerUUI D} /snmpsettings/{ objectl d}

Sample GET response:

{
"snmpAdminInstance": {
"id": "TogicalDeviceluid",
"type": "LogicalDevice",
"name": "ftd3"

},
"id": "snmpsettingsUUID2",
"type": "SnmpSetting"

}

REST APIsto Fetch Summary

Thislist contains detailed information on the REST APIsfor fetching the summary:

* Faults
Instances
Inventory
Interfaces
App Info

GET Faults Summary for achassis:
[api/fmc_config/vl/domain/{ domainUUI D} /chassi s/fmcmanagedchassi s/{ containerUUI D} /faultsummary

Sample Response:



{
"Tinks": {
"self": "<fmc_url>/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/faul
1,
"items": [
{
"faultList": [
{
"id": 27429,
"isAcknowledged": "no",
"cause": "device-registration-pending",
"gateway": "3::1",
"ip": "3::2",
"prefixLength": "33"
}
1,
"managementPort": "Managementl",
"operationalState": "online",
"adminState": "enabled",
"deployType": "container"
}

1,
"modifiedTime": "2022-07-05T06:39:257",

"type": "InstanceSummary"
1,
"paging": {
"offset": O,
"Timit": 25,
"count": 1,
"pages": 1
}
}

GET Instances Summary for a chassis:

[api/fmc_config/vl/domain/{ domainUUI D} /chassi s/fmcmanagedchassi s/{ containerUUI D} /instancesummary

Sample Response:
{
"Tinks": {
"self": "<fmc_url>/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/inst
1,
"items": [
{
"instancelList": [
{
"name": "ftdmi2",
"startupVersion": "7.3.0.1402",
"coresUsed": 6,
"ipv4": {
"gateway": "192.168.xx.68",
"ip": "192.168.xx.78",
"mask": "255.255.255.0"
3,

"ipve": {
"gateway": "3::1",
ll_ipll: ||3::2ll,



"prefixLength": "33"

}
"managementPort": "Managementl",
"operationalState": "online",
"adminState": "enabled",
"deployType": "container"
}
1,
"modifiedTime": "2022-07-05T06:39:25Z",
"type": "InstanceSummary"
}
1,
"paging”: {
"offset": 0,
"Timit": 25,
"count": 1,
"pages": 1
}

GET Inventory Summary for achassis:

[api/fmc_config/vl/domain/{ domainUUI D} /chassi 'fmcmanagedchassi s/{ containerUUI D} /inventorysummary

Sampl e response:
{
"Tinks": {
"self": "<fmc_url>/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/inve
1,
"items": [
{
"fanList": [
{
"operationalState": "operable",
"operability": "operable",
llpOWerll: llonll,

"thermalStatus": "ok",
"module": 1,

"tray": 1,
"id": 1,
"model1": "N/A",
"vendor": "N/A"

1,

{
"operationalState": "operable",
"operability": "operable",
"power": "on",
"thermalStatus": "ok",
"module": 1,
"tray": 1,
"id": 2,
"model1": "N/A",
"vendor": "N/A"

}

1,
"powerSupplyList": [
{



"id": 2,

"operationalState": "operable",
"operability": "operable",
"serialNumber': &t
"thermalStatus": "ok",

"model": "FPR2K-PWR-AC-400",
"vendor": "Cisco Systems, Inc"

}
1,
"processorList": [
{
"id": 1,
"operationalState": "operable",
"operability": "operable",
"vendor": "AuthenticAMD",
"model": "49 AMD EPYC 7282 16-Core Processor",
"type": "CPU",
"thermalStatus": "ok"
}
1,
"securityModulelList": [
{
"id": 1,
"operationalState": "ok",
"operability": "operable",
"serialNumber': &t
"vendor": "Cisco Systems, Inc",
"model": "FPR-3120",
"availableCores": 24,
"totalCores": 32
}
1,
"memoryList": [
{
"capacity": 65536,
"id": 1,
"array": 1,
"bank": 0,
"model": "HMAA8GR7AJR4N-XN",
"operationalState": "operable",
"operability": "operable",
"performance": "ok",
"power": "not-supported",
"serialNumber': '"##ssssistt
"thermalStatus": "ok",
"vendor": "Hynix"
}
1,

"model": "FPR-3120",
"availableCores": 24,
"totalCores": 32

}

1,

"paging": {
"offset": O,
"Timit": 25,
"count": 1,
"pages": 1



GET Interface Summary for a chassis:

[api/fmc_config/vl/domain/{ domainUUID}/chass sffmcmanagedchassis/{ containerUUI D} /interfacesummary

Sample Response:
{
"Tinks": {
"self": "<fmc_url>/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/inte
1,
"items": [
{
"interfacelList": [
{

"name": "Ethernetl/8",
"operationalState": "up",
"adminState": "disabled",
"portType": "data",
"operationalSpeed": "10mbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",

"type": "PhysicalInterface"

"name": "Ethernetl/7",
"operationalState": "up",
"adminState": "disabled",
"portType": "data",
"operationalSpeed": "l1lgbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",

"type": "PhysicalInterface"

"name": "Ethernetl/6",
"operationalState": "up",
"adminState": "disabled",
"portType": "data",
"operationalSpeed": "l1lgbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",

"type": "PhysicalInterface"

"name": "Ethernetl/3",
"operationalState": "up",
"adminState": "disabled",
"portType": "data",
"operationalSpeed": "l1lgbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",

"type": "PhysicalInterface"



"name": "Ethernetl/2",
"operationalState": "up",
"adminState": "enabled",
"portType": "data",
"operationalSpeed": "l1lgbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",

"type": "PhysicalInterface"

"name": "Ethernetl/1",
"operationalState": "up",
"adminState": "enabled",
"portType": "data",
"operationalSpeed": "l1lgbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",

"type": "PhysicalInterface"

"name": "Port-channel48",
"operationalState": "up",
"adminState": "enabled",
"portType": "data",
"operationalSpeed": "l1lgbps",
"adminSpeed": "l1lgbps",
"adminDuplex": "fullDuplex",
"autoNegotiation": "yes",
"mediaType": "rj45",
"type": "EtherChannelInterface"
}
1,
"modifiedTime": "2022-07-05T06:39:25Z7",
"type": "InterfaceSummary"
}
1,
"paging”: {
"offset": 0,
"Timit": 25,
"count": 1,
"pages": 1

GET App Info for achassis:

[api/fmc_config/vl/domain/{ domainUUI D} /chassi sfmcmanagedchassis/{ containerUUID}
/inventorysummary

Sample Response:



"Tinks": {

"self": "<fmc_url>/api/fmc_config/vl/domain/domainUUID/chassis/fmcmanagedchassis/containerUUID/appi

1,
"items": [
{
"appVersion": "7.4.0.1024",
"type": "AppInfo"
1,
{
"appVersion": "7.4.0.1075",
"type": "AppInfo"
}
1,
"paging": {
"offset": 0,
"Timit": 25,
"count": 1,
"pages": 1

REST APIsfor Interface Management

This section has detailed information on the REST APIsfor interface config management:

» URLSsto be used for interface config modifications
* URLSsto be used for Break/Join of interfaces
» URLSsto be used for Sync Device configurations

Update Physical I nterface

To support update of physical interfaces, these URLSs have been introduced.

GET all physical interfaces:

[api/fmc_config/vl/domain/{ domainUUID}/chassi s/fmcmanagedchassi s/{ containerUUI D} /physicalinterfaces
GET aspecific physical interface by interface uuid:

lapi/fmc_config/vl/domain/{ domainUUID}/chassi s/fmcmanagedchassi s/{ containerUUI D} /physicalinterface
s{interfaceUUI D}

Update interface by interface uuid:

[api/fmc_config/vl/domain/{ domainUUI D} /chassi s'ffmcmanagedchassis/{ containerUUI D} /physicalinterface
s{interfaceUUI D}

Physical Interface model looks like this:

{
"metadata": {
"supportedSpeed": "TEN_GBPS,ONE_GBPS,TWENTY_FIVE_GBPS,DETECT_SFP",
"mediaType": "sfp",
"sfpType": "none",
"isBreakoutCapable": false,



"isSpTlitInterface": false,
"timestamp": 1692344434067,
"domain": {

"name": "Global",

"id": "e276abec-e0f2-11le3-8169- ks

"type": "Domain"
}
1,
"type": "Physicallnterface",
"name": "Ethernet2/2",
"portType": "DATA",
"adminState": "DISABLED",
"hardware": {
"flowControlSend": "OFF",
"fecMode": "AUTO",
"autoNegState": true,
"speed": "DETECT_SFP",
"duplex": "FULL"

}1
"LLDP": {
"transmit": false,
"receive": false
}1
"-i d" . WoededededededededededefedhededefedhededeedededeededefedededefedededefehsV

Configure Sub-Interfaces

To support management of sub-interfaces, these URL s have been introduced.
GET all sub interfaces:
[api/fmc_config/vl/domain/{ domainUUI D} /chassi 'fmcmanagedchassi s/{ containerUUI D} /subinterfaces

GET a specific sub interface by interface uuid:

[lapi/fmc_config/vl/domain/{ domainUUI D} /chassi s/fmcmanagedchassi s/{ containerUUI D} /subinterfaces/{ interfacel
POST anew sub interface:

[api/fmc_config/vl/domain/{ domainUUI D} /chassi 'fmcmanagedchassi s/{ containerUUI D} /subinterfaces

UPDATE interface by interface uuid :

[api/fmc_config/vl/domain/{ domainUUI D} /chassi s/fmcmanagedchassi s/{ containerUUI D} /subinterfaces/{ interfacel

DELETE asub interface by interface uuid:

[lapi/fmc_config/vl/domain/{ domainUUI D} /chassi s/fmcmanagedchassi s/{ containerUUI D} /subinterfaces/{ interfacel

Sub-interface model looks like this:;

"metadata": {
"isBreakoutCapable": false,
"isSpTlitInterface": false,



"timestamp": 1692536476265,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-FFHHkkkkkk
"type": "Domain"

}
1,
"type": "SubInterface",
"name": "Ethernetl/3.3",
"portType": "DATA",
"subIntfId": 3,
"parentInterface": {
"type": "Physicallnterface",
"id": "00505686-9A51-0ed3-0000- st
"name": "Ethernetl/3"

1,
"vlanId": 3,

"-i d" s M dedededededededede e de S de ek defe kNN v de NS fhhhn"

}

Configure Ether Channel Interfaces

To support management of etherchannel EtherChannel interfaces, these URL s have been introduced.

GET all etherchannel interfaces:

[api/fmc_config/vl/domain/{ domainUUI D} /chassi s/fmcmanagedchassi s/{ containerUUI D} /etherchannelinterfaces/{
GET a specific etherchannel interface by interface uuid:

[api/fmc_config/vl/domain/{ domainUUI D} /chassi s/fmcmanagedchassi s/{ containerUUI D} /etherchannelinterfaces/{
POST anew etherchannel interface:

[api/fmc_config/vl/domain/{ domainUUI D} /chassi s/fmcmanagedchassi s/{ containerUUI D} /etherchannelinterfaces
UPDATE interface by interface uuid :

[api/fmc_config/vl/domain/{ domainUUI D} /chassi s/fmcmanagedchassi s/{ containerUUI D} /etherchannelinterfaces/{
DELETE aetherchannel interface by interface uuid:

[api/fmc_config/vl/domain/{ domainUUI D} /chassi s/ffmcmanagedchassi s/{ containerUUI D} /etherchannelinterfaces/{

EtherChannel Interface model looks like this:

{
"metadata": {
"supportedSpeed": "HUNDRED_MBPS,TEN_MBPS,ONE_GBPS",
"timestamp": 1692536640172,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-* ki
"type": "Domain"

}
b,



"type": "EtherChannelInterface",
"name": "Port-channel45",
"portType": "DATA",
"etherChannelId": 45,
"selectedInterfaces": [

{
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-000Q- sk dkdxtt
"name": "Ethernetl/4"

1,

{
"type": "PhysicalInterface",
"id": "00505686-9A51-0ed3-0000Q- sk dkdxtt
"name": "Ethernetl/5"

}

1,

"TacpMode": "ON",
"TacpRate": "FAST",
"adminState": "DISABLED",
"hardware": {
"flowControlSend": "OFF",
"autoNegState": true,
"speed": "ONE_GBPS",
"duplex": "FULL"

1,

"LLDP": {
"transmit": true,
"receive": true

1,

"id": "00505686-9A51-0ed3-0000- % i ks
}

REST APIsBreak/Join Interfaces

To support the Breakout/Join of interfacesin 4200 Series, these URL s can be used:

GET:

[api/fmc_config/vl/domain/{ domainUUID} /chassi sfmcmanagedchassi s/{ containerUUI D} /chassisinterfaces/{ interf:
Evaluates the feasibility of break/join for an interface

POST:

[api/fmc_config/vl/domain/{ domainUUID}/chassi s/fmcmanagedchassi s/{ containerUUI D} /operational/breakoutinte
Breaks an interface

POST:

/api/fmc_config/vl/domain/{ domainUUI D} /chassi sfmcmanagedchassi s/{ containerUUI D} /operational /joi ninterface
Joins a set of broken interfaces

REST Flow for Interface Break

1. Find FMC managed chassis device (4200) using the fmcmanagedchassis endpoint.



GET /api/fmc_config/vl/domain/{ domainUUID}/chassis/fmcmanagedchassis

Returnsthe list of FMC managed chassis devices along with Multi Instance devices with the details like id,
name, model of each device. Choose the”’MULTIINSTANCE” devices.

Sample Response:

"id": "fcaa9cad-85e5-4bb0-b049-*Hkwkkkdkdwt
"type": "FMCManagedChassis",
"chassisName": "192.168.0.75",
"chassisMode": "MULTIINSTANCE",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22512/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
}
3

2. Check if the interface is breakout capable using interfaces/physicalinterfaces endpoint.
Breakout is possible only if “isBreakoutCapable” is true and mediaType is QSFP.
GET /api/fmc_config/vl/domain/{ domainUUID}/chassi s/fmcmanagedchassi s/{ containerUUI D} /interfaces

Sample Response:

{
"metadata": {
"supportedSpeed": "FORTY_GBPS,DETECT_SFP", >>>>>>>>>

"mediaType": "qsfp", >>>>>>>>>
"sfpType": "none",

"isBreakoutCapable": true, S>>>>>>>>
"breakoutFactor": "4", S>>>>>>>>

"isSpTlitInterface": false,
"timestamp": 1692344434067,
"domain": {

"name": "Global",
"id": "e276abec-e0f2-11e3-8169-* ki
"type": "Domain"

}
1,
"type": "PhysicalInterface",
"name": "Ethernet2/4",
"portType": "DATA",
"adminState": "DISABLED",
"hardware": {
"flowControlSend": "OFF",
"fecMode": "AUTO",
"autoNegState": true,
"speed": "DETECT_SFP",
"duplex": "FULL"
1,
"LLDP": {
"transmit": false,
"receive": false

b,



"id": "00505686-9A51-0ed3-0000- % i s
}

3. On the interface, evaluate feasibility of break operation using evaluateoperation endpoint.

GET
[api/fmc_config/vl/domain/{ domainUUID} /chassi sffmcmanagedchassi s/{ containerUUI D} /chassisinterfaces/{ interf:

If there are no warnings/errors in the response, user can perform break operation.

Sample Response:

linEs™: |

"aelf®: "httpa:f ul2cllplo-

vesuter.cisco. . com: L2002 apl/fme config/svl /domains el fhabec=a0fi=11ai=HlG4=
cd9edd4 9b625f fchassis/ fmemanagedchassis /1 9d96Teb=-afBl=4f2e=b311
B5ffeocef6dif/chassisinterfaces/00505686-662F-0ad3-0000-

DO4294969274 fevaluateoperation/ 00505608 6=062F=-0ad3=0000=0042949659274"

g r
"type": "ChassisInterface™,
i "00SUS6RG=-062F-Uedd=0000=0042 94969274 "

If there are errors in the response, user is not alowed to perform break operation:

{
"operationType": "BREAKOUT",
"interfaceUsages": [
{
"conflictType": "Interface usage on instance(s)",
"severity": "ERROR", >>>>>>>>>
"description": "Interface Ethernet2/4 can not be split. Remove it from instances [FTD1] and try a
}
] ’
"readinessState": "NOT_READY", >S>>>>>>>>
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
}!
"type": "ChassisInterface",
"id": "00505686-662F-0ed3-000Q- st
}

4. If the interface is breakout capable, and the readiness state is “READY”, break the interface using
breakoutinterfaces endpoint.

POST
/api/fmc_config/vl/domain/{ domainUUI D} /chassi sffmcmanagedchassis/{ containerUUI D} /operational /breakoutinte

Request:



"targetInterfaces": [
{
Mgty MR
"metadata": {
"type": "PhysicalInterface"
}

skt ad3-0000-004294969276"

}
1,

"type": "BreakoutInterface"

Response:

"id": "4294969716",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"taskType": "DEVICE_DEPLOYMENT",
"message": "Deployment status for ###iidddddddoddodoooooioikkkkkkssss . SUCCEEDED",
"status": "Interface notification received"

5. Track the task completion using the task id in break response. Set Task status to “Interface Notification
received.”

GET /api/fmc_config/vl/domain/{ domainUUID}/job/taskstatuses/{ objectld}

"metadata": {
"task": {
"id": "4294969699",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-
}
}
1,
"targetInterfaces": [
{
"id": "00505686-662F-0ed3-0000Q- kit
"type": "PhysicalInterface"
}
1,

"type": "BreakoutInterface"

"id": "4294969716",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169



1,

"taskType": "DEVICE_DEPLOYMENT",

"message": "Dep'loyment status for- Fededededededede e dededede e dede e dede e de b e de b e de b e de e e de e SUCCEEDED"’
"status": "Interface notification received"

6. Get the interfaces changes using chassisinterfaceevents endpoint.

GET /api/fmc_config/vl/domain/{ domainUUID}/chassis/
fmcmanagedchassi s/{ containerUUI D} /chassisinterfaceevents

Sample Response:

"change": "Interface is deleted",
"type": "Physicallnterface",
"state": "DISASSOCIATED",

"name": "Ethernet2/3"

3,

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/2"

3,

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/3"

3,

{
"change": "Interface is associated",
"type": "PhysicalInterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3/4"

}

7. If interface notification is not received, do sync device using chassisinterfaceevents endpoint and check
that there are pending changes.

POST /api/fmc_config/vl/domain/{ domainUUID}/devices/devicerecords/{ containerUUID}/
chassisinterfaceevents

Request:

{
"action": "SYNC_WITH_DEVICE"

}



Response:

{
"action": "SYNC_WITH_DEVICE",

"hasPendingChanges": true

}

8. Once the notification is received, accept the changes using chassisinterfaceevents endpoint.

POST /api/fmc_config/vl/domain/{ domainUUID}/devices/devicerecords/{ containerUUID}/
chassisinterfaceevents

Request:

{
"action":"ACCEPT_CHANGES"

}

9. Get all the chassis interfaces and find the split(broken) interfaces using interfaces endpoint.
GET /api/fmc_config/vl/domain/{ domainUUID}/chassi s/fmcmanagedchassi s/{ containerUUI D} /interfaces
One 40G interface, say eth2/2, is split into 4x10G interfaces — eth2/2/1, eth2/2/2, eth2/2/3 and eth2/2/4

REST Flow for Interface Join

1. Check if the interface is broken using interfaces/physicalinterfaces endpoint.
Join operation is possible only if “isSplitinterface” is true and mediaType is SFP

GET /api/fmc_config/vl/domain/{ domainUUID}/chassis/fmcmanagedchassi s/{ containerUUI D} /interfaces

{
"metadata": {
"supportedSpeed": "TEN_GBPS,DETECT_SFP",
"mediaType": "sfp",
"sfpType": "none",
"isBreakoutCapable": false,
"breakoutFactor": "4",
"isSplitInterface": true,
"timestamp": 1692541554935,
"domain": {
"name": "Global",
"id": "e276abec-e0f2-11e3-8169-#*HHdkdkdklt
"type": "Domain"
}
1,
"type": "PhysicalInterface",

"name": "Ethernet2/3/4",
"portType": "DATA",



"adminState": "DISABLED",

"LLDP": {

"transmit": false,
"receive": false

1,

"hardware": {
"flowControlSend": "OFF",
"speed": "DETECT_SFP",
"duplex": "FULL",
"fecMode": "AUTO",
"autoNegState": true

1,

"id": "00505686-662F-0ed3-00Q1 - ddwxt

2. Evaluate feasibility of Join operation using evaluateoperation endpoint on one of the four split interfaces.

GET /api/fmc_config/vl/domain/{ domainUUID}/chassis/fmcmanagedchassi s/{ containerUUID} /ch
assisinterfaces/{ interfaceUUI D} /eval uateoperation

« If there are no warningg/errors in the response, user can perform Join operation.

"operationType": "JOIN",
"readinessState": "READY",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"type": "ChassisInterface",
"-i d" . "00505686_662 F_Oed:'ﬁ'::“::'::“::'::“:z'ﬁ'::‘::‘::‘::‘::’::‘:7’::‘::‘::‘:"

* If there are errorsin the response, the user is not allowed to perform join operation.

"operationType": "JOIN",
"interfaceUsages": [
{
"conflictType": "Interface used in EtherChannel Configuration",
"severity": "ERROR",
"description": "Interface (Ethernet2/3/4) referred to in Ether Channel Interface (Port-channel32)
}
1,
"readinessState": "NOT_READY",
"Tinks": {
"self": "https://u32c01p06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"type": "ChassisInterface",
"id": "00505686-662F Q@ ke dedededededededede e

3. If the interface is broken, and the readiness state is“READY”, join the interface using joininterfaces



endpoint. Interface_uuid can be id of any of 4 broken interfaces.
POST/api/fmc_config/vl/domain/{ domainUUI D} /chassi s'fmcmanagedchassi s/{ containerUUID} /operational/joinint

Request:

{

"targetInterfaces": [
{
Midt: MEEEmmkdRRkkanstad3-0001-692539698200",
"type": "PhysicalInterface"
}
1,

"type": "JoinInterface"

}

Response:

{
"metadata": {
"task": {
"id": "4294970217",
"Tinks": {
"self": "<FMC_IP>/api/fmc_config/vl/domain/e27" ¥ ¥kikikiikiis*_8]169-6d9ed49b625f/job/taskstatus
}
}
1,
"targetInterfaces": [
{
Mgty MERRRRRRR Rt ad3-0001-692539698200",
"type": "PhysicalInterface"

”1d": "***************ed3_0001_692539698201",
"type": "PhysicalInterface"

”1d": "***************ed3_0001_692539698202",
"type": "PhysicalInterface"

Mty MRk k@ d3-0001-692539698203",
"type": "PhysicalInterface"
}
1,

"type": "JoinInterface"

4. Track the task completion using the task id in join response. Set Task status to “Interface Notification
received.”

GET /api/fmc_config/vl/domain/{ domainUUID}/job/taskstatuses/{ objectld}



Response:

"id": "4294970237",
"type": "TaskStatus",
"Tinks": {
"self": "https://u32c01lp06-vrouter.cisco.com:22542/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169
1,
"taskType": "SSP_EPM_OIR",
"message": "Deployment status for 19d967e6-xxxx-xxxx-xxxx-85ff6cef6d3f: SUCCEEDED",
"status": "Interface notification received"

5. Get the interfaces changes using chassisinterfaceevents endpoint.

GET
/api/fmc_config/vl/domain/{ domainUUID} /devices/devicerecords/{ containerUUI D} /chassisinterfaceevents
Response:
[
{
"change": "Interface is associated",

"type": "Physicallnterface",
"state": "ASSOCIATED",
"name": "Ethernet2/3"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/1"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/2"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/3"

3,

{
"change": "Interface is deleted",
"type": "PhysicalInterface",
"state": "DISASSOCIATED",
"name": "Ethernet2/3/4"

}



6. If interface notification is not received, do sync device using chassisinterfaceevents endpoint and check
that there are pending changes.

POST
/api/fmc_config/vl/domain/{ domainUUID} /devices/devicerecords/{ containerUUI D} /chassisinterfaceevents

Request:

{
"action":"SYNC_WITH_DEVICE"

}

Response:

{
"action":"SYNC_WITH_DEVICE",

"hasPendingChanges" :true

}

7. Once the notification is received, accept the changes using chassisinterfaceevents endpoint.

POST /api/fmc_config/vl/domain/{ domainUUID}/devices/devicerecords/{ containerUUID} /chassisinterfac
eevents

Request:

{
"action":"ACCEPT_CHANGES"

}

8. Get all the chassis interfaces and find the joined interfaces as well as the other interfaces using interfaces
endpoint.

GET /api/fmc_config/vl/domain/{ domainUUID}/chassi s/fmcmanagedchassi §/{ containerUUI D} /interfaces

Say Join was initiated on 10G interface say eth2/2/1, then a 40G interface eth2/2 is available in the response.
Sync Device REST APIs
To support the Sync of Network Module as well as Interfaces, these URL s have been introduced.

POST:

/api/fmc_config/vl/domain/{ domainUUID} /chass sffmcmanagedchassi s/{ containerUUI D} /chassisinterface
events

With Payload



{"action": "SYNC_WITH_DEVICE”"} - > Triggersthe Sync
{"action": " ACCEPT_CHANGES"} - > Accept the Changes
GET:

[api/fmc_config/vl/domain/{ domainUUID} /chass sffmcmanagedchassis/{ containerUUI D} /chassisinterface
events

Lists the generated changed events

Troubleshooting / Diagnostics

FXOS Logging

If registration fails, these FXOS CLIs can be used to check if sftunnel, sfipproxy processes are up.

firepower# connect local-mgmt

firepower-4215(local-mgmt)# show processes | include sftunnel grep: (standard input): binary file match
3323 root 20 0 80328 2024 1544 S 0.0 0.0 0:11.53 /opt/cisco/sftunnel/sfipproxy -d -f /etc/sf/sfipproxy.
22066 root 20 0 376880 7140 5944 S 0.0 0.0 0:41.18 /opt/cisco/sftunnel/sftunnel -d -f /etc/sf/sftunnel.

If using the terminal console for the CLI, ensure the output of show processes is not truncated by setting the
terminal width to an appropriate value using this CLI shown:

firepower-4215(local-mgmt)# terminal width 100

If the SFTunnel processis up and running, yet registration is failing, these commands can be used to find
any potential reason for failure.

Introduced new CLI in FXOS from connect local-mgmt to view syslog messagesin
/opt/cisco/platform/logs/sfmessages

firepower# connect local-mgmt

firepower(local-mgmt)# tail-mgmt-log sfmessages

<snip>

Dec 9 18:31:17 firepower Ipc [30483]: add ep: 1,0x5613aale2fe8 total
Dec 9 18:31:17 firepower Ipc [30483]: add ep: 1,0x5613aa0ec528 total 2

Dec 9 18:31:17 firepower Ipc [30483]: add ep: 1,0x5613aa0f5ea8 total 3

Dec 9 18:31:18 firepower SF-IMS[12621]: [12625] sftunneld:SYNC_PROC [INFO] Change 1in directory /var/sf/

1

FMC Logging

* |f deviceregistration fails, find usmsharedsvcs.log and vmssharedsvcs.log at thislocation and look for
the string "CHASSIS DISCOVERY” or “NATIVE _TO_MULTI_INSTANCE" to find the potential
cause of failure.



- Also, look in /var/log/action_queue.log and /var/sf/messages for SFTunnel issues.
- Ivar/lopt/CSCOpx/M DC/log/operation/usmsharedsvcs.log
Ivar/opt/CSCOpx/M DC/log/operation/vmssharedsvcs.log
* If chassis auto-registration fails, find usmsharedsvcs.log and vmssharedsvcs.log and look for the string
"CHASSIS DISCOVERY" and “NATIVE_TO_MULTI_INSTANCE" to find the potential cause of
failure.
« If instance auto-registration fails, find usmsharedsvcs.log and vmssharedsvcs.log and look for the
string "MI_FTD_INSTANCE_AUTO_REGISTRATION" to find the potential cause of failure.
* If thereis adeployment failure on the device, navigate to Deploy -> Deployment History -> Click
on thefailed deployment -> Open Transcript. Thisfile contains the reason for failure.

Chassis Troubleshoot

FMC supports generation of chassis troubleshoot (FPRM) from the device management page.

» Like FTD device, thereis atroubleshoot option available for chassis device which generates chassis
troubleshoot and allows user to download the troubleshoot bundlie from FMC.
» Thiscollects the "show tech-support form™ bundle from the chassis:

Mame eode! Wersion Chassis Licenses Aecoens Comrel Poscy Aart) BoaBach
Ungrouped (2)

ATVE_WA_chassiy Fiewwall 4215 Thiost Difonis

PR 150 ! LT A NIA

Dualate
Hawith Moritar

@ Wi nacanca_1 [SENTN Flewwall 4215 Trwuat Defonse 160 HiA Essentials, Mabwars (1 moeu...} I Troubleshoot Files I

Chassis troubleshooting options and generating:

Generate Troubleshoot Files - 4215_WA_chassis

This operation generates troubleshoot logs for Secure
Firewall 3100 chassis

This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks.

Please select the data to include:

FXOS Logs

Cancel | [EEEEAS

Chassis troubleshooting progress and download:



Deployments Upgrades 1 Health Tasks LAY | Show Pop-up Notifications )

) waiting 2 running 0 retrying 10 success 0 failures Filter

¥ Chassls

Generate Troubleshooting Files 11%
— GENErate troubleshooting files for 4215_WA_chassis
Remote status: Generating troubleshoot files.

Deployments Upgrades © Health Tasks ~ @ ) Show Pop-up Notifications
—
m 0 waiting 1 running 0 retrying 11 success 0 failures Filter
© Chassis
Generate Troubleshooting Files Im&7s X

Generate troubleshooting files for 4215_WA_chassis
—— ClICK 10 retrieve generated files,

Sample Problemswith Troubleshooting Walkthroughs

Auto-Registration of Chassis Failurein FMC

Problem: Auto Registration of Chassisisfailingin FMC.
Expected Result:

» Once Conversion starts from FMC, It is expected to be unregistered and auto-registered in FMC.
Actual Result:

» Chassis auto-registration failed
Troubleshooting the Problem

1. Check conversion:

» Ensure the conversion has been triggered on FMC.
* Log into the device and check if the device has been converted to container mode.
* Run the commands to seeif the device has been converted:

firepower# scope sys

firepower /system # show

Systems:

Name Mode Deploy Mode System IP Address System IPv6 Address

firepower Stand Alone Container 192.168.XxX.XX ::

2. Check device manager:

» Check if the device manager has been set properly:

firepower# show device-manager
Device manager:



Name: manager

Hostname: 10.10.xx.xx

NAT id: 3ab4bbla-d723-11ee-a694-89055XXXXXXX
Registration Status: Completed

Error Msg:

3. Logs to check:

3.1. Navigate to /var/opt/ CSCOpx/M DC/log/operation/vmssharedsvcs.log and
Ivar/opt/CSCOpx/M DC/log/operation/usmsharedsvcs.log

3.2. Search for the keywords”"NATIVE_TO_MI_CONVERSION" and ”CHASSIS DISCOVERY” in the
filesto find the reason for failure.

Auto-Registration of Instancein FMC
Problem: Auto Registration of Instance isfailing in FMC.
Expected Result:

* Once Instanceis provisioned from FMC, It is expected to be auto registered in FMC

Actua Result:

* |Instance auto registration failed
Troubleshooting the Problem

» Ensure deployment was triggered after instance creation.
- If deploy is not done, ensure to deploy the changes to the device.
- If thereis afailure in deployment, proceed to Deployment History -> Click on Transcript.
Check the reason for failure, fix and retry the deployment.

» Ensuretheinstanceisinstaled, and its operational state isonline. Y ou can use the summary page of
chassis to check the status of Instance provisioning.

Instances

Name bir_instance1 2 Instances Found
Operational state  online

List of online instances

© bir_instancel online 2 O 0

© bir_instance_2 online [FRR—" Actror () Ofine

Management 1P 192.168.1.88 CMEUICUEEEN
| Cores used

1 040 - Critical 1/1 - Warning 4
0/0 = Major /0 = Info Up 1
1 Dadicated
5/5 - Minor

0 Shared

* Check SFTunnel is up and running on the Instance FTD using this command:

ps -ef | grep -i "sftunnel”

 If SFTunnel isnot running, try to execute arestart command:



pmtool restartById sftunnel

» Navigate to /var/opt/CSCOpx/M DC/log/operation/vmssharedsvcs.log and
Ivar/opt/CSCOpx/M DC/log/operation/usmsharedsvcs.log

» Search for the keyword "MI_FTD_INSTANCE_AUTO_REGISTRATION" in thefile to find the
reason for failure.

Native Device Registration in FMC

Problem: Native Device Registration isfailing in FMC after converting the device back to native mode

* In case the user converts the Chassis(MI Mode) back to native mode but forgets to delete the Chassis
from the FMC, the device goes offline on the FMC.
* If the user triesto re-register this native device back to the FMC, the registration fails.

Troubleshooting the Problem
» Make sure the Chassis Entry has been deleted from the FM C before converting the device back to

native mode.
» Oncetheentry isdeleted, try re-registering the native deviceto FMC.

Useful References

» |nformation about shared interfaces:

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-def ense/use-case/multi -i nstance-sec-
fw/multi-i nstance-sec-fw.html#shared-interf ace-scal ability-WGUI EF

* 3100 Multi-Instance page on the Cisco support site:

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-def ense/use-case/multi-instance-sec-
fw/multi-i nstance-sec-fw.html

| nterface Options and High Availability

Interface Options


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html#shared-interface-scalability-WGUIEF
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/threat-defense/use-case/multi-instance-sec-fw/multi-instance-sec-fw.html
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L everaging the Dual M anagement | nterfaces

 Likethe 4200 in native mode, the two physical management ports are provided to support interface
redundancy for management traffic, or to support separate interfaces for management and eventing.
> The 9300 and 4100 devices, as well as the 4200 Series, have dual management interfaces. The
second management interface, Management 1/2, isintended for you to use for events.
* In multi-instance (aka*“ container”) mode, you can configure this interface at the Threat Defense CL |
in each instance. Assign an | P address on the same network for each instance.
* When in container mode, each FTD instance has both Management 1/1 and Management 1/2
interfaces automatically assigned to it.
- The second management interface is disabled by default.
- You cannot configure Management1/2 using FMC; you have to configure it through the FTD
CLISH (on the 9300/4100, which. by contrast, is done in the FXOS CL1). Use this command
with the desired | P address type, address, subnet, and static route:

configure network ipv4 manual 192.168.0.xx 255.255.255.0 192.168.0.1 managementl



