Migrate FDM to FMC Through FMT Using
Configuration.zip File

Contents

Introduction
Prerequisites
Reguirements
Components Used
Background Information

Considerations

Configuration
APl Requests - Postman

Eirewall Migration Tool

EMC Verification

Related Infor mation

| ntroduction

This document describes how to generate the configuration file.zip of a Secure Firewall Device Manager
(FDM) to be migrated to an FMC using FMT.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

+ Cisco Firewall Threat Defense (FTD)

+ Cisco Firewall Management Center (FMC)
+ Firewall Migration Tool (FMT)

+ Postman API Platform

Components Used

The information in this document is based on these software versions.
FTD 742

FMC7.4.2

FMT 7.7.0.1

Postman 11.50.0

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Background Information

* FDM can be migrated now to FMC in different ways. In this document, the scenario that is going to
be explored is the generation of the configuration .zip file using API requests and later upload of that
fileto FMT to migrate the configuration to FMC.

» The steps shown in this document start using Postman directly so, it is recommended that you have
Postman already installed. The PC or laptop you are going to use, must have access to FDM and
FMC, also FMT must beinstalled and running.

Consider ations

» Thisdocument is focused on the configuration .zip file generation more than in FMT use.

* FDM migration using configuration .zip file, is for non-live migrations and do not require
immediately a destination FTD.

War ning: Choosing this mode, allows to migrate only Access Control Policy (ACP), Network
Address Trandation Policy (NAT) and Objects. In regards the objects those must be used in an
ACP rule or NAT, to be migrated, otherwise those are ignored.



Configuration

API Requests - Postman

1. In Postman, create a new collection (in this scenario FDM API is used).
2. Click the 3 dots and after click Add request.

FA MyWorkspace

U

Collections
v FDM API

GET Generate APl Token

Add request
GET Generate Config file

Add folder
GeT Check Config Generation Task
GET List Config Files Run

GeT Download config zip
Share

Move

Fork

Rename
Duplicate

Delete

Postman - Collection Creation and Request Addition

3. Cdll this new request: Generate API Token. It is going to be created as a GET request, but at the time
you are executing this one, POST must be selected from the drop-down menu. In the text box next to
POST, introduce the next line https://<FDM | P ADD>/api/fdm/latest/fdm/token




Generate APl Token

https://172.18.87.226/api/fdm/latest/fdm/token

Postman - Token Reguest

4. In the Body tab, select raw option and introduce the credentials to access FTD (FDM) device using this
format.

{
"grant_type": "password",
"username’: " username”,

"password": ” password"

Generate APl Token

https://172.18.87.226//api/fdm/latest/fdm/token

Body

none form-data x-www-form-urlencoded | @® raw binary GraphQL

Postman - Token Request Body

5. Finally, click Send to get your Access Token. If everything isfine, you receive a 200 OK response. Make
acopy of the entire token (inside the double quotes) because it is going to be used in later steps.



Generate APl Token

https:/{172.18.87.226/api/fdm/flatest/fdm/token

Body

none form-data -www-form-urlencoded @ raw binary GraphQL

Postman - Token Successfully Generated

6. Repeat step 2, to create anew request, POST is going to be used again.

7. Cdl this new request: Generate Config File. It is going to be created as a GET request, but at the time you
are executing this one, POST must be selected from the drop-down menu. In the text box next to POST,
introduce the next line https://<FDM | P ADD>/api/fdm/latest/action/configexport

Generate Config file

https://172.18.87.226/api/fdm/latest/action/configexport

Postman - Generate Config File Request

8. In Authorization tab select Bearer Token as Auth Type in the drop down menu, and in the text box next
to Token paste the token copied in step 5.




Generate Config file

https:/ pi/fdm/latest/ v/configexport

Authorization

Token
Bearer Token

Postman - Generate Config File Request - Authorization

9. In Body tab, select raw option and introduce this information.

{

"type": "scheduleconfigexport”,
"configexportType": "FULL_EXPORT",

"doNotEncrypt": true

Generate Config file

https://172.18.87.226/api/fdm/latest/action/configexport

Body

form-data x-www-form-urlencoded @ raw binary

Postman - Generate Config File Request - Body

10. Finally, click Send. If everything isfine, you receive a 200 OK response.

GraphQL




Generate Config file

hitps:/172.18.87.226 [api/fdm/latest/a

Body

v=form-urlencoded @ raw binary GraphQL

This IP address is the
one that is connecting
to the FTD through the
requests.

Postman - Generate Config File Request - Output

11. Repeat step 2, to create anew request. GET is going to be used thistime.

12. Cdll this new request: Check Config Generation Task. It is going to be created asa GET request. Also,
the time you are executing thisone, GET must be selected from the drop-down menu. In the text box next to
GET, introduce the next line https.//<FDM | P ADD>/api/fdm/latest/jobs/configexportstatus

Check Config Generation Task

https://172.18.87.226/api/fdm/latest/jobs/configexportstatus

Postman - Check Config Export Status Reguest

13. In Authorization tab, select Bearer Token as Auth Type in the drop down menu, and in the text box
next to Token paste the token copied in step 5. Finally, click Send. If everything isfine, you receive a 200
OK response and in the JSON field, the task status and other details can be seen.



Check Config Generation Task y Share

https:/172.18.67.226/apiffd m/latestfjobs/configexportstatus

Autharization

Bearer Token

Body

{} JSON ~

Postman - Config Export Status Request - Authorization and Output

14. Repeat step 2, to create anew request, GET is going to be used this time.

15. Cadll this new request: List Config Files. It isgoing to be created asa GET request, also at the time you
are executing thisone, GET must be selected from the drop-down menu. In the text box next to GET,
introduce the next line https.//[<FDM | P ADD>/api/fdm/latest/action/configfiles

List Config Files

https://172.18.87.226/api/fdm/latest/action/configfiles

Postman - List Exported Config Files Request

16. In Authorization tab, select Bearer Token as Auth Type in the drop down menu, and in the text box
next to Token paste the token copied in step 5. Finally, click Send. If everything isfine, you receive a 200
OK response and in the JISON field, the list of the exported files is shown. The more recent oneislisted at
the bottom. Copy the latest file name (more recent date in the file name) because it is going to be used in the

last step.




List Config Files
httpsN72.18.87 22'5-':]IfI:l"-'ﬁl"ﬂ.-'h:'l'lE".'-'lI'J'C[I'Clﬂl'(:{:-ﬂll':_;flll."ﬂ
Authorization

Auth Type
TDKEI'I LR LR RS R E R R R R R R R R R R R R LN "I

Bearer Token

Body

{} JsON ~

Postman - List Exported Config Files Request - Authorization and Output

17. Repeat step 2, to create a new request, GET isgoing to be used thistime.

18. Call this new request: Download config zip. It is going to be created asa GET request, also at the time
you are executing thisone, GET must be selected from the drop-down menu. In the textbox next to GET,
introduce the next line, pasting at the end the file name you copied in step 16. https://<FDM |P
ADD>/api/fdm/latest/action/downloadconfigfile/<Exported_File name.zip >

Download config zip

https:/172.18.87.226/api/fdm/latest/action/downloadconfigfile/Exported-at-2025-06-16-19-33-342Z.

Postman - Download Config.zip File Request

19. In Authorization tab, select Bearer Token as Auth Type in the drop down menu, and in the text box
next to Token paste the token copied in step 5. Finally, click the down arrow next to Send and choose Send




and Download.

Download config zip

https:/72.18.87.226/api/fdmMatestfaction/downloadconfigfile/Exported-at G-16- 4z Send

Authorization ! 1 Send and Dov

Tl_lh.l.ll FERR RN RN R RN F RN R RN R ER R RN ER R

Bearer Token

Postman - Download Config.zip File Request - Authorization

20. If everything isfine, you receive a 200 OK response and a pop-up window is displayed asking for the
destination folder where the configuration.zip file is going to be saved. This .zip file can now be uploaded to
the Firewall Migration Tool.

Solect path to save file

Exported-at-2025-06-18-01-55-41

Postman - Download Config.zip File Request - Save

Firewall Migration Tool

21. Open Firewall Migration Tool and in the Select Source Configuration drop down menu, select Cisco
Secure Firewall Device Manager (7.2+) and click Start Migration.
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22. Check first Radio Button, Migrate Firewall Device Manager (Shared Configurations Only) and click

Continue.



How would you like to migrate from Firewall Device Manager : X

(i) Click on text below to got additional details on each of the migration options

[ (®) Migrate Firewall Device Manager (Shared Configurations Only) A J

= This option migrates shared configuration to FMC.

= This approach should be used to stage shared configuration to FMC. Maintenance window is not
required.

+ User can either upload a configuration bundle or provide FOM credentials to fetch details,

= Automated fetching of configuration is a preferred method.

Migrate Firewall Device Manager (Includes Device & Shared Configurations) >

Migrate Firewall Device Manager (Includes Device & Shared Configurations) to FTD Device [Mew
Hardware) b

Mot :
« Dovice configuration includes Interfaces, Routes and Site to Site VPN based features.
« Shared configuration includes Acecess control Policy, Remate Access VPN, NAT and Objects based features.

o
| Conlinudg
%, )

FMT - FDM Migration Shared Configurations Only

23. In the left panel (Manual Configuration Upload) click Upload.
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FMT - Upload Config.zip File

24. Select the exported zip config filein the folder you previously saved and click Open.
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FMT - Config.zip File Selection

25. If everything goes as expected, the Parsed Summary is shown. Also, in the down right corner a pop-up
can be seen informing FDM file was successfully uploaded. Click Next.
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FMT - Parsing Summary

26. Check the option that better suits to your environment (On-Prem FMC or Cd-FMC). In this scenario, an



On-Prem FMC is used. Typethe FMC I P address and click Connect. A new pop-up comes and asks for
FMC credentials, after entering this information, click L ogin.

[2mern]
= ~
FMC Login

----------

FMT - FMC Target log in

27. Next screen shows the target FM C and the features that are going to be migrated. Click Proceed.
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FMT - FMC Target - Feautres Selection

28. Once FMC Target is confirmed, click Start Conver sion button.
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FMT - Sarting Config Conversion




29. If everything goes as expected, a pop-up is shown in the down right corner informing that pushto FMT
database is complete. Click Next.
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FMT - Database Push Successfully Completed

30. Inthe next screen, you must manually create, or choose auto-create the security zones and interface
groups. In this scenario, auto-create is used.

Auto-Create
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FMT - Auto Creating Security Zones and Interface Groups



31. Once completed, the table shows in the 4th and 5th column, the Security Zone and Interface Group
respectively.
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FMT - Security Zones and I nterface Groups Successfully Created

32. Inthe next screen, you can optimize ACL or just validate ACP, Objects and NAT. Once done, click
Validate button.
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FMT - Optimize ACL - Validate Migration

33. Validation take couple minutes to be completed.
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FMT - Validation in Progress

34. Once done, FMT lets you know configuration has been successfully validated and next step is click
Push Configuration button.

Validation Status

Successfully Validated

Validation Summary (Pre-push)

Access Control List Lines Metwork Objects Access Control Policy
Objects

(Gero, Application, URL
objects and Intrusion Rule
Group)

Network Address
Translation

Push Configuration
FMT - Validation Succeeded - Push Configuration to FMC

35. Finally, click Proceed button.



X
The Step of final push to target FMC/FTD is subjected to zero,

limited or many push errors that largely depend on the success or
| failure of APl execution between migration tool and firewall
management center.

| Click on Proceed to continue.

Proceed ]

Recommendation: Please review the migration fallout report during
the course of final push stage to understand firewall configurations
that will not be migrated in addition to review the suggested actions
to be taken on target FMC for “Abort Migration®

FMT - Proceed With Config Push

36. If everything goes as expected, Migration succeeded notification is shown. FMT asksyou to log in to
FMC and deploy the migrated policy to FTD.



ool Firewall Migration Tool (Version 7.7)

Complete Migration
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FMT - Migration Succeeded Notification

FMC Verification
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37. After log into FMC, the ACP and NAT policies are shown as FTD-Mig. Now, you can proceed

deploying to the new FTD.
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FMC - NAT Policy Migrated

Related | nfor mation



e FMT - FDM Migration Guideto FMC
* FMT Release Notes



https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fdm/fdm-to-threat-defense-using-the-migraton-tool/m-fdm-managed-device-to-threat-defense-workflow.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/fp-migtool-release-notes.html

