Configurethe Passive I dentity Agent Using FMC
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| ntroduction

This document describes how to configure the passive identity agent Source which sends session data to
FMC

Prerequisites

Requirements

Cisco Secure Firewall Management Center running version 7.6+

Cisco Secure Firewall running version 7.6+

Windows Active Directory server, the server must run Windows Server 2008 or |ater.
Y ou must enable Snort 3 on the Secure Firewall Threat Defense devices.

Components Used

The information in this document is based on these software and hardware versions:

 Cisco Secure Firewall Management Center 7.6.5
» Cisco Secure Firewall 7.6.5



» Microsoft Active Directory running on Windows Server 2022.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configurations
Before configuring the agent, please complete the AD and FMC integration.

Configuring a Passive | dentity Agent Source

In the FMC Ul, navigate tol ntegration > Other I ntegrations > I dentity Sour ces, click Passive | dentity
Agent. If the Cisco Secure Dynamic Attributes Connector has not been enabled yet, you are prompted to do
so by clicking Enable CSDAC.

abal.  Firewall Management Center

CISCO  |ntegration [ Other Integrations | ldentity Sources:

A Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
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Overview Configure Identity Sources

Il
Analysis Service Type:

Mone Identity Services Engine 1:._',' Passive Identity Agent

-}

Policies 2

ﬂ You must enable the Clsco Secure Dynamic Attributes Connector (CSDAC) for this to work. Do you want 1o proceed? [ Enable CSDAC

Passive |dentity Agent

Click theEnablebutton to enable the CSDAC.



Enable Cisco Secure Dynamic ®
Attributes Connector?

This identity source requires CSDAC to be enabled. Doing so can take about
15 minutes.

Enable CSDAC

This step takes approximately 10 minutes. Once the CSDAC is properly enabled, click theDonebutton to
proceed.



Enabling Dynamic Attributes Connector

° Dynamic Attributes Connector enabled successfully

@ Preparing Docker.

Done

®

@ Verifying images.

Done

@ Downloading connector images.

Done

A Downloading Core images.

Done with warnings

@ Using local images.

Done

@ Bringing up Core services.

Done

® Bringing up API service.

Done

CSDAC Enabled

Click theCreate Agentbutton.
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Create agent

Define aname for the agent, select theStandaloneoption, and associate it with the appropriateDomain
Controllercreated in the previous task.



Configure Agent ®

Name *
‘ LAB-Agent \ ]

Description

Role D

() primary () Secondary |© Standalone

Learn more about the agent role.

Domain Controller *

‘ 10.62.113.247 X \ Q) v] +

Agent will monitor this domain controller.

Important:
This agent will be created and assigned to the selected domain controller. Install
it on the domain controller (or on its member machine) to start the tracking.

Configure agent

Click theSavebutton.



ahape  Firewall Management Center
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ﬂ Your changes will be effective after you save Passive Identity Agent as the identity Source.,

Devices

Objects
g Domain Controliers Manitering Agents Hestname © Connection Status <~ @

3

Intagration

Save the configuration

The result.

Depioy CI(EI & @ Global | admin

o~ Cloud Services Realms Identity Sources High Availability eStreamer Hast Input Client Smart Software Manager On-Prem

Overview Configure Identity Sources
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Analysis Service Type:

) None _' Identity Services Engine fl\l Passive Identity Agent
]

Policies

Q) Sear Create Agent

Devices Domain Controllers Monitering Agents Hostname @ Connection Status <~ @

Objects
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Integration

Verify the status

Note: The passive identity agent indicates status using lines, amber means that the agent has never
successfully communicated with the Secure Firewall Management Center. A newly created agent
line is amber and remains so until configuration is complete.

Creating a Passive | dentity Agent User on the Secure Firewall Management Center

Create a Secure Firewall Management Center user with sufficient permissions to communicate with



the passive identity agent. This user has limited privileges to perform other tasks; the user is expected only
to enable communication with the passive identity agent.

Inthe FMC Ul, navigate toSystem > User sand clickCreate User. Fill in the user details according to the
task requirements.

User Configuration

User Name “ passiveidentity

F N

Real Name {

Email Address [

r

Authentication [ | Use External Authentication Method

Password ssssssses ]
Confirm Password | essssesss
Maximum Number of Failed Logins | 5 (0 = Unlimited)
e
Minimum Password Length 8
e
Days Until Password Expiration 0 (0 = Unlimited)
—
e §
Days Before Password Expiration Warning 0
| —

[:] Force Password Reset on Login
Options [:] Check Password Strength
E] Exempt from Browser Session Timeout

Create user

Assign thePassive | dentity Userrole only. Click theSavebutton.



User Role Configuration

Administrator

External Database User (Read Only)
Security Analyst

Security Analyst (Read Only)
Security Approver

Default User Roles intrusion Adr'nin
Access Admin
Network Admin
Maintenance User
Discovery Admin

Threat Intelligence Director (TID) User

O@OCO0000000000

Passive Identity User

Custom User Roles REST VDI

select the passive identity user

Install and Configure the Passive | dentity Agent software

Install and configure the Passive Identity Agent software on the designated Domain Controller.

Download the passive identity agent from software.cisco.com.



https://software.cisco.com/download/home/286324333/type/286271057/release/Passive%20Identity%20Agt

Software Download

Downleads Home [/ Security f Firewalls / Firewall Management / Secure Firewall Management Center / Firepower Management Center 1600 / Firepower System Tools and APIs- Passive Identity Agt

(U searen.. ) Firepower Management Center 1600
( Expandan | Eoliapse At )] Release Passive |dentity Agt Related Links and Documentation
= A My Notifications Release Motes for P'ass?w: Identity Agt
Latest Release w Release Motes for Passive identity Agt 1.0
T3Agem=t-4-1 File Information Release Date Size
Qualys Connector 1.0 Installer for the Cisco Passive ldentity Agent 16-Sep-2024 1.59 MB i U i
CiscoPassiveldentity Agentinstaller-1.0.msi
Ewvent Streamer SDK Advisories [
All Release hd Installer for the Cisco Passive Identity Agent 11-Mar-2025 2.6 MB LTS |
CiscoPassiveldentityAgentinstaller-1.1.msi

Qualys Connector p Advisories []

Passive Identity Agt >

Event Streamer >

TsAgent >
download the software
After downloading the agent, begin the installation process on the domain controller.
: AR = | Downloads
Home Share View

— v 4 & > ThisPC > Downloads v 0
~
Name Date modified Type Size
s Quick access
i!l CiscoPassiveldentityAgentinstaller-1.1.1 04-06-2026 06:28 Windows Installer ... 2,276 KB

[ Desktop +
w‘ Downloads »
I‘:E] Documents b

==/ Pictures +

Cisco Passive Identi
[ This PC

g Network

agent

Refer to the provided install ation instructions to complete the setup.




ﬁ Cisco Passive |dentity Agent Setup — X

Welcome to the Cisco Passive Identity
Agent Setup Wizard

The Setup Wizard will install Cisco Passive Identity Agent on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Back MNext || Cancel

Install

Oncetheinstalation is complete, open the Passive | dentity Agent softwar e and enter the required
information as specified in the task requirements. Click the Test button to verify connectivity with the
FMC.



44 Cisco Passive Identity Agent 1.1.0-1 — X

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration

BN o |

Prmary FMC FQDN / IP address Port

10.62.184.97 © 1443
FMC FUDN or IP address and Port of the FMC

Usemame Password

passiveidentity | sesssesee h Username/Password

- T e o P o e created in previous task

O ot C

Q Search

Agent DCs (Domain Controllers)
LAB-Agent 10.62.113.247

You need to select Agent-DCs pair to be able to save
corfiguration

Test €= Click here to test the connectivity

| have Secondary FMC -

configure the agent.

After successfully testing the connectivity, click theSavebutton.



4 Cisco Passive Identity Agent 1.1.0-1 - P

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration

=

Primary FMC FQDN / IP address Port

10.62.184 97 © 1443
FMC FQDN or IP address and Port of the FMC

Usemame Password

passiveidentity sesssenee o

The credentials for the connection (Primary or Secondary)

Agent
Q, Search
Agent DCs (Domain Controllers)
LAB-Agent 10.62.113.247

You need to select Agent-DCs pair to be able to save
configuration

test

Click theOK button to complete the agent configuration.



&" Passive Identity Agent — X

Secure Firewall Management Center @

Enter the fully qualfied domain name or |P address of the Secure Management
Center this agent communicates with.

Configuration
Primary FMC FQDN 10.62.184.97
/ |P Address:
Port: 443
Usemame: passiveidently
Passwod:
Agent Name: LAB-Agent

Agent Domain Controllers: 10.62.113.247

Edit..

ok |

agent isrunning

In the FMC Ul, navigate tol ntegration > Other Integrations > Identity Sour ces > Passive | dentity
Agent. Confirm that the Passive Identity Agent displays a green status.



Firewall Management Center
Integration J Other Integrations |/ Id.niily Sources

st

cISCo

Cloud Services Realms Identity Sources: High Availability eStreamer Host Input Client

Overview Configure Identity Sources

Analysis Service Type:

() None () identity Services Engine '9 Passive Identity Agent

L]

Policies

Aioas Domain Controllers

Maonitoring Agents Hostname @

Smart Software Manager On-Prem

Create Agent

Connection Status =~ @

Objects

10.62.113.247 LAB-Agant (standalone Mot Applicable

3

Integration

verify the communication from fmc

Configure Identity Policies

Create an Identity Policy based on the table provided.

Policy Name Rule NameAuthentication Realm|Remaining settings

LAB-Identity-Policy|Rulel LAB-Ream Leave as default

In the FMC Ul, navigate toPolicies > Access Control > | dentity. Click theNew Policybutton.

el
(41141

Firewall Management Center
Pod trod [ kdentity

e
e Identity Policy Domain Status

Last Modified

Analysis

ated, Add a new policy

L]
Policies

Devices

Objects

-

Integration

new policy

Enter the policy name according to the task requirements.



New Ildentity policy @

Name

l L AB-Identity-Policy

Description

Cancel

new policy

Click theAdd Rulebutton.

alali,  Firewall Management Center Daoio (8) & (5) admin -
€I5E0  policies [ Access Control | Identity Policy Editor vy D @ ©
. LAB-Identity-Policy
Home: Enter Description CLick here
= Rules  Active Authentication  Identity Source:
Overview p
+ Add Category + Add Rule i Search Rules ®
nl
Analysis " Source Source Dast NT: Source Auth
Hame Zones Dast Zones Networks Metworks VLAN Tags Ports DestPorts  Realm Action Protocel
2, Administrator Rules
=]
Policies
Standard Rules
Devices
Root Rules
*
Ohbjects
s
Integration




createrule

Navigate to theRealm & Settingstab and select theAuthentication Realmbased on the task requirements.

Finally, click theAddbutton.

Add Rule

Name Insert )

[ Rulel Enabled | into Category v Standard Rules v
Actien

Realm: LAE-Realm (AD)

(¥}

[ Passive Authentication

Zones Networks VLAN Tags Ports
Authentication Realm *
[ LAB-Realm (AD) v ] 2

[ Use active authentication if passive or VPN identity cannot be established

@

1

Realm & Settings

Cancel

Realm setting

Click theSavebutton.

s Firewall Management Center

Identity Policy Editor

save the config

Configure Access Control Policies

o LAB-Identity-Pelicy Yird Fuets ersareeed Change:
Home Eota Dancdonta
- Mules  Active Authertication  |demtity Source
Overview
+ el Category + Add Rube Search Fues
bl
b #  Mame SourceZones  DestZoner Source Matworks  Dst Metworks  VLAN Tags Source Porty Cent Ports Reaien Astion Auth Protocst
2 Aebministrator Rubes
e
‘Standard Rules
Bics 1 Fuel LAB-Reaim (AD)  Passhve Muthentication
oot Bules
.
Objocts
Integration

Link the Identity Policy to the Access Control Policy and create an Access Policy Rule with the attributes:



Attribute name Value

Rule name Rulel
Action Allow
Source Zone Inside
Destination Zone Outside
Source Networks 10.10.10.0/24

Destination Networks 10.48.62.98/32

Service Dest Port TCP 80 (HTTP)
Users LAB-Realm/GROUP1
Logging At the End of Connection

Step 1. Link the I dentity Policy to the Access Control Policy

In the FM C Ul, navigate toPolicies > Access Control > Access Control. Click theEditbutton for your
policy.

ment Center

Access Control Policy Last Modified Status i

Aeess Control Paficr 1 2025-06-06 08:04:31 Targeting 1 device
Access Lontrol Pofloy Modified by “admir

-}
Policies

Click here

Devices

.

Objects

3

Iintegration

Edit policy

Navigate to thel dentitysection and link the I dentity Policy created in the previous task.



Overview

hl
Analysis

=]
Palicies

Devices

Objects

3

Integration

&, Return to Access Control Policy Managemant

w' Access Control Policy 1 & Click here

+ @ Prefilter Rules + (_) Decryption -+ @ Security Intolligence -+ () ldentity -+ @ Access Control O More

7| a
Harme Action
Zones
Mandatory Lile
dd Rule Add Categary
Detault (No rules)
Add Rule Add Categary

add identity policy

Click theApplybutton

Step 2. Create the Access Control Rule.

sl
€Isco

Firewall Management Center

Pollcy Editor

Idantity Policy &

Identity Policy

[B Analyze -

Targeted: 1 device

m Add Category ]

»

LAB-Identity-Policy Edit”

Overview

ul
Analysis

o,
Policies

Devices

Objects

&

Integration

-, Return to Aceess Control Palicy Management

Access Control Policy 1 ¢

—
Yau haw ges | @ Analyze ~ | | Discard m
—
-+ @ PrefiterRules + () Decryption + @ Securityinteligence -+ @ Identity + @ Access Contral @ More Tangeted: 1 device
2 mi Add Category
Source Destination
Hame Action Applications
Zones Networks Zones Networks Ports

Mandatory (4o rules

Add Rule Add Category

Default [(No rules)

Add Rule Add Category

create ACP

Enter the details according to the task requirements, and most importantly, under theUser stab,
addGROUP1fromL AB-Realm.



Mame | Rutel

Insart [nl.u [Powm— 1
Q Zonas (2) Metworks: (2) Ports (1) Applications Usavrs (2)
Q Seanch Users |

Realms: Showing 2 Selected 1

=)

] Special kerites

Comemants =~

Cloar Selections Selecied 1| Total 1

4[] usen

Action [J-lk-w

W Intrusion Policy | None v

URLs Dynamic Attributes VLAN Tags

w] @ Loegging OFF B, Time Range | Nona v]

@

Rule Enatied (f0)

B File Policy | Mome w

Selected Sources: 2 [ Selected Destinations and Appiications: 3 Q
Collapse All Rameve Al Collapss All v AN
ZONE| | - 1 Object ZonE |~ 1 Object

Js inside ¥ outsid
o Insid & 3
MET | v 1Oblect MET | |  10Cbject

FoRT |+ 100ject

coce (omramaraaronr | (20

add usersintherule

Enable logging for the rule by selectingL og at end of connection.

Ingert .|r\'.DMard:|bury -

Q Zones (2) Notworks (2)

Posts (1) Appscations Usors (2)

l Q) Search Users

Rtaims: Showing 2 Sedected 1
& €D LaB-Realm

[ = Special igentities.

Commants ~

Users: Total 1
1 GROUP Lisar Group,

4 [ usen juser

Action [a Allow

W Intrugion Policy | Mor

URLs Dynamic Attributes VLAN Tags

Sedected Sources: 3

Collapse AN
TOME | = 10bject
s

NET | = 1:0bject

UsEE |+ 1Graup

v @ Lloogen ON W TimeRange [ .
Logging Swttings for ke

Log at beginning of connection

B Log at end of connection

@

w] e Erabled f0)

B File Palicy | Mon -

ons and Applications: 3 Q

Send Connection Events to:

Firgwall Management Canter Kt

O] sysiop server
TUlsing defaust Fraiog configuration it Access Controf Logging)

» Show overrides sl

w100 ) SHMP trap

sl

-

Remove All

enable logging

Step 3. Enable logging for the Default Action.

Click thesettingsicon to modify theDefault Actionlogging settings.




Default Logging and Inspection

| Log at beginning of connection

Send Connection Events to:
Firewall Management Center

C] Syslog server

(Using default syslog configuration in Access Control Logging)

> Show overrides

(] SNMP trap

Default Action Variable Set

Discard ‘

Enable logging

SaveandDeploythe configuration on the FTD.
Verification

Verify the Passive |dentity operation by confirming that traffic is allowed exclusively for ftd.

Log in to the domain user from the user machine.



Other user

Sign in to: GAMES

How do | sign in to another domain?

user login

After auser successfully logsin, verify from FMC under Analysis> user >active session to view the active
user detail.

T
(=1 ) all 2 o1
Login Time RealmiUsemame Last Seon Auhentication Tvey Currgnt IP Eaalm Usernams Elrst Hame
9 13:18:09 Directory'ftd 2026-06-19 13:18:10 Passive Authentication 10.197.200.13 Directory fid frd
9 12:53:48 Directory\administrator 2026 9125348 Passive Authentication 10.197.200.8 Directary administrator

Active sessions

After initiating some traffic verification from the connection events, see the user details in the connection



events.

Connection Events (switch workfiow)

Mo Search Constraints (Ecit Search)
Cannections with Apphcation Details Table View of Cannéction Events
R e o ey
Jump 6.
stk — Moas | towns WwoPx U s posont®s I, s Socumy | Samyy | STOONO | bemrssenpeni 85
Category Zone Zone

e L

e L

i 4

- 4

Active sessions

Troubleshooting

Checking Agent L ogs

On the Windows machine hosting the Agent, open Task Manager and verify that the background
processCiscoPassivel dentityAgentSer vicels running.

Expanding

Application
Prosocal



1"y Task Manager - . X
File Options View
Processes Performance Users Details Services

~

2% 27%

Name Status CPU Memory
1%y Task Manager 0% 244 MB

' Windows Explorer 0% 37.3MB

o, Server Manager 0% 341 MB

Background processes (32)

[a5] Distributed File System Replicati... 0% 8.3 MB

v [#F CiscoPassiveldentityAgentServi... 0% 154 MB

“.. Cisco Passive ldentity Agent

> Microsoft.ActiveDirectory.WebS... h% 16.8 MB
[m7 Runtime Broker 0% 1.2 MB

[#5] COM Surrogate 0% 2.1 MB

¢~ Microsoft Distributed Transactio... 0% 2.3 MB

[#] Microsoft Network Realtime Ins... 0% 34MB

= Spooler SubSystem App 0% 13.0 MB

[85] Usermode Font Driver Host 0% 1.0 MB

Fewer details End task

Running task

Agent logs can be found in the CiscoPassivel dentityAgent files, located by default at: "C:\Program Files
(x86)\Cisco\Cisco Passive I dentity Agent\" .



| 4 + | Cisco Passive |dentity Agent

Home Share View
&« v » ThisPC » Local Disk (C:) » Program Files (x86) » Cisco » Cisco Passive Identity Agent v &
Name Date modified Type Size
# Quick access
B Deskt » [ CiscoPassiveldentityAgent 31-03-2026 06:11 Application 1,303 KB
eskto —
. || CiscoPassiveldentityAgent I 01-07-2026 11:41 Text Document 2,686 KB
¥ Downloads  # | ] CiscoPassiveldentityAgent.log. 1 01-07-202604:34  1File 10,241 KB
% Documents #* |7 CiscoPassiveldentityAgent.log.2 28-06-2026 05:34 2 File 10,241 KB
=] Pictures # | CiscoPassiveldentityAgent.log.3 27-06-2026 02:11 3 File 10,241 KB
Cisco Passive Identi | | CiscoPassiveldentityAgent.log.4 25-06-2026 22:43 4 File 10,241 KB
pp— u CiscoPassiveldentityAgent.log.5 24-06-2026 19:13 5 File 10,241 KB
= Ths Pc [ CiscoPassiveldentityAgentService 31-03-2026 06:11 Application 127 KB
g Network |:] CiscoPassiveldentityAgentService.exe.co...  31-03-2026 06:00 CONFIG File 2KB
|%] logdnet.dll 25-07-2022 01:40 Application extens... 264 KB
= logdnet 25-07-2022 01:40 XML Document 1,512 KB
agent

By default, the Agent logs are set to thel NFOlevel. To enable DEBUG level logging, modify
theCiscoPassivel dentityAgent Ser vice.exe.configfile and set the logging level to eitherALL orDEBUG.

| | = | Cisco Passive Identity Agent

agent config

Home Share View
— v » ThisPC » Local Disk (C:) » Program Files (x86) » Cisco » Cisco Passive |dentity Agent v O
Name Date modified Type Size
# Quick access
[ CiscoPassiveldentityAgent 31-03-2026 06:11 Application 1,303 KB
I Desktop - - ) _
|| CiscoPassiveldentityAgent 01-07-2026 11:43 Text Document 2,699 KB
_‘ Dowioeh ‘ 0 CiscoPassiveldentityAgent.log.1 01-07-2026 04:34 1File 10,241 KB
& Documents * | ] CiscoPassiveldentityAgent.log.2 28-06-2026 05:34 2File 10,241 KB
=] Pictures # | CiscoPassiveldentityAgent.log.3 27-06-2026 02:11 3 File 10,241 KB
Cisco Passive Identi u CiscoPassiveldentityAgent.log.4 25-06-2026 22:43 4 File 10,241 KB
0 CiscoPassiveldentityAgent.log.5 24-06-2026 19:13 5 File 10,241 KB
3 This PC . . . . - -
— [#7] CiscoPassiveldentityAgentService 31-03-2026 06:11 Application 127KB
@ Network | | ] CiscoPassiveldentityAgentService.exe.config 31-03-2026 06:00 CONFIG File 2KB
%] logdnet.dll 25-07-2022 01:40 Application extens... 264 KB
= logdnet 25-07-2022 01:40 XML Document 1,512 KB



---- | CiscoPassiveldentityAgentService.exe - Notepad - - 8

File Edit Format View Help
k?xml version="1.8" encoding="utf-8"2>
<configuration>
<configSections>
<section name="logdnet" type="logdnet.Config.lLogdNetConfigurationSectionHandler, logdne
</configSections>
<logdnet>
<root>
<level values"INFO"|/>
<!-- Logging Cevels: OFF, FATAL, ERROR, WARN, INFO, DEBUG, ALL -->
<appender-ref ref="RollingFileAppender” />
</root>
<appender name="RollingFileAppender"” type="logé4net.Appender.RollingFileAppender">
<file value="CiscoPassiveldentityAgent.log"” />
<appendToFile value="true" />
<rollingStyle value="Size" />
<maxSizeRollBackups value="5" />
<maximumFileSize value="10MB" />
<staticlogFileName value="true" />
<layout type="logdnet.layout.PatternLayout”>
<conversionPattern value="%date ¥level - %message%newline" />
</layout>
</appender>
</logdnet>

¢cstartuns

info log

Checking Agent Logs — Fetch Agent Configuration.

INFO Rest Client, Bulk Events: [f"domain":"games.cisco.com”, "srclpAddress’: "X.X. X. X", "user": "fdm",
"timestamp": "2026-07-01T19

INFO Rest Client, Mapping Status. OK

INFO Rest Client, REST post successful for userBatch fdm, latency = O, current DC TIME in UTC:
07/01/2026 19:47:34 USER logged at

INFO Rest Client, Requesting agent configuration

FMC Logs

Run this command to seeif the user-to-1P mapping has been received from the agent.



root@firepowerl23:/var/sf/user_enforcement# user_map_query.pl —u fdm
Current Time: 07/01/2026 11:36:03 UTC

Getting information on username(s)...

Uggr #1: fdm

ID: 10
Last Seen: Unknown
for_policy: 1

| Database

No IP Addresses

##) Group Name (ID)

1) Domain Users (18)

2) Users (48)
root@firepowerl23:/var/sf/user_enforcement#

fmc output

If the previous command does not show any mapping, collect these logs and contact Cisco TAC.

Thisisalist of relevant logs for the FMC API. Thepigtail log encompasses all of them.

Ivar/log/auth-daemon.log
Ivar/log/messages
Ivar/log/process_stdout.log
Ivar/log/process _stderr.log



