Configure FM C Domain User Access and Role

| ssue

This document describes how to configure different user permissions for multiple usersin FMC across Global and s
domains.

Environment

Cisco Secure Firewall Management Center (FMC) - 7.6.4 (applicable to all FMCs)
Multi-domain deployment with Global domain and sub-domains

Multiple FTD devices assigned to different sub-domains

Multiple users requiring different permission levels

Resolution

This document resolves how to configure different user permissions for multiple usersin FMC across Global and su
domains, with the ability to restrict access between domains and limit Global domain access for specific users. Ciscc

Create User and Domain Access Behavior

The FMC user management system operates differently based on where users are created:

Users Created in Sub-domains

» Users created directly in a sub-domain are only visible within the specific domain:
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» These users must log in using the domain specification format: subdomain\user name.

» Accessisautomatically restricted to the domain where the user was created:
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» Custom roles created in the sub-domain apply only to that domain.

UsersCreated in Global Domain:

» Users created from the Global domain can log in with just their username, even if their roles are only in sub-
domains.

¢ These usersremain visible in the Global domain user list:

inline_image_3.png

* Role assignments can be made for any descendant domain:



- Firewall lManagemeﬂtCeﬂ:er = - - —

s a External Authestication

T R R R B R R R R

'
“

» Access can be restricted to specific sub-domains through role assignment:

User Role Configuration

Domain

Gilobal
Global
Global \ Sub-domain

Global \ Sub-domain2

FYTEITE | EATANESSS | RS THAS § e
Security Analyst
Domain Security Analyst (Read Only)
Security Approver
Intrusion Admin
Access Admin
MNetwork Admin
Maintenance User
Discovery Admin

Threat Inteligence Director (TID) User

Cance Save




inline_image 5.png

Configuration Stepsfor Sub-domain User Restriction

» Navigate to the specific sub-domain where access must
be restricted and create the user account under System / Users.
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» Create custom roles within the sub-
domain under System / User Roles. Custom user roles created in a sub-
domain are only available within that domain and cannot be accessed from other domains.
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» Assign the custom role to the user. The user inherits
permissions only for the domain where both the user and role were created.

User Configuration
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» User login format for sub-domain users. Users created in sub-domains must use this login format:

Username: Sub-domain\username

Password: [user password]
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Configuration Stepsfor Global Domain Userswith Sub-domain Restrictions

» Create the user in the Global domain under System / Users. Use an administrative account with Global domair
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» Assign roles only for specific sub-
domains under System / Users. In the user configuration, assign roles exclusively for the target sub-
domain(s) without providing any Global domain permissions.
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» These users can log in with their username only, without domain specification:

Username: username

Password: [user password]
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» The user only has access to the sub-
domains where roles were specifically assigned, with no access to Global domain or other sub-
domains.
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Role Assignment Flexibility

Users can have different privilegesin each domain:

» Read-only privilegesin the Global domain with Administrator privilegesin a descendant domain
* No Global domain access with full administrator permissionsin specific sub-domains

 Policy Editor permissions in one sub-domain with no access to other sub-domains

External User Considerations

For external users (LDAP or RADIUS authentication):

If user roles are assigned through group membership or user attributes, minimum access rights cannot be remc

Additional rights can be assigned a greater scope than the default user role.

External authentication objects are only available in the domain where they are created.

Individual user permissions must be configured at a greater scope than
the Default User role for proper restriction.

Limitations and Consider ations

Custom user roles created in ancestor domains cannot be edited from descendant domains.

Shell Authentication is only available in Global domain, not in sub-domains.

User preferences and dashboard settings apply to all domains where the account has access.

Permission modifications for usersis configured individually and not in groups or in bulk methods.

Cause

The requirement stems from the need to implement granular access control in multi-
domain FM C deployments where users require varying levels of accessto Global and sub-
domains, with specific restrictions between domains to maintain security boundaries.
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