Migrate ASA to Firepower Threat Defense (FTD)
Using FMT
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| ntroduction

This document describes the procedure to migrate Cisco Adaptive Security Appliance (ASA) to Cisco
Firepower Threat Device .

Prerequisites

Requirements

Cisco recommends that you have knowledge of Cisco Firewall Threat Defense (FTD) and Adaptive Security
Appliance (ASA).

Components Used

The information in this document is based on these software and hardware versions:

* Mac OS with Firepower Migration Tool (FMT) v7.0.1
» Adaptive Security Appliance (ASA) v9.16(1)

» Secure Firewall Management Center (FMCv) v7.4.2

» Secure Firewall Threat Defense Virtual (FTDv) v7.4.1

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Overview

Specific requirements for this document include:

 Cisco Adaptive Security Appliance (ASA) Version 8.4 or later
e Secure Firewall Management Center (FMCv) Version 6.2.3 or later

The Firewall Migration Tool supportsthislist of devices:

* Cisco ASA (8.4+)

Cisco ASA (9.2.2+) with FPS

Cisco Secure Firewall Device Manager (7.2+)
Check Point (r75-r77)

Check Point (r80)

Fortinet (5.0+)

« » Palo Alto Networks (6.1+)

Background I nformation

Before you migrate your ASA configuration, execute these activities:

Obtain the ASA Configuration File

To migrate an ASA device, use the show running-config for single context, or show tech-support for
multi-context mode to obtain the configuration, save it asa.cfg or .txt file, and transfer it to the computer
with the Secure Firewall migration tool.

Export PK1 Certificatefrom ASA and Import into Management Center

Use this command to export the PKI certificate through the CLI from the source ASA config with the keys
to aPKCS12 file:

ASA(config)#crypto ca export <trust-point-name> pkcsl2 <passphrase>

Then, import the PK1 certificate into a management center (Object Management PK1 Objects). For more
information, see PK| Objectsin the Firepower Management Center Configuration Guide.

Retrieve AnyConnect Packages and Profiles

AnyConnect profiles are optional and can be uploaded through the management center or Secure Firewall
migration tool.

Use this command to copy the required package from the source ASA to an FTP or TFTP server:
Copy <sour cefilelocation:/sour ce file name> <destination>

ASA# copy disk0:/anyconnect-win-4.10.02086-webdeploy-k9.pkg tftp://1.1.1.1 <----- Example of
copying Anyconnect Package.

ASA# copy disk0:/ external-sso- 4.10.04071-webdeploy-k9.zip tftp://1.1.1.1 <----- Example of copying
Externa Browser Package.


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21

ASA# copy disk0:/ hostscan_4.10.04071-k9.pkg tftp://1.1.1.1 <----- Example of copying Hostscan
Package.

ASA# copy disk0:/ dap.xml tftp://1.1.1.1. <----- Example of copying Dap.xml
ASA# copy disk0:/ sdesktop/data.xml tftp://1.1.1.1 <----- Example of copying Data.xml
ASA# copy disk0:/ VPN_Profilexml tftp://1.1.1.1 <----- Example of copying Anyconnect Profile.

Import the downloaded packages to management center (Object Management > VPN > AnyConnect
File).

a-Dap.xml and Data.xml must be uploaded to the management center from the Secure Firewall migration
tool in the Review and Validate > Remote Access VPN > AnyConnect File section.

b-AnyConnect profiles can be uploaded directly to the management center or through the Secure Firewall
migration tool in the Review and Validate > Remote Access VPN > AnyConnect File section.

Configure
Configuration Steps:

1.Download the most recent Firepower Migration Tool from Cisco Software Central:
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2. Click thefile you previously downloaded to your computer.
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- fmc_License(1).log

wblv-ip-fw-2-pri-show-tech (3)(1).cfg

@ Recents VPN_conf.txt

> T resources

2. Applications

(=] Desktop i
app_config.txt
[ Documents Firewall_Migration_Tool_v7.0-11136.command
@ Downloads - fmc_License(1)(1).log
unparsed.txt
TheFile

®@ 00 wdhaar — Firewall_Migration_Tool_v7.0-11136.command — Firewall_Migr... |

ontext migration.'], 'FDM-managed Device to Threat Defense Migration': ['migrate

the Layer 7 security policies including SNMP and HTTP, and malware and file pol
icy configurations from your FDM-managed device to a threat defense device.'], '
Third Party Firewall to Threat Defense Migration': ['Check Point Firewall - migr
ate the site-to-site VPN (policy-based) configurations on your Check Point firew
all ( R80 or later) to a threat defense device (Version 6.7 or later)', 'Fortine
t Firewall - Optimize your application access control lists (ACLs) when migratin
g configurations from a Fortinet firewall to your threat defense device.']}, 'se
curity_patch': False, 'updated_date': '25-1-2024', 'version': '6.0-9892'}}"

2025-01-16 16:51:36,906 [INFO | views] > "The current tool is up to date"
127.0.0.1 - - [16/Jan/2025 16:51:36] "GET /api/software/check_tool_update HTTP/1
1" 200 -

2025-01-16 16:51:40,615 [ | 1>

2025-01-16 16:51:40,622 [INFO | common] > "proxies : {}"

2025-01-16 16:51:41,838 [INFO | common] > "Telemetry push : Able to connect t
o SSE Cloud server : https://sign-on.security.cisco.com"

127.0.0.1 - - [16/Jan/2025 16:51:41] "GET /api/eula_check HTTP/1.1" 200 -
2025-01-16 16:51:41,851 [INFO | cco_login] > "EULA check for an user"
2025-01-16 16:51:46,860 [ | 1>

2025-01-16 16:51:46,868 [INFO | common] > "proxies : {}"

2025-01-16 16:51:48,230 [INFO | common] > "Telemetry push : Able to connect t
o SSE Cloud server : https://sign-on.security.cisco.com"

:27.6.6.1 - — [16/Jan/2025 16:51:48] "GET /api/eula_check HTTP/1.1" 200 -

Console Logs



Note: The program opens up automatically and a console auto generates content on the directory
where you ran thefile.

3. After you run the program, it opens up aweb browser that displaysthe “End User License
Agreement”.
1. Mark the check box to accept terms and conditions.
2. Click Proceed.
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4. Loginusing avalid CCO account and the FMT GUI interface appears on the web browser.
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Security Cloud Sign On
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Continue

Don't have an account? Sign up now
Or

Other login options

System status  Policy statement

FMT Login

5. Select the Source Firewall to migrate.
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Select Source Configuration @

Source Firewall Viandor

Select Source ~

Cisco Legacy Firawalls

Cisco ASA (8.4+)
Cisco ASA (9.2.2+) with FirePOWER Sarvicas

Cisco Secure Firewall Device Manager (7.2+)

Third Party Firewalls

Check Point (r75-r77)
Chack Point (r80-r81)
Fortinet (5.0+)

Palo Allo Matworks (8.0+)

Source Firewall

20000

Cisco ASA (8.4+) Pre-Migration Instructions

@ This migration may take a while. Do not make any changes to the Firewall Management Center (FMC) when migration is in ‘
progress.

Session Telemetry:

Cigeo collects the firewall telemetry set forth below in connection with this migration. By completing the migration, you consent to
Cisco's collection and use of this telemetry data for purposes of tracking and following up on firewall device migrations and performing
related migration analylics.

Acronyms used:

FMT: Firewall Migration Tool FMC: Firewall Management Center

FTD: Firewall Threat Defense

Before you begin your Adaptive Security Appliance (ASA) to Firewall Threat Defense migration, you must have the following items:

# Stable IP Connection:
Ensure that the connection is stable between FMT and FMC.
® FMC Version:
Ensure that the FMC version is 6.2.3 or later. For optimal migration time, improved software quality and stability, use
the suggested release for your FTD and FMC. Refer to the gold star on CCO for the suggested release.
® FMC Account:
Create a dedicated user account with administrative privileges for the FMT and use the credentials during migration.
® FTD (Optional):
To migrate the device configurations like interfaces, routes, and so on, add the target device to FMC. Skip this step if
you want to migrate only the shared configurations like objects, NAT, ACL, and s0 on.

6. Select the extraction method to be used to get the configuration.
1. Manua Upload requires you to upload the Running Config file of the ASA in*“.cfg” or “.txt”

format.

2. Connect to the ASA to extract configurations directly from the firewall.

cleco  Firewall Migration Tool

]

ki A LR Infermsben

Extract Cisco ASA (8.4+) Information ©

000

Source: Cisco

Exfraction Mathods

'
Mariial Uplead Conmeet 1o ASA
File format b5 * e o " bt Enier the management IF address and connecdt using admin
Creennals
Faor Muti-contixl upksad a shiw lech.
For Single-contes upload show naneing 1P format $hosd b <IP Ports
A Do not upload hand coded configurations ASA P AddressHosiname
192 168.1.20
—, I At
. [ Connect )
[ Upload |
\ i J N - S
i
3 S

Extraction



Note: For this example, connect directly to the ASA.

7. A summary of the configuration found on the firewall is displayed as a dashboard, please click Next.
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8. Select the target FMC to use on the migration.

Provide the I P of the FM C.It opens a pop-up window where it prompts you for the log in credentials of the
FMC.

T
it Firewall Migration Tool 000

Select Target Source:

'_';\ On-Frem/MVirtual FMC Cloud-deliversd FMC

1 FTD(s) Found

FMCIP

9. (Optional)Select the Target FTD you want to use.
1. If you choose to migrate to an FTD, select the FTD you want to use.
2. If you do not want to use an FTD you can fill the check box Proceed without FTD
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10. Select the configurations you want to migrate, options are displayed on the screenshots.
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11. Start the conversion of the configurations from ASA to FTD.
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12. Once the conversion finishes, it displays a dashboard with the summary of the objects to be migrated
(restricted to compatibility).
1. You can optionally click bownload Report t0 receive a summary of the configurations to be

migrated.
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Download Report

Pre-Migration report example, as shown in the image:
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13. Map the ASA interfaces with the FTD interfaces on the Migration Tool.

'é','s"c"' Firewall Migration Tool coe
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Target FTD:

Map FTD Interface C

Map interfaces

14. Create the Security Zones and Interface Groups for the interfaces on the FTD
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Security Zones (SZ) and Interface Groups (IG) are auto-created by the tool, as shown in the image:
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15. Review and validate the configurations to be migrated on the Migration Tool.
1. If you have already finished the review and optimization of the configurations, click validate.
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16. If the validation statusis successful, push the configurations to the target devices.
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Example of configuration pushed through the migration tool, as shown in the image:



PUSHING

Example of a successful migration, as shown in the image:
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(Optional) If you selected to migrate the configuration to an FTD, it requires a deployment to push the
available configuration from the FMC to the firewall.

In order to deploy the configuration:

1. Logintothe FMC GUI.
2. Navigate to the Deploy tab.
3. Select the deployment to push configuration to the firewall.



4. Click Deploy.

Troubleshoot

Troubleshooting Secure Firewall Migration Tool

e Common migration failures:
- Unknown or invalid charactersin the ASA config file.
- Missing or incompl ete configuration elements.
- Network connectivity issues or latency.
* Issuesduring ASA config file upload or pushing config to the management center.
» Common problemsinclude:
. Usmgthe Support Bundlefor troubleshooting:
On the "Complete Migration” screen, click the Support button.
- Select Support Bundle and choose the configuration files to download.
- Log and DB files are selected by default.
> Click Download to get a.zip file.
- Extract the .zip to view logs, DB, and config files.
- Click Email usto send failure details to the technical team.
- Attach the support bundle in your email.
- Click Visit TAC pageto create a Cisco TAC case for assistance.
» Thetool alows you to download a support bundle for log files, database, and configuration
files.
» Steps to download:
* For further support:



