Fix Vulnerabilities Shown on Secure Endpoint
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This document describes how to check Cisco risk score for endpoints and apply fixes.
Prerequisites
Requirements
Cisco recommends that you have knowledge of these topics:
* Cisco Secure Endpoint console

Components Used

The information in this document is based on these software versions:
 Secure Endpoint Console v5.4.2025030619

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Problem

The Cisco Security Risk Score is represented on a scale from 0-100. It quantifies the risk of avulnerability
by looking at the technical severity and how real-world attackers are leveraging the vulnerability in the wild.

Check the Cisco Security Risk score for endpoints and apply suggested fix.

Solution

1- To look into the Cisco Security risk score, navigate to Management > Computers and select Cisco
Security Risk Scor e shown:
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2- You seethelist of computers. Expand the computer information you want to check and click Cisco

Security Risk Score number displayed as shown:
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3- You seelist of CVE's affecting the endpoint. Click Fix Available as shown below:
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4- Here you see the suggested fixes for the CVE listed as shown below:




Vulnerability Fixes *

CVE-2023-4863 100 /100

CV55 3.1: 8.8

Heap buffar cverflow in libwebp in Google Chrome prior to 116.0.5845.187 and lbwebp 1.3.2
allowed a remate attacker to perform an out of bounds memory write via a crafted HTML

page. (Chismium Secufity severty: Critical)

Fixed By:
= USN-6368-1
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Note: If there are no fixes available, contact TAC.



