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Description

After October 31st,2024, Cisco Secure Endpoint will migrate the policy signing mechanism from SHA-1 to 
SHA-256. This changes the algorithm the Secure Endpoint connectors use to verify the authenticity of the 
policy settings.

Customer Impact

The following versions of Secure Endpoint connectors will lose the ability to upgrade Policy and perform 
Portal Management after October 31st, 2024:

Windows connector version 6.3.7 and older (released before October 2019)•
Mac/Linux connector versions 1.10.2 and older (released before July 2019)•

Recommended Action

To continue Secure Endpoint Policy upgrades and Portal Management existing connectors must be upgraded 
to newer than affected versions before October 31st, 2024. It is suggested to upgrade to the latest available 
Secure Endpoints version.

Useful Links

Cisco Secure Endpoint Release Notes

Secure Endpoint Software Support Policy

Secure Endpoint Windows Connector OS Compatibility

Secure Endpoint Mac Connector OS Compatibility

Secure Endpoint Linux Connector OS Compatibility

https://docs.amp.cisco.com/Release%20Notes%202019.pdf
https://docs.amp.cisco.com/Release%20Notes%202019.pdf
https://docs.amp.cisco.com/Release%20Notes.pdf
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215377-amp-for-endpoints-connector-support-poli.html#:~:text=and%20Android%2C%20respectively.-,Standard%20Support%20Policy,release%20of%20each%20software%20version
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214849-amp-for-endpoints-mac-connector-os-compa.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/215163-amp-for-endpoints-linux-connector-os-com.html

