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| ntroduction

This article describes the process of upgrading the firmware for a Cisco Secure Endpoint Private Cloud UCS
appliance. Previous documentation regarding remediation of CV E-2024-20356 has been moved to a L egacy
Instructions section.

Prerequisites

* Secure Endpoint Private Cloud UCS Appliance with Private Cloud version 4.2.5 or above.
- Legacy instructions are applicable to a Private Cloud appliance with versions 3.9.x to 4.2 4.
 Access to the Private Cloud UCS Appliance CIMC web Ul.

Required Downtime

The RPM upgrade through Opadmin takes approximately 10 minutes. The firmware upgrade itself takes approximately
40 minutes to complete. During this time the Cisco Secure Endpoint functionality will not be available.

After the firmware upgrade is complete, the UCS appliance will be rebooted. This can take another 10 minutes.

Total downtime is approximately 60 minutes.

Firmwar e Upgrade Steps

Proxy or Connected Mode

1. Navigate to Operations > Updates, as shown in the image.
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2. The appliance should check for any new firmware updates daily. If it has not been checked and marked as
available yet, click the Check/Download Updates button.

3. Click the Update Firmwar e button, as shown in the image.
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4. The firmware update will begin, as shown in the image.



) Updating

=L kS INTE T 1 HC = >t v s e B0 TE ¥ ¥ | |
=y g 3 . L
I8 Sasde ™ fmmed ™ Flrduhid fad T
TS -DE -3 &1l =S 1 Prabdial oviall A Wl dn Toem T

2P L PR ML IR L LE A

SRprndersLet Renclers

Pl g Ly Vefsioh Repa i 106y SLEe
Spdat irg:
g g il i 1: 1.8, B-E Baey=i ] e 1.8 &

iRl LSS Tasiiaiy

Fonsl okesmfomsd sirer 1.4 &
ety | Bl Lo P bt b
Frlla FPHS dlhebled BErdhwie Seis BAnSEaElydeitaree el IAsEsl Leda

5. Wait for the update to complete. Once it has done so we still need to reboot the appliance and complete
the firmware update, see below steps:

6. In your web browser, log into the CIMC web Ul of the appliance and open the KVM console.

7. Reboot the appliance with (either from SSH or the CIMC KVM console): amp-ctl reboot

8. Inthe CIMC KVM console, wait for the appliance to reboot. In the boot loader menu, use the down arrow
to select Cisco AMP Private Cloud:



Flease select boot device:

Cisco AMP Private Cloud

Recovery

UEFI: Bullt-in EFI Shell

UEFI: PXE IPwvd4 Intel(R) Ethernet Controller X550
UWEFI: PXE IPvd4 Inteli(R) Ethernet Controller X550
Enter Setup

T and 4 to move selection
ENTER to select boot cdevice

ESC to boot using defaults

9. The boot loader will wait a couple of seconds before booting the normal appliance. Use the down arrow to
select UCS Appliance Firmwar e Update and press enter:

UCS Appliance Firmsare Update




10. The appliance will boot into the firmware updater, update the firmware and reboot the appliance.

11. The CIMC may log you out during this process.
Airgap Mode

1. Download a new version of amp-sync. In 4.2.5, anew version of amp-sync is available which fetches
the firmware updates alongside the content and software updates.

2. Create a new update | SO using amp-sync.

3. Mount the update I SO as for a normal appliance update.

4. Navigate to Oper ations > Updates.

5. Click the Check Update | SO button.

6. Once the updates are available, click the Update Fir mwar e button.

7. Wait for the update to complete. Once it has done so we still need to reboot the appliance and
complete the firmware update, see below steps:

8. In your web browser, log into the CIMC web Ul of the appliance and open the KVM console.
9. Reboot the appliance with (either from SSH or the CIMC KVM console): amp-ctl reboot

10. Inthe CIMC KV M console, wait for the appliance to reboot. In the boot loader menu, use the down
arrow to select Cisco AMP Private Cloud.

11. The boot loader will wait a couple of seconds before booting the normal appliance. Use the down
arrow to select UCS Appliance Firmwar e Update and press enter.

12. The appliance will boot into the firmware updater, update the firmware and reboot the appliance.

13. The CIMC may log you out during this process.
Additional verification

1. Navigate to Operations > Updates.
2. Confirm that the active firmware and BIOS versions have been updated.
3. Alternatively, in the CIMC web Ul, go to the menu: Admin -> Firmware Management as shown in the

Firmware Management

Component Running Version Backup Version Bootioader Version Status Progress in %
BMC 4.3{2.240009) 4.2(3e) 4.3(2.240008) Completed Succasshully

BIOS C240M6.4.3.20.0_EDR C240M6.4.3 20.0_EDR A Completed Successfully

o 12G SAS RAID Controller with 4GB FEWC (28 . A NiA i NiA

SASEXP1 65160800 85160700 65160700 MNone
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L egacy Instructions (For remediation of CVE-2024-20356)

These instructions can be used for Private Cloud appliances with versions 3.9.x up to 4.2.4.
Firmwar e Upgrade Steps

Proxy or Connected Mode

1. Run the following commands on the appliance command line (either through SSH or CIMC
KVM): yuminstall -y ucs-firmware
2. In your web browser, log into the CIMC web Ul of the appliance and open the KVM console.



3. Reboot the appliance with (either from SSH or the CIMC KVM console): amp-ctl reboot

4. Inthe CIMC KVM console, wait for the appliance to reboot. In the boot loader menu, anew "UCS
Appliance Firmware Update" menu item will be available (see screenshot below).

5. The boot loader will wait a couple of seconds before booting the normal appliance. Use the down
arrow to select "UCS Appliance Firmware Update" and press enter.

6. The appliance will boot into the firmware updater, update the firmware and reboot the appliance.

7. The CIMC may log you out during this process.

Cent0S Linux (3.10.0-1160. 108,
Cisco AMP Private iy Recowveru

UCS Appliance Firmware Update ;

Airgap Mode

1. Create a new update 1SO using amp-sync.

2. Mount the update | SO as for anormal appliance update.

3. Run the following commands on the appliance command line (either through SSH or CIMC
KVM): yuminstall -y ucs-firmware

4. In your web browser, log into the CIMC web Ul of the appliance and open the KVM console.

5. Reboot the appliance with (either from SSH or the CIMC KVM console): amp-ctl reboot

6. Inthe CIMC KVM console, wait for the appliance to reboot. In the boot loader menu, anew "UCS
Appliance Firmware Update" menu item will be available (see screenshot above).

7. The boot loader will wait a couple of seconds before booting the normal appliance. Use the down
arrow to select "UCS Appliance Firmware Update” and press enter.

8. The appliance will boot into the firmware updater, update the firmware and reboot the appliance.

9. The CIMC may log you out during this process.

Verification Steps

1. Inthe CIMC web Ul, go to the menu: Admin -> Firmware Management (see example screenshot
below).



2. The BMC version should be 4.3(2.240009).

Firmware Management

Component
BMC

BIOS
Cisco 126 SAS RAID Controller with 4GB FEWC (28
Deives)

SASEXP1

Running Versicn
4.3(2.240009)
C240M6.4.3.20.0_EDR
52.20.0-4523

65160900

Backup Version
4.2(38)
C240ME4.3.20.0_EDR
NIA

B5160700

Bootioader Version
4.3(2.240009)

A

NiA

65160700

Status

Complated Successiully
Completed Successiully
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