Disable Proxy ARP on FTD Interfaces Using
FlexConfig

| ssue

Hosts on an FTD interface are unable to use statically assigned | P addresses and report "duplicate | P address' errors

Environment

 Cisco Secure Firewall 2120 running FTD software version 7.4.4 (applicable to al versions and models)
» Cisco Secure Firewall Management Center (FMC) for device management
» Proxy ARP enabled on FTD by default.

Resolution

Theissueisresolved by disabling Proxy ARP on the affected interface using a FlexConfig policy deployed through

1: Navigate to the FlexConfig section in FMC and create a new FlexConfig policy to disable Proxy ARP on the spec
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2: Add the configuration command to the FlexConfig policy sysopt noproxyarp IFNAME:

Edit FlexConfig Object

Name:

Sysopt_noproxyarp_DMZ_Gues...
Description:

Uses the sysopt command to
provide the following

4 Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

nsert Deployment: Once

=ysopt moproxyarp DMZ_Guest-Wireless

¥ Varables

Name Dimension Default Value F;:p "' e) Override Description

No

Cancel
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Replace IFNAM E with the actual name of your affected interface.

3: Associate the new object to the FlexConfig policy of the FTD and deploy it through FMC. The configuration is
applied to disable Proxy ARP behavior on the specified interface.
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FlexConfig FTDv3

Available FlexConfig (™ FlexConfig Object "& Selected Prepend FlexConfigs

X ¥ Name

- User Defingd

*& ControiPlaneACL

" OSPF_Keychain

"8
~ System Defined

=3 Default_DNS_Configure

o3 Default_Inspection_Protocol_Disable

& Default_inspection_Protocol_Enable

"& DHCPwE_Prefix_Delegation_Configure

« DHCPvE_Prefix_Delegation_UnConfigung

"& DNS_Configure

=8 DNS_UnConfigure
-2 Selected Append FlexConfigs
& Mame Description
1 Sysopt_noproxyarp_DMZ_Guest-Wireless Uses the sysopt command to provide the following examples: - Configures noproxy-arp CLIs

"& Inspect_IPvE_Configure

o2 Inspect_IPvE_UnConfigure

4: After deployment, test the static IP assignment on the affected host. The firewall must no longer be able
to

respond to ARP probes for unassigned | P addresses, allowing hosts to successfully use their static | P configurations

When applicable, consider disabling Proxy ARP at the NAT rule level rather than interface-
wide to minimize unintended impact on other network functions. This provides more granular control over Proxy A

Cause

Proxy Address Resolution Protocol (Proxy ARP) was enabled on the FTD interface, causing the firewall to respond
Proxy ARP functionality was responding with its own MAC address when hosts performed gratuitous ARP requests

Related Content

e Cisco Technical Support & Downloads



https://www.cisco.com/c/en/us/support/index.html

