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| ntroduction

This document describes how to configure Cisco Email Encryption Service Add-in Centralized Deployment
viaMicrosoft Office 365.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

 Cisco Secure Email Gateway
» Cisco Secure Email Encryption Service (formerly known as Cisco Registered Envel ope Service)
» Microsoft 0365 Suites (Exchange, Entra ID, Outlook)

Components Used

The information in this document is based on these software and hardware versions;

» Cisco Email Encryption Add-in 10.0.0

» Microsoft Exchange Online

* Microsoft EntralD (formerly known as Azure AD)
* Outlook for 0365 (macOS, Windows)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Background Information

The Cisco Secure Email Encryption Service Add-in allows your end users to encrypt their messages directly
from Microsoft Outlook with asingle click. This Add-in can be deployed on Microsoft Outlook (for
Windows and macOS) and Outlook Web App.

Note: This document isideal for all the end users who plan to use the add-in use Office
365/Microsoft 365 subscription and all the end users who plan to use the Add-in are registered
Cisco Secure Email Encryption Service Users.

Best Practicesfor Deploying the Cisco Secure Email Encryption
Service Add-In

» Test Phase - Deploy the Add-in to asmall set of end users within a department or function. Evaluate

the results and, if successful, move to the next phase.
* Pilot Phase - Deploy the Add-in to more end users from different departments and functions. Evaluate

the results and, if successful, move to the next phase.



* Production Phase - Deploy the Add-in to all users.

Configure

Cisco Secure Email Encryption Service Add-in Application Registration

1. Login to Microsoft 365 Admin Center as at least a Cloud Application Administrator (Microsoft 365
Admin Center).

2. In the left-hand menu, expand Admin Centersand click identity.

3. Navigate to Identity > Applications > App registrationsand Select New registration.

Note: If you have access to multiple Tenants, use the Settings Icon in the top right menu to switch
to the Tenant in which you want to register the application from the Directories + Subscriptions
menul.

4. Enter a Display Name for the Application, select accounts that can use the Application and click Register.


https://portal.microsoft.com
https://portal.microsoft.com

Horme » App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Cisco Secure Email Encryption Add-in 1 vy

Supported account types

| Who can use this application or access this API? | 2

(®) Accounts in this organizational directory only {- Single tenant)

O Accounts in any erganizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any erganizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Micresoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform s e.g. https:/fexample.com/auth

Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications,

By proceeding, you agree to the Microsoft Platform Policies -

resoe |

Register Application

5. After successful registration, navigate to the Application to configure Client Secret under Certificates &
secrets. Choose the expiration according to organization regulatory compliance.



Home > App registrations > Cisco Secure Email Encryption Add-in Add a CIEEnt secret ¥
Cisco Secure Email Encryption Add-in | Certificates 8 secrets

Description CRES Clignil Segnet
— 3
Search i Got feediback?
= Expires [ 365 days 12 monthsy |
B Overview
& Quickstar Credeniials enabie confidential applhicaiions to sdeniily thesneehees bo the suthentication senvce when recering 1

schemel. For a higher leved of sssurance, we recommend using & certificate (instead of a client secret] as a creder
A integration assistant

Maruge
ﬂ Appleation egistration certiicmes, secrets and Fedented crechentiali can be fousd in the Ll Beloe

= Branding & properties
2

2 Auahernication
2 ' Centificates {0 Federated credentials (0)
1

A decrit stiing that the applcation wied ta prove it dentity whin requeiting & token Alio can be referred to &
11 Token confguration

e —

&b Expode an AP Descriplion Expires Value

B App roles
Ho chent secreis have been oreated for this apphcaiaon

& Owners
il Roles and administrmons

M Manifest

Support + Troubleshoating
P Troubdeshooking

d M support requedt

o]

Configure Client Secret

6. From Overview page of the Registered Application, copy the Application (client) ID and Directory (tenant) ID. Copy
the client Secret from Certificates & Secrets generated in the previous step.

Home > App registrations >

] Cisco Secure Email Encryption Add-in =

X2 Search l « li] Delete & Endpoints Preview features

B Overview ﬂ Got a second? We would love your feedback on Microsoft identity platform (previously .
&b Quickstart
# Integration assistant # Essentials
Manage Display name ; Cisco Secure Email Encryption Add-in

) . Application (client) ID -dﬁg—aﬁb3-?8?e?f5c3531
&= Branding & properties i

Object ID : d0db75f5-cTef-4458-a9¢2-b07abB%f4b03

@ Authentication
Directory (tenant) ID -Zgﬁ-aﬂad -f45d431104d8

Certificates & secrets

Supported account types : My organization only

Entra ID Application Overview



Certificates (0) Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passwaord.

= Mew client secret l
Deseription Expires Value (0 Secret ID

30/04/2025 21-SQ~Wkﬂ5n602t3¥’gMFgePGE.Ukn1...‘}aﬂdcﬁgﬁ-‘ﬂdd[}--’fﬂm-838&-8&(50{!45051& D @

Copy Client Secret

7. Navigate to the Registered Email Encryption Application and then navigate to APl permissions. Click Add a
permission and select required Microsoft Graph Application Permissions:

Mail.Read
Mail.ReadWrite
Mail.Send
User.Read . All



Request APl permissions X

€ All APIs

@ Microsoft Graph
https:/fgraph.microsoftcom/ Docs 7

What type of permissions does your application require?

Delegated permissions Application permissicns

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all
2 omail, +— b
Permission Admin consent required
~ Mail (3)
MailRead @
ﬂ o . Yes
Read mail in all mailboxes
Mail ReadBasic (0
U R . Yes
Read basic mail in all mailboxes
D Mail.ReadBasic.all O Yes
Read basic mail in all mailboxes
E Mail. ReadWrite (O Y
(=3
Read and write mail in all mailboxes
MailSend O
u Yes

Send mail as any user

Add permissions m

Microsoft Graph Permission Configuration

7. Click Grant Admin Consent for <tenant-name> t0 give the Application access to Permissions on behalf of the
Organization.

APl / Permissions name Type Description Admin consent requ... Status

“ Microsoft Graph (4)

Maal Read Application  Read mail in all mailboxes Yes @ Granted {W-
Mail ReadWrite Application  Read and write mail in all mailboxes Yes @ Granted for [ N
Mail Send Application  Send mail as any user Yes @ Granted for [ I e

User Read Al Application  Read all users' full profiles Yes @ Ganted fr [ -



Configure Domain and Add-in Settings on Cisco Secure Email Encryption (CREYS)
Admin Portal

1. Log in to Cisco Secure Email Encryption Service (CRES) Admin Portal as an Account Administrator.
(Secure Email Encryption Service)

2. Navigate to Accounts > Manage Accounts. Click the account number assigned to your organization or the
account on which you plan to configure Email Encryption Add-in.

3. Navigate to profiles, select the Name type as Domain and enter your email domain name under Values.
Click Add Entries and wait for 5 to 10 seconds. (Do not refresh the browser page or navigate to a different
page until it is added successfully).

Tip: Repeat the same steps to add other Email Domains that are going to use Email Encryption
Service in your organization.


https://res.cisco.com/admin

Note: Contact Cisco Technical Assistance Center to get the Email Domains added on CRES Admin
Portal.

Details || Groups || Tokens || Addin Config || Rules || Profiles | Branding

i O
Name | Domain v e
Values (comma or .
: .onmicrosoft.com | +——
semicolon separated)® -

——% Add Entries

4. Navigate to Add-in Config tab.



Step 1: Enter the Tenant, Client ID and Secret obtained from EntralD under Azure AD Details. Click save
Details.

Step 2: Select the domain, Encryption Type, and click Save Configuration. USe Save Configuration for All Domains
to apply the same settings to all added Domains.

Caution: Do not navigate to a different page without completing Step 1. and Step 2. together. I
Step 2. isnot completed concurrently, Azure AD details are not saved.

Step 3: Click bownload Manifest.



| Details || Groups || Tokens || Addin Config || Rules || Profiles || Branding || Features || Migration || Security || Templates ||

1
Step 1: Configure the Office 365 Mailbox Settings 7

Azure AD Details: | ?

Tenant ID* [ c-2443-4298-a0a0-1450431104d8 |
Client 1D* (I 5-0929-4d69-a6b3-787e7i5c85a1 | 2
Client Secret* l | o

3
i Saye Detaills| Reset

Step 2: Configure the Add-In Settings

Domain I o microsoft.com | 4
Encryption Type W 5
Password remembered in Add-In client for [313 days
Flag Type ) subject Flag ) Header Fiag
Flag Value l J

]

——% | Save Configuration Save Configuration for All Demains

Step 3: Download the Manifest File to Deploy the Cisco Secure Email Encryption Service Add-In to Your Organization's Users

— Download Manifest
CRES Admin Portal Addin Config
Upload Manifest Fileto Microsoft 365 to Deploy Email Encryption Service Add-in

1. Log in to Microsoft 365 Admin Center as an Administrator. (Microsoft 365 Admin Center).

2. Navigate to Settings > Integrated apps and click Add-ins.

Microsaft 365 admin center

— Homa Integrated apps

@ e Integrated apps

B Users b

. Discover, purchase, acguine, manage, and deploy Microsoft 365 Apps developed by Microsoft partners. ou can alo deploy 4 age |

W Groups = For advanced management of these apps go to the respective admin center or page : Azure Active Direciory | SharePoint

‘:IH R, L 3
Deployed apps  Available apps Blocked apps

B Resources et —_—
All apps in this st huves Beon indtalied for teram ugers

2] Markeiplace

B Billing L Popular apps to be deplayed

U support - fn Mural JB Adobe Acrobat for Mi... CadeTwa for Outlod

& u'ﬂ'r:-u:u'. Ok
@ Semings |1 . [+ &R Outiao
@ With a deep part D mcee with POFL -8 shal b E

3 ireeis e Peleoodriarl e Rl Crumipole el Autemiatic £y
Dosmains I eocaysiem. Marsl Connet s 5o i popiiles pooft enlenpnse a0 kgl delaamart B rowrbeting b

O settings

Microsoft 365 Backup

]


https://portal.microsoft.com

Microsoft 0365 Addin Settings

3. Click Deploy Add-inand choose Upload Custom Apps. Select | have the manifest file (.xml) on this deviceand upload the file
downloaded from Cisco Email Encryption Service Admin Portal from the previous step. Click upload.

4. On the next step, assign users who need access to Cisco Secure Email Encryption Service. For a phased
manner deployment, choose Specifc Usersigroupsand click Deploy.

Configure add-in

Cisco Secure Email Encryption Service

By Cisco
Assign Users
Choose which wsers will have access to Cisco Secure Email Encryption Service
@- Everyane
O Specifie users / groups &
Search for specific users of groups o add of remove 1

| atart typing a name to search for users

[:}Ju.-.tme

Deployment Method
T
(@) Fixed (Default)
The sdd-im will Be autamatically deployed to the asegned users and they will not be abble to rermowve i from Ui riblbson.

O Available

Useri may install this add-in by chicking the Get More add-ing button on the hame nbbon m Cutlook and gomg to Admin- manadgid

() optional

The add-in will b automatically deployed to the assigred users but they can choose to remove it from thair ribbon

2

m

Microsoft 0365 Addin Configuration

5. Once the Add-in is successfully deployed, it can take up to 12 hours to be displayed on end users Ribbons
(Outlook Client).



Verify

Use this section in order to confirm that your configuration works properly.

1. Launch Outlook for Office 365/Microsoft 365 or Outlook Web App, compose the message that you want
to encrypt, and add at least one valid recipient to it.

Note: If the Encryption Type (set by the administrator) is Encrypt, ensure that you have completed
your message and added valid recipients before proceeding to the next step. After Step 3, the
message is encrypted and sent immediately.

2. Open/Click the Cisco Secure Email Encryption Service add-in.

* On Outlook Web App, click the éllipsisicon (located near the Send and Discard buttons), and
click Cisco Secure Email Encryption Service.

* On Outlook for Windows or MacOS, click Encrypt from the Ribbon or Toolbar.

* If you are on Outlook for MacOS version 16.42 or later and using the New Outlook interface,
click Cisco Secure Email Encryption Service from the Toolbar.



3. Enter your credentials and click signin. (Only if the Encryption Type is Flag, click send).

Froam Udupi kr 5-_-:"11i|:r:|-;c1| Com) ~ £ @ Cisco Secura Email... by Diay

fo s e Bcs
Wouu masst use encryption only for business
' ! - FRITEHEAGS
Subject Testing Mew Encryplion Frionity
Encryption Flow Summary
Encryplion Iniated
Aplos (Bedy]l o 1 - N B I S W ¥ o= = i s
Hedla,

Succossfully Authenticated
Thig i3 & tast amas.

Regards

— Message Encrypled

——— hassage Sent

Microsoft Outlook Encryption Status

Troubleshoot

Thereis currently no specific troubleshooting information available for this configuration.

Related | nfor mation

Cisco Secure Email Encryption Service Account Administrator User Guide
Cisco Secure Email Encryption Service Add-in User Guide

Microsoft Entra Application Registration Guide

Cisco Technical Support & Downloads



https://www.cisco.com/c/en/us/td/docs/security/email_encryption/SecureEmailEncryptionService-10-0/admin_guide/b_Admin_Guide_10_0/b_Admin_Guide_chapter_0100.html
https://www.cisco.com/c/dam/en/us/td/docs/security/email_encryption/add-ins/encryption/10-0/encryption-add-in-user-guide.pdf
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

